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T h s  chapter looks beyond local area networks to the broader aspects of personal 
computer-based data communications. This takes in the security of modem connec- 
tions over telephone lines, remote access to personal computers and networks, wide 
area networks, long-distance connections between networks, plus other forms of 
computer-fachtated communication, such as fax and voice. I wdl begin with basic 
outbound communications from a personal computer, then consider incoming calls 
and network connections. 

Basic Communications 

In this section, I'll look at what it takes for computers to talk to each other and at 
some of the reasons why you might want to do this. I also will try to dispel some of 
the misconceptions about over-the-phone haclung. 

The facts of modem life 

People today take talking on the telephone for granted, but it actually is hard work 
for computers to communicate by phone. Humans simply pick up the handset, dial 
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the number, and talk when someone answers. The sound is transmitted electrically 
but not, until recently, digitally. On the traditional analog telephone (most of today's 
telephones are still analog), our voices are translated into currents, which in turn 
cause vibrations at the receiving end, which are heard as sound. 

Digits and Dials 

Why do we use the term dial ing for the act of punching in phone numbers on a 
keypad? You might be surprised how many teenagers don't know the answer to 
that question. They have never seen a rotary dial, except in movies. It might not 
be too long before analog phone service goes the way of the rotary dial. More 
and more businesses, and even some individuals, are using a digital alternative 
known as ISDN (Integrated Services Digital Network). This service now is avail- 
able in some areas for under $100 per month. With ISDN, it is possible to get si- 
multaneous voice and data transmission on the same line, at speeds as fast as 
128 Kbps (the current standard for high-speed analog modems, V.34, is 28.8 
Kbps) . 

A high-speed data call made on an ISDN line uses digital modems at both ends. 
Currently more expensive than mass-produced analog modems, ISDN modems 
and switches eventually will come down in price as they become more widely 
used. As you would expect, digital modems are a lot more reliable and efficient 
than their analog counterparts. There is no conversion process, just a direct 
stream of digits. You don't get high-speed performance unless the party that you 
are calling also is digital. Some Internet providers already are offering ISDN dial- 
up service, and it is only a matter of time before commercial services like Com- 
puServe will offer this type of access to small businesses and work-at-home 
users. 

Computers don't have ears. Furthermore, they are digital, not analog. For com- 
puters to talk to each other over an analog phone line, they require modems. A mo- 
dem turns computer data into signals that are transmitted over the phone. At the 
other end of the line, another modem converts the signal back into data. The con- 
version process is known as modulat ion.  The word modem is a conjunction of mod- 
ulator and demodulator.  A modem is a circuit board that can be fitted internally in 
a personal computer or housed in an external box connected to the computer by a 
cable. The modem is controlled by communications software. Here are the steps in- 
volved when one computer calls another: 

1. Both computers must have modems properly attached and communications soft- 
ware loaded. 

2. The host computer, the one receiving the call, must be placed in "auto answer" 
mode; that is, the communications software must program the modem to answer 
the phone and respond to the incoming call. 

3. The computer initiating the call must dial the number of the computer receiving 
the call. 
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4. When the call is answered, a series of exchanges must take place, known as 
handshaking, to establish the connection. 

5. There also must be an agreed exchange of messages to let users of the two sys- 
tems know that the machines are communicating. 

With newspapers and television carrying so many reports of hackers wreaking 
havoc by illicitly accessing computers via modems, it is easy to get nervous about fit- 
ting one to your personal computer. However, there are enormous benefits to be 
gained from using a modem, some of them directly related to security (see "Online 
benefits" later in t h s  chapter). Besides, the risks of using modems are minimal, if 
you understand how they work. It is important to stress that nobody can access your 
computer via your modem unless: 

Your computer is turned on. 

Your modem is connected to a phone line. 

Your communications software is programmed to answer the phone (often re- 
ferred to as auto-answer mode). 

Even when all of these conditions are met, making a successful connection can be 
difficult, especially the first time that you attempt that particular connection. A 
number of parameters must match exactly for things to work properly. However, 
once the correct parameters have been determined, they can be stored for future 
sessions. This means that subsequent connections are routine. Nevertheless, it is un- 
likely that you will "accidentally" expose your computer to external attack just by in- 
stalling a modem. If you still are nervous, you can password protect modem access, 
as described in the section "Secure access?" later in t h s  chapter. 

The network factor 

Unfortunately, previous discussion applies only to accessing your computer via 
your modem. If your computer is not protected by access controls, then an unau- 
thorized user can activate the modem to allow an outsider to gain access or to send 
confidential data out to an accomplice. Furthermore, if your computer is networked 
to other computers, then the problem of modem access is much more complicated. 
If just one modem on one computer on a network is left unprotected in auto-answer 
mode, a hacker might well be able to gain access to any computer that is logged on 
to the network (see Figure 13.1). 

As an individual network user, there is little that you can do about this besides 
make sure that your private files are well-protected by lirmting access rights and us- 
ing password protection (encrypting sensitive personal data on your machine might 
well be advisable). The implication for network managers are more wide-ranging. 
With internal modems costing as little as $50, today's network manager must be "mo- 
dem-aware" at all times. Fortunately, some network auditing programs, such as Frye 
Computer Systems' LAN Directory, can check for modems. In addition, software- 
license auditing programs-such as McAfee SiteMeter, Frye's Software Metering and 
Resource Tracking, and John McCann's SofTrack-vvlll be able to tell you whch ma- 
chines on the network have communications software installed (see Figure 13.2). If 
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Legitimate modems, improperly 
/ manaaed or erotected, can be 

abused and ihus expose your i internal systems to ovts!dera ~ 
Figure 13.1 Modems open doors to illicit network access. 

Figure 13.2 Auditing software can reveal unauthorized modem installations 
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communications software is installed on the server, then access rights should be 
strictly limited. In the later section "Remote access security," I will discuss the use of 
"war dialers" to check company phone systems for active modems. 

Unfortunately, every default installation of Windows includes communications 
software-Terminal in the case of Windows 3.x and HyperAccess in the case of Win- 
dows 95. While Terminal is very limited, it does work and can be used to receive in- 
coming calls as well as to dial out. There is no password protection in Terminal, and 
the program is very small (around 145K), so it can easily be slipped onto a system 
that is not protected by good access controls (some DOS-based communications 
programs are smaller still). Clearly, there is an ongoing need to monitor networked 
systems for both communications software and modem hardware. Note that the lat- 
ter can be internal, in the form of expansion boards or PCMCIA cards, and thus not 
immediately obvious from a visual inspection of the desktop. 

Online benefits 

It is important to understand both the allure and the practicalities of going "online" 
even if you don't have a modem and have not yet found a reason to get one. For ex- 
ample, if you are responsible for managing a network, you need to know why in- 
stalling a modem is so tempting to users and what sort of risks are associated with 
approving such an installation. You might want to sanction a limited amount of mo- 
dem use to control it, rather than fight a losing battle against illicit modems. (Later, 
I will discuss the use of centralized modem controllers and remote access servers.) 

Personally, I have been using a modem since 1982 and consider communicating 
with a computer to be at least as interesting as all of the other things that you can do 
with a standalone computer combined. I was convinced of this the first time that I 
searched an online database (using a 300-baud Texas Instruments thermal printer 
terminal) and printed out an article that actually was stored 1000 miles away. Today, 
online databases are an essential, almost daily, part of my research. Add to that the 
news services, such as CompuServe's Executive News Service and Newsbytes, and 
the daily flow of messages, and a modem becomes a vital link to the outside world, 
whether you are working in a downtown office or a country cottage. 

This book is not the place to spend pages extolling the virtues of telecommuting- 
working from home via modem. However, I did it for more than eight years and can 
thoroughly recommend it. In its excellent August 1995 review of remote access 
products, PC Magazine quoted a study showing that telecommuters enjoy a 10% to 
30% increase in productivity while saving companies $3000 to $5000 annually per 
person. Some employees, such as sales reps, are neither at home nor in the office. 
They are on the road, and modems allow them to stay in touch, with messages, file 
transfers, and even access to company computers. I will return to this aspect of com- 
munications-remote access-later in this chapter. 

As far as the security professional is concerned, I would say that online information 
systems are a vital weapon in the battle to keep current with the latest threats and 
countermeasures. These days o n h e  services and bulletin boards are the first place 
that new threats are mentioned, and the news spreads fast. One of the main functions 
of the NCSA Infosecurity Forum on CompuServe is to keep members of that forum 
posted on the latest developments. Many of the NCSA sysops also visit other services, 
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bulletin boards, and Internet newsgroups so that they can report back to InfoSecurity 
Forum members in the form of messages, text files uploaded into the libraries, or 
even general alerts. For example, when the Pentium bug was discovered, the NCSA 
InfoSecurity Forum on CompuServe alerted members and made available a software 
fix that could be downloaded (see chapter 10 for more about this spreadsheet). 

Is this the I-way? 

When people talk about "going onhe , "  they usually mention bulletin board systems 
(BBSs), o n h e  services, and the Internet. You might wonder what the differences are 
between these and whether or not they are part of the Information Super Highway, 
otherwise known as the Infobahn, the National Information Infrastructure (NII), the 
Global Information Infrastructure (GII), or the I-Way (whatever you call it, it proba- 
bly is the hottest topic in computers since the advent of the microcomputer). Under- 
standing these terms will help you sort out requests for modem use on your systems. 

The term bulletin board system, or BBS, refers to a telecommunications facility 
for exchanging messages and files, typically at minimal or no cost, besides the phone 
call (in many parts of North America, this is a free local phone call, but in other coun- 
tries, such as the U.K., all local calls are charged according to time spent on the line). 
Online services also offer messaging and file distribution, but typically these services 
provide access to multiple information sources, at a cost, usually involving a monthly 
fee of some kind. The term The Net refers to the Internet, which is discussed in the 
next section. 

BBS Stats 

In 1995, the leading magazine for bulletin board operators and users, Board- 
watch, did some research and found that the average North American bulletin 
board operator runs a system with: 

6.82 phone lines 

98 new callers per month 

344 paying callers 

469 regular callers 

1049 callers in the user log 

$2845 gross monthly revenue 
$34,140 gross annual revenue 

$8.27 revenue per month per paying caller 

Boardwatch estimates that, at the end of 1994, there were 67,000 dial-up bulletin 
boards in the U.S. From ths ,  it is possible to extrapolate that nearly half a d o n  
phone lines are devoted to BBS operations, generating over $137 rrullion in annual 
revenue to phone companies (based on $25 per month per line). Furthermore, 
based on survey answers that show approximately 65% of boards charge fees, the 
annual revenue in BBS access charges comes out to an impressive $1.5 billion. 
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While people often refer to bulletin board systems as BBSs, the acronym OLS (On- 
Line Service) has not yet caught on in a big way. This is a pity because there are 
some important distinctions to be made between BBSs and OLSs. Whde the latter 
can be fun to explore, they are run as commercial operations in the business of sell- 
ing information. On the other hand, BBSs tend to be operated by individuals or in- 
formal groups with common interests. They promote the exchange of information 
among individuals as messages rather than offering to sell access to collections of in- 
formation, although t h s  is rapidly changing. 

As you might expect, the more established and ambitious BBSs offer a wider range 
of services to the point where they begin to resemble the OLSs. Typical of this trend 
is The Well in San Francisco. However, the underlying culture of BBSs tends to be 
quite different from that of OLSs. At times, this is not always apparent. For example, 
one of the main attractions of CompuServe is the large number of Forums, each of 
which is devoted to a particular subject, from computer security to pets. Each one 
behaves like an independent bulletin board, with messages and files split into a 
dozen or so areas. When Microsoft was designing its online service, the Microsoft 
Network (MSN), a conscious decision was made to emulate bulletin board systems 
to maintain that personal, informal feeling. 

The people responsible for organizing these forums are referred to as sysops, just 
like the operators of bulletin board systems. Contrary to popular opinion, most Com- 
puServe sysops are not paid. This means that they are doing this work for much the 
same reasons as many BBS sysops. These include making friends, making useful 
contacts, supporting products, and gaining knowledge. 

As for the Information Super Highway, this is a general concept rather than a spe- 
cific physical entity. Five years ago, people with computers, modems, and determi- 
nation were able to connect with a variety of other computers, but each one was an 
island, or at best an archipelago. If you connected to CompuServe, you were not con- 
nected to GreenNet. If you connected to a Fidonet bulletin board, you were not on 
the Internet. If you connected to the Internet, you were connected to a lot of other 
people, but most of them were at universities and government agencies, and none of 
them were OLS users. Then people started building bridges connecting these differ- 
ent islands, to the extent that we now can "travel" between them in some form or 
other. For example, using the Internet naming convention, simple text messages 
now can be sent to just about any BBS or OLS from any other BBS, OLS, or the In- 
ternet. For example, if your CompuServe address is 72662,546, then you are 
72662.546@compuserve.com. If you are on CompuServe and want to send a message 
to someone at America Online, then you can use something like cobbie@aol.com. 
Someone who is cobb@iu.net on the Internet would be addressed from CompuServe 
as INTERNET:cobb@iu.net. 

The Internet difference 

If you haven't heard of the Internet by now, I must assume that you have been living 
in a very remote corner of the world (without any remote access facilities). Since 
about the middle of 1993, the Internet has been moving up the editorial calendar in 
every kind of media. Coverage has ranged from documentaries on all the major net- 
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works to pull-out sections in newspapers, from a whole raft of new magazines to ded- 
icated TV series, such as "The Net" on the BBC, which launched its own online con- 
nection to accompany the show. In many bookstores, up to a third of the computer 
book section is taken up with Internet books. 

Given that general information on the Internet is so widely available, I will con- 
centrate here on the security aspects, while bearing in mind that Internet "hype" is 
itself a security factor. In other words, network managers who don't provide users 
with Internet services are likely to find users doing it for themselves. After all, that's 
how PCs first made it onto corporate desktops. According to one network manager 
at a major automobile plant, who preferred to remain anonymous: 

They buy a $100 modem with petty cash, plug it into a PC on the network and, because 
our machines already are running TCPIIP, just turn on SLIP or PPP and dial out to a lo- 
cal service provider. What these users don't realize is that they have just made the com- 
pany network part of The Net. 

This brings us to the main differences between the Internet and other online fa- 
cilities, such as bulletin boards and CompuServe: the nature of the connection that 
you make when you log on. If you have a fully fledged Internet connection, you ac- 
tually become part of the network. This is true whether or not the machine that you 
are connecting from already is part of a local area network. In other words, an Inter- 
net connection, even over the phone lines from a standalone machine, means that 
your computer is one more node on the world's biggest network. This means that the 
connection works both ways. Just as you can visit other computer sites around the 
world, the world can come to visit you. As you will see later in this chapter when I 
discuss Internet security in more depth, some of those visitors are less than polite. 
Some are even downright malicious. 

Security and Outbound Calls 

In this section, I'll cover the risks associated with making outgoing modem calls- 
that is, using your computer as a client, served by a remote host. Later in this chap- 
ter, I will look at the other side of the problem: using your computer as a host and 
receiving incoming calls to provide remote access for others. 

Download downsides 

One of the greatest thrills for a computer user is that first program download. Even 
for the experienced o n h e  user, there is always something very satisfymg about 
copying a piece of software onto your computer from another machine that is hun- 
dreds or even thousands of miles away, then immediately putting it to work (or play, 
if the program happens to be recreational in nature). Unfortunately, there are sev- 
eral downsides to downloading, and you need to be aware of them whether you are 
an individual user or manager of a group of users. 

For a start, downloaded software is seldom "free." Apart from phone line and ser- 
vice charges, the software might well be shareware, which is the "try-before-you- 
buy" concept discussed in chapter 10. You are obliged to pay for such software if you 
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actually use it. If the program that you download is commercial software not in- 
tended for distribution in this fashion, then there is the risk of prosecution for piracy. 

All of the commercial online services monitor their systems for abuses of this na- 
ture. However, it is possible to come across bulletin boards that are illegally distrib- 
uting software. It goes without saying that the use of pirated software is a major 
security risk. All it takes is one person making one call to a toll-free number, and you 
could be answering the door to law-enforcement officials bearing search warrants. 
Network license-auditing programs can help network managers check for unautho- 
rized software. 

Those Numbers Again 

The Software Publishers Association is the principal trade association for the PC 
software industry with over 1100 members. The SPA engages in broad antipiracy 
campaigns to educate users about federal copyright law. The association distrib- 
utes antipiracy materials and accepts piracy reports in the U.S. on a toll-free hot- 
line (800-388-7478). The Business Software Alliance operates more than 25 
hotlines around the world for callers seeking information about copyright matters 
or to report suspected incidents of unauthorized copying of software. Callers in 
the U.S. can dial 800-688-BSA1. The Canadian Alliance Against Software Theft 
(CAAST) hotline number is 800-263-9700. 

Pirated program files are not the only reason that law-enforcement officials might 
turn up bearing search warrants. It is no secret that large amounts of sexually ex- 
plicit material can be downloaded from bulletin boards and the Internet. Pornogra- 
phy can be transmitted as electronic mail via commercial online services. Some of 
this material is tasteful erotica, a lot of it is exploitive pornography, and a small pro- 
portion is disgusting pedophilia. While legal definitions of erotica, pornography, and 
obscenity vary greatly from place to place and from culture to culture, very few peo- 
ple have any doubt about the illegality and immorality of child pornography. How- 
ever, this stuff exists in digital format as pictures and video clips, and it can find its 
way onto just about any computer system. 

I know of at least one case in which a bulletin board user claims he was tricked 
into downloading files that turned out to be child pornography. Before the user 
had erased the files, he was visited by the FBI, who arrested him for possession of 
said files. The FBI had a prima facie case, and it is difficult to imagine what evi- 
dence the user could provide to support his claim that he had not intentionally 
downloaded such files or known of their true content. His lawyer advised a guilty 
plea, and he was given a suspended sentence (based in part on the fact that out 
of half a dozen compressed files he had downloaded, he had only unzipped one, 
which tended to support his claim that he was not interested in material of this 
kind). 

This incident suggests several frightening scenarios, such as a malicious user or 
corrupt law-enforcement official "planting" illegal material on a computer. The bot- 
tom line is that you need to know what is in every file on your hard disk. If you are 
responsible for a network, you need to take steps to ensure that only "valid and ap- 
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propriate" files are stored on the server. You also need to have proper auditing trails 
in place so that, should questions arise about the source of a file, you can quickly de- 
termine who put it there. Otherwise, it might be hard to argue that you or your em- 
ployer were not responsible for Illegal material on your network. 

The malicious code factor 

In chapter 9, I stated that any program files that you download-whether from a 
bulletin board, online service, or an Internet site-should be checked with an- 
tivirus software before being executed. I also noted that antivirus software is not 
designed to detect Trojan horses, so you should execute all new programs with 
care, preferably on a "spare" machine, unless you have a high degree of confidence 
in their source. See chapter 9 for tips on configuring hardware for malicious code 
testing. 

In a corporate environment, you should have clear policies about downloading 
both data and program files. Rather than try to forbid all downloads, you might 
want to provide testing procedures and hardware so that downloads can be 
checked before they are used or stored on production systems. Posters and memos 
advising of such policies should be employed to maintain user awareness (see Fig- 
ure 13.3). 

Problems on Two-way Street 

It is not only outgoing calls to services and the resulting downloads that you have to 
worry about. The rapidly increasing two-way traffic, such as e-mail, has its share of 
risks. 

YOU MAY NOT: 

Download files from bulletin boards, on-line services, or the Internet, 
UNLESS specifically authorized to do so 

Execute downloaded program files (including self-extracting archives), 
UNLESS they have been scanned for viruses and tested for Trojan code 

Load downloaded documents into any macro-enabled application 
UNLESS they have been scanned for viruses and Trojan code. 

Bring into the workplace any downloaded files that have not been scanned 
and checked by the Disk Authorization Desk. 

Download any files, the content of which, if revealed, may cause embarassment 
to the company, or expose the company, or you, to legal action. 

I The Management 

I 

Figure 13.3 Company policy on downloaded files should be clearly stated 
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Getting the message 

In the spring of 1995, I received a message via my Internet account that warned of a 
"Good Times" virus, which allegedly was being circulated in e-mail on bulletin boards 
and several commercial services. The warning stated that simply readmg the Good 
Tmes message in a mail reader would cause the virus to activate, reaping various forms 
of havoc. Fortunately, t h s  message sounded somewhat farruhar, and I logged on to the 
Information Security Forum on CompuServe to search for files about "Good Times." 

Sure enough, there was a report describing how this rumor first appeared in De- 
cember of 1994. As of the summer of 1995, nobody actually had reported any credi- 
ble sighting of such a virus, but the warnings keep appearing. The report from the 
Forum of Incident Response and Security Teams (FIRST) notes that there is "the 
possibility that someone is using this as a precursor to a real attack. That is, some- 
one is repeatedly circulating the 'Good nmes' rumor to condition people to believing 
there is no danger and then will circulate some damaging code under that name." 
The report provided the following, very sensible advice: "If you ever get any mail la- 
beled 'Good Times' that is in some way executable (that is, a program or command 
file), do not run it!" If you are using a company computer, you should report such a 
program to the help desk1IS manager. It also would be helpful if you sent a message 
about it to the NCSA (scobb@ncsa.com). 

In the summer of 1995, I received a message of this type. Someone wrote to tell me 
about a file described as PKZIP3, supposedly an upgrade of the popular compression 
and archiving program. Several people had downloaded this file from bulletin 
boards. It was an executable file, which was expected because previous versions of 
the PKZIP compression program were distributed as self-extracting archives. How- 
ever, this particular program was a Trojan horse that attempted to delete all files and 
directories from the hard disk, then reformat it. 

Because of the "Good Times" message, my initial reaction to the warning about 
PKZIP 3.0 was skepticism. I did not know the person who sent the message and had 
no way to know if was a rumor or not. So I called the vice president of PKWARE, 
makers of PKZIP. She confirmed that the current version still is 2.04g and that ru- 
mors of a Trojan were true. Next, I arranged for PKWARE to send a captured copy of 
the Trojan to Richard Ford, head of research at the NCSA, for analysis. What he 
found was described in chapter 9. Obviously, not everyone is in a position to take ac- 
tion at this level. However, companies need to establish procedures for dealing with 
rumors and reports of this nature. 

Messy messages 

To return to the question of potentially harmful e-mail, I first will note FIRST'S com- 
ment that, "When e-mail arrives at a system and is read by the user, it is seldom 'ex- 
ecuted' by anything that could damage the system, let alone reproduce the code 
itself." In other words, messages themselves cannot be viruses or spread viruses. 
However, there are a number of scenarios in which mail could be dangerous (other 
than the items covered under the section "Tact and diplomacy"). 

If you are using an MS-DOS system with an ANSISYS driver, it is possible that a 
control code sequence embedded in e-mail could execute some unwanted actions 
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when the mail was read. However, this would only work if the mail was displayed in 
text mode (not in Windows or a specialized application). Even then, it is unlikely to 
work because the necessary control characters would have a hard time passing 
through mail gateways and forwarders without modification. 

More plausible is the Web scenario described in chapter 9, whereby a document 
that is infected with a macro virus is viewed online. Such a document also could be 
transmitted as an e-mail attachment bearing Trojan code. Defenses include antivirus 
scanners, making potentially harmful commands hard to find, and staying alert for 
news of such attacks. In the future, as documents evolve into something closer to 
"agents," we will need to work hard to ensure that such agents remain friendly. 

Other e-mail attacks 

All things digital are so easily edited that all manner of attacks are possible, starting 
with spoofing of electronic mail so that it appears to come from someone else. This 
can be combated by the use of digital signatures and encryption. For example, Vi- 
aCrypt PGP for Windows is an easy-to-use program that allows you to encrypt andlor 
digitally sign any file on your PC. It also can verify previously generated digital sig- 
natures (for more on PGP, see chapter 15 and the W.E.B. page for that chapter). 

Another type of e-mail attack is spammzng. This involves sendmg massive amounts 
of mail to the same address, causing annoyance at least. It might be possible to actu- 
ally overload the host system with an attack of this nature as it runs out of space to 
store incoming mail. This then would quahfy as a "denial of service" attack because le- 
gitimate mail could not be received until the system was purged and restored. 

Tact and diplomacy 

Two of the most valuable countermeasures in the realm of communications security 
are absolutely free. If users exercise tact and diplomacy when communicating elec- 
tronically, they will avoid all manner of problems, from embarrassing disclosures of 
inappropriate remarks to unintentional disclosure of company secrets. Even when 
you think that you are communicating in private, you should avoid the sort of lan- 
guage that would cause dismay or distress if it were to be overheard. 

Remember that privacy in electronic communication can turn out to be an illusion. 
There is no way to predict when someone wdl hack whatever forms of protection you 
have in place. There already are cases of dhcit love affairs being exposed through 
e-mail, with attendant blackmail scenarios, lawsuits, and such. (In one celebrated 
case, a major fast food company was sued for revealing a love affair conducted 
through company e-mail.) Furthermore, as the NCSA's Director of Education, Dr. 
Mich Kabay points out: "Every corporate user who posts a remark in a news group or 
sends e-mail to a correspondent is indelibly marked by their Internet ID." He notes: 

Regardless of written protestations to the contrary, anyone with an ID that reads 
markrn@megacorp.com is going to be seen as representing MegaCorp whether they in- 
tend to or not. Flaming people, sending out false information, and even participating in 
certain newsgroups can get an employee and their employer into trouble. 

Here are some more points to bear in mind about electronic mail. 



568 Chapter Thirteen 

E-mail is forever. The electronic mail files on a network probably are included in the 
backup and might well be archived for years to come. The courts might consider 
these files to be evidence in various types of cases and subpoena their disclosure. 
Avoid saying thngs that could come back to haunt you. 

E-mail can be misplaced. It is always possible that a message might get misrouted. 
Cases of sensitive messages appearing in a stranger's mailbox are legion, and most 
are not enclosed in any type of electronic envelope (encryption). 

E-mail might not be yours. The legal status of electronic mail currently is in limbo. 
Some companies claim that it belongs to them as much as internal memos. Others 
accept that it is closer to words spoken on the company's internal phone system, 
which can be monitored or regulated by the company but not necessarily "owned." 

Remote-Access Security 

One of the hottest topics in communications today is remote-access security, which 
is the riddle of how you control people outside the office accessing the computers in- 
side the office over phone lines. Remote access offers many productivity improve- 
ments and cost savings, such as round-the-clock access to data and messages, 
telecommuting, and direct-to-digital input from employees, such as salespersons, 
who are on the road. Yet, as with all technologies, remote access has a big "but"; in 
this case. "but how do we control it." 

Remote problems 

Now that most office computers are being networked, and clientlserver applications 
are moving corporate data onto the desktop, inadequately controlled remote access 
can spell big trouble. This might be internal abuse, such as using the remote access 
facilities for personal rather than corporate purposes, or it might be external attack, 
such as data theft by competitors using hackers-for-hire, which is a phenomenon 
that is causing growing concern as kids who started hacking for fun encounter the 
need to make ends meet. 

According to a 1994 survey sponsored by the U.K. Department of Trade and In- 
dustry, the National Computing Centre, and ICL, half of all U.K. companies have staff 
who use computers outside the office. Remote access is nothing new; however, dur- 
ing the last three years, it has grown so rapidly that an unprecedented situation has 
been created. Some large organizations can no longer say exactly how many incom- 
ing phone h e s  they have, how many modems, or how many modems are sitting on 
phone lines in auto-answer mode. 

So serious is the problem that at least one major corporation, Bell South, took the 
drastic step of seizing all modems, only returning them on a case-by-case basis, after 
a highly regulated approval process. This might sound draconian, but the company 
in question had suffered serious hacking-related losses. The preferred procedure is 
for management to devise ways of meeting the communications needs of employees 
while including adequate controls. This can be an effective defense against the dan- 
gerous freelance efforts that frustration creates. (Some readers will be familiar with 
this scenario: A group of employees wants remote access, management says no, the 
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group installs a modem anyway without proper security procedures, the system gets 
hacked, and management now is even less likely to approve remote access.) 

Secure access? 

So what are adequate defenses? They depend upon the type of remote access that 
you are offering, with the two main types being remote control and remote node. 
The latter is a direct connection to the office network, using a phone line instead of 
a LAN cable. This requires the remote computer to be configured as a network 
client, running the necessary software, and it allows the remote computer to act as 
though it is part of the network. While this is feasible, it can be expensive and de- 
mands high-performance connections. (Ordinary phone lines and modems operating 
at 28.8K per second tend to choke on basic lOMB per second Ethernet traffic.) 

The simpler and more widely used remote-access method is remote control, where a 
communications program-such as Syrnantec's pcAnywhere, Norton-Lambert's Close- 
Up, or Ocean Isle's Reachout-is used to remotely operate a host computer (see Figure 
13.4, where the password control in pchywhere is illustrated). This allows the remote 
computer to use applications on the host machme, whch can be a standalone PC with 
a modem or a network machine that has access to a modem. If the computer hosting the 
session has a network connection, then the remote caller can access the network, using 
the host's NIC (network interface card). Thus the remote connection has to transfer 
only the preprocessed results of network accesses, rather than the network traffic itself. 

This type of remote access can be securely implemented if you have only one copy 
of the remote access (RA) software, one user, and one well-chosen password on each 

Figure 13.4 Using the password control in pchywhere 
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of the two systems. It can be improved by using the dial-back features of the RA soft- 
ware and by ensuring that there are no applications besides the RA software, not even 
COMMAND.COM, residing on the host machine. Accordmg to J. D. Abohs,  a sysop on 
the Infosecurity Forum on CompuServe, "The difficulty is that the previous conditions 
rarely persist for long. The number of copies of RA software, the number of users, and 
the number of poorly chosen passwords escalates. This becomes hacker heaven." 

One response is to establish a remote access server, which uses dedicated hard- 
ware that has access controls built in, such as 3Com's AccessBuilder, US Robotics' 
Shared Access COM Server, or Cylink's Remote Access Management Server. Such 
servers centralize access and make it easier to manage. They might even include 
support for security tokens, such as SecurID from Security Dynamics, which is a 
time-based token system. The remote user dials into a communication server con- 
nected to Security Dynamics' network-security server. Once the modem connects, 
the user is prompted to enter a personal identification number and the six-digit 
number currently showing on her or his SecurID card (shown in chapter 1). The 
number changes every minute, in synch with a corresponding number on the host, 
so that access without the card is impossible. 

If a communications server is beyond your budget, you can apply a range of re- 
lated measures that add up to a fairly high level of security: 

If the RA software is run from a LAN, restrict access to the RA directories to pre- 
vent changes to configuration files (such as changing passwords or turning off the 
RA software's logging). 

File Help  - 

Figure 13.5 The log fac~lity in Reachout remote access software 
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Use both the RA software's logging feature (see Figure 13.5) and network audit- 
ing software to track significant network activities. (You might script the loading 
of the RA host software so that it activates logging or triggers it with the caller 
login procedure.) 

If the RA software has drive security, use it to lock callers out of sensitive areas and 
prevent them from messing around with the host's hard disk (for example, setting 
up a trap for the next caller). 

Use encryption options in the RA software, if available. While these might be rela- 
tively weak, they add a layer of defense, particularly against the casual hacker. 

Use password protection on the host to prevent unauthorized access from within 
the office, perhaps to change login passwords, call-back numbers, and other con- 
figuration settings. 

Restrict and control keyboard entry at both host and remote computers. Unat- 
tended machines allow piggyback access onto somebody else's session. Social en- 
gineering attacks also are possible if an interloper dupes tech support into typing 
commands that lead to sensitive data. (Typing messages in the RA software's chat 
mode eliminates the natural detection provided by a voice request.) 

Consider blanking the host screen during online sessions; otherwise, anybody 
looking at the RA monitor can view activity that might provide valuable informa- 
tion for future exploitation. (Bear in mind that a blank screen makes tech support 
difficult and might mask intruder activity.) 

Set up the host to perform a reboot after a lost connection, in case the connection 
was lost due to illegal activity. 

Set the modem to wait several rings before answering. This discourages demon di- 
aler attacks (whereby a modem-equipped computer systematically tries all num- 
bers in an area and records which ones are answered by a modem). 

Use inactivity time-outs and log inactive users off the network. This prevents sys- 
tems being left unattended or logged on in auto-answer mode. 

Change passwords regularly, and don't use the same password for all users. 

Regularly check any logs or audit trails for machines hosting remote access, and 
use station and time restriction to isolate who can legitimately use the access and 
when. 

In a large office, use a demon dialer to check the phone numbers in your office for 
auto-answering modems. Consider using utility software that checks for modems 
on network workstations. 

Educate users in remote access security. For example, they should know about 
weak passwords, logging off the network before dialing out, not leaving modems in 
auto-answer mode, and so on. 

War dialers 

According to Peter Stephenson, writing in LAN Magazine in May of 1994, war lalers  
are "a favorite tool of dal-in crackers." He points out that "sophisticated war dalers, 
such as Toneloc (a shareware program found on underground BBSs), can tell the dif- 
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ference between a modem, fax, and PBX." As seen in the 1984 movie War Games, a 
war dialer, also known as a demon dialer, is used to identlfy modems and PBXs and 
can be "a prelude to attempting an intrusion." The software, whch can be told to dial 
all numbers in an area code, a single exchange, or some subset, typically is run late at 
night when most numbers d be unattended. By daling numbers w i t h  a given range 
in random order, war dialers that are being abused by hackers are difficult to trace. 

Here's how Stephenson describes the process: "The war dialer dials a number. If it 
answers or keeps ringing, the program hangs up and moves on to the next. If, how- 
ever, the dialer encounters a tone, it records the phone number and the type of tone 
in a database for later investigation by the intruder." However, would-be intruders 
are not the only people who use war dialers, which belong in that controversial cat- 
egory of software that is both attack tool and defensive weapon. You can use a war 
dialer to check out your company's phone system for possible holes. For that reason 
an example of such software has been provided on the disk included with this book. 

This particular program is very basic, but it clearly shows the process involved in 
testing phone numbers. It was not designed to do abusive things like exploit the Direct 
Inward System Access (DISA) feature found on some PBXs. As Carl Steffens ob- 
served, writing in Telecommunications in October of 1993, the automated attack of a 
PBX using a more sophisticated war dialer "can typically crack a four-digit access code 
in about 20 minutes. An eight-digit code takes a bit longer, perhaps six hours." How is 
this done? "The hacker sets his war dialer to work, goes to bed, and wakes up the next 
morning with access numbers to begin hacking." Steffens laments that "some 
telecomm managers make this process ridiculously easy by f a h g  to take advantage of 
even minimal security features already available on their PBX, such as password pro- 
tection. Some don't even bother to reset the default password." 

Voice mail systems are a favorite target, and especially vulnerable if, as Stephen- 
son notes, "they permit users to DTMF over voice-prompts in the password-entry- 
and-verification loop." He advises that "secure systems will not permit type-ahead, 
will deliberately vary timing between voice-prompts, will allow only a limited 'tirne- 
window-of-opportunity' in whch to enter a password, and will terminate a call after 
a small number of mistaken attempts, forcing the hacker to redial." 

The Internet Problem 

In the summer of 1995, new Internet host connections were running at 1000 per 
week. As far back as the CSL Bulletin Connecting to the Internet: Security Con- 
siderations, which was published in July 1993, it was possible to state that "the In- 
ternet now is growing faster than any telecommunications system thus far, including 
the telephone system." In this section, I have drawn on that document and the later 
Reducing the Risks of Internet Connection a n d  Use, which was published in May 
1994, to highlight the security concerns raised by Internet connections. 

Good news and bad news 

There are several pieces of good news about the Internet and security. It would ap- 
pear that concern over problems on the Internet has sparked a wider interest in se- 
curity issues. High-profile Internet cases have forced information security into the 
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public eye to such an extent that it can no longer be ignored. The Internet also has 
provided a means of disseminating information about data security. (See appendix F, 
or visit the NCSA's Web site for a list of links to security information on the Net.) 

Now I'll turn to the bad news. Earlier, I said that connecting to the Internet was 
fundamentally different from using an online service or BBS in that the Internet is a 
networking connection. Unfortunately, until recently, many new users of the Inter- 
net failed to realize this. They were not aware that their sites could be at risk to 
threats such as intruders who use the Internet as a means for attacking systems and 
causing various forms of computer security incidents. As a result, new Internet sites 
have become prime targets for malicious activity, including break-ins, file tampering, 
and service disruptions. Such activity can be difficult to discover and correct, can be 
highly embarrassing to the organization, and can be very costly in terms of lost pro- 
ductivity and damage to data. 

New and existing Internet users need to be aware of the h g h  potential for com- 
puter security incidents from the Internet. For example, in 1994, it was calculated 
that any new Internet site would be "probed" for weaknesses within four hours of go- 
ing live. Fortunately, many tools and techniques now exist to provide sites with a 
reasonable level of assurance and protection. 

The CSL 

One important tool is the information put out by the Computer Systems Labora- 
tory (CSL) located in Gaithersburg, Maryland. This government agency is re- 
sponsible for developing standards, providing technical assistance, and 
conducting research for computers and related systems. These activities provide 
technical support to government and industry in the effective, safe, and econom- 
ical use of computers. CSL's work is mandated under the Brooks Act (P.L. 89-306) 
and the Computer Security Act of 1987 (P.L. 100-235). CSL's activities also sup- 
port development of the National Information Infrastructure through standards 
for interoperable systems and secure, reliable networks. 

Technically speaking 

The Internet is a worldwide "network of networks" that uses the TCPAP protocol 
suite for communications. The component networks are interconnected at various 
points to provide multiple routes to destinations and a h g h  level of overall service to 
users. Many academic, business, and government organizations are connected to the 
Internet. In 1993, over 5 million users were connected, with roughly half being busi- 
ness users. By 1995, the estimates of user numbers ranged from 20 to 30 million. 

The Internet provides several types of services, including terminal emulation and 
remote-system access (telnet), file exchange (ftp), electronic mail (smtp), and a 
number of other services for information exchange, such as the World Wide Web 
(http). As use of the Internet increased in the early 1990s, a number of security 
problems became apparent. Newspapers carried stories of high-profile "cracker" at- 
tacks via the Internet against government, business, and academic sites (see chap- 
ter 14 for a discussion of crackers and hackers). 
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Escalation and Proliferation 

According to Dan Farmer and Wietse Venema, authors of the SATAN program (Se- 
curity Analysis Tool for Auditing Networks) and the paper Improvzng the Secu- 
rity of Your Szte by Breaking Into It, "There is a far more dangerous type of 
system cracker out there. One who knows the ins and outs of the latest security 
auditing and cracking tools, who can modify them for specific attacks, and who can 
write hisher own programs. One who not only reads about the latest security 
holes but also personally discovers bugs and vulnerabilities. A deadly creature that 
can both strike poisonously and hide its tracks without a whisper or hint of a trail." 

The response of Dan Farmer and Wietse Venema to this problem was to write a 
program, SATAN, which automated all of the "standard" attacks typically perpe- 
trated over the Internet, then release it, free for the downloading, in the summer 
of 1995. Here is their explanation of this approach: "We never set out to create a 
cookbook or toolkit of methods and programs on how to break into systems. In- 
stead, we saw that these same methods were being used, every day, against our- 
selves and against friendly system administrators. We believe that by propagating 
information that normally wasn't available to those outside of the underworld, we 
can increase security by raising awareness. Trymg to restrict access to 'dangerous' 
security information has never seemed to be a very effective method for increas- 
ing security; indeed, the opposite appears to be the case, because the system 
crackers have shown little reticence to share their information with each other." 

This rationale is a clear indication of the extent to which some people see com- 
puters as an exception to normal standards of behavior-a world unto them- 
selves, so to speak. For example, in other areas of technology, such as atomic 
energy or pharmaceuticals, we accept the need to "restrict access to dangerous 
information" as a generally "effective method for increasing security." 

The authors of SATAN are not unaware of a downside to their approach, saying 
"it is almost certain that some of the information presented here is new material 
to (aspiring) system crackers and that some will use it to gain unauthorized en- 
trance onto hosts." They contend, in something of anon sequitur, that "there is a 
much larger number of insecure sites, simply because the system administrators 
don't know any better. They aren't stupid or slow; they simply are unable to spend 
the very little free time that they have to explore all of the security issues that 
pertain to their systems. Combine that with no easy access to this sort of infor- 
mation, and you have poorly defended systems." 

In my opinion, the dissemination of security information that is open to abuse 
should be handled through other channels than those chosen by Farmer and Ven- 
ema. I also continue to be suspicious of any security document or program that 
does not have a clear sense or statement of moral purpose. Farmer and Venema's 
paper has a disappointing ethical neutrality that exposes them to criticism that 
probably is unwarranted and that would never have arisen if they had stated for 
the record that "messing with computer systems, resources, and channels of 
communications that you do not own, or of which you are not a legitimate, au- 
thorized user, is wrong." 
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Hackers often roam the Internet with impunity, covering their tracks by moving 
from system to system. Intruders have been known to use systems illegally to ex- 
change copyrighted software, to obtain sensitive information such as business se- 
crets, and to cause mischef in general. System administrators often are unaware of 
break-ins and unauthorized users until they learn by accident. A number of factors 
have contributed to this state of affairs. 

Complexity of configuration. Many sites connect their systems to the Internet with 
little thought to the complexity of system administration and the increased potential 
for abuse from the Internet. New systems often arrive "out of the box" with network 
access controls configured for maximum (i.e., least secure) access. The access con- 
trols usually are complex to configure and monitor. As a result, controls that are ac- 
cidentally misconfigured can result in unauthorized access. 

Ease of spying and spoofing. The vast majority of Internet traffic is not encrypted 
and therefore is easily readable. As a result, e-mail, passwords, and file transfers can 
be monitored and captured using readily available software. Intruders have been 
known to monitor connections to well-known Internet sites for the purpose of gaining 
information that would allow them to crack security or to steal valuable information. 
This information sometimes permits intruders to spoof legitimate connections (i.e., 
trick system security into permitting normally disallowed network connections). 

Inherent problems with TCPIIP protocols. The TCPIIP protocol suite, as imple- 
mented in the Internet, does not contain provisions for network security. A number of 
the TCPLP services, such as rlogin and rsh, rely on mutually trusting systems and are 
inherently vulnerable to misuse and spoofing. Ironically, some of these services, such 
as nis and nfs, are widely used to coordinate local area network security and to dis- 
tribute system resources among other local systems. If the vulnerabilities in these ser- 
vices are exploited, security on the local area network could be badly compromised. 

Wide-open network policies. Many sites are configured unintentionally for wide- 
open Internet access without regard to the potential for abuse from the Internet. 
Some systems still employ password-less guest accounts or anonymous ftp ac- 
counts that can be written to without restriction. Others keep sensitive information 
on network-accessible systems where it can be easily read. The vast majority of 
sites permit more TCPIIP services than they require for their operations and do not 
attempt to limit access to information about their computers that could prove valu- 
able to intruders. 

Recommendations for safer Internet connections 

New and existing Internet sites need to take strong and specific measures to im- 
prove computer security. These measures include creating a TCPIIP service access 
policy, using strong authentication, and using a secure Internet gateway or "firewall" 
that can implement network access policies (see Figure 13.6). 
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Your internal network = trusted network The external Internet = untrusted network 

Gateway or firewall: 
controls traffic between 
networks in accordance 
with access policy and 

Internet access policy: authenticates users. 

1. All access must be via authorized access points. 
2. All access points must be controlled and protected. 
3. Access must be limited to authorized users. 
4. All users must be identified and authenticated. 
5. Whatever access is not explicity allowed, is denied. 

Figure 13.6 Diagram of Internet security recommendations 

Network service policy. The first step is to create a policy that details what types of 
connectivity will be permitted. For example, if e-mail is the only service required, 
then other forms of access, such as telnet and ftp, can be restricted and overall risks 
reduced. Elirmnating the TCPAP services that are not needed will help to provide a 
simpler, more manageable network environment. The following is a partial list of 
TCPAP services that should be restricted or blocked from passing through a site's In- 
ternet gateway (compiled from Building Internet Firewalls [ D .  Brent Chapman, 
O'Reilly & Associates, 19951, Practical UNIX Security [Simpson Garfinkel and Gene 
Spafford, O'Reilly and Associates, 19921, and Keeping Your Site Comfortably Se- 
cure: A n  Introduction to Internet Firewalls [John P. Wack and Lisa J. Carnahan, 
NIST Special Publication 800-10, 19951): 

1. Inherently vulnerable to abuse and blocked at a firewall from entering or leaving 
the site: 

tftp, port 69, trivial FTP, used for booting diskless workstations, terminal servers 
and routers, can also be used to read any file on the system if set up incorrectly. 
X Window, Openwindows, ports 6000+, port 2000, can leak information from X 
Window displays including all keystrokes. 
RPC, port 11 1, Remote Procedure Call services including NIS and NFS, which 
can be used to steal system information such as passwords and read and write 
to files. 
rlogin, rsh, and rexec, ports 513, 514, and 512, services that, if improperly con- 
figured, can permit unauthorized access to accounts and commands. 

2. Other services, not all inherently dangerous, usually filtered and possibly re- 
stricted to only those systems that need them: 
a. TELNET, port 23, often restricted to only certain systems. 
b. FTP, ports 20 and 21, like TELNET, often restricted to only certain systems. 
c. SMTP, port 25, often restricted to a central e-mail server. 
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d. RIP, port 520, routing information protocol, can be spoofed to redirect packet 
routing. 

e. DNS, port 53, domain names service zone transfers, contains names of hosts 
and information about hosts that could be helpful to attackers, could be 
spoofed. 

f.  UUCP, port 540, UNIX-to-UNIX Copy, if improperly configured can be used for 
unauthorized access. 

g. NNTP, port 119, Network News Transfer Protocol, for accessing and reading 
network news. 

h. gopher, http, ports 70 and 80, information servers and client programs for go- 
pher and WWW clients, should be restricted to an application gateway that 
contains proxy services. 

Strong authentication. Systems that can be accessed from the Internet or via modem 
should require strong authentication such as is provided by smartcards and authenti- 
cation tokens. These systems use one-time passwords that cannot be spoofed, regard- 
less of whether the passwords are monitored. Examples are the SecurID card and the 
Dallas Semiconductor button system. Integrated systems that utilize these technolo- 
gies are available from such vendors as Cylink and Information Resources Engineering. 

Secure gateways. Commonly known as firewalls, secure gateways are hghly effec- 
tive for improving site network security. A secure gateway is a collection of systems 
and routers placed at a site's central connection to a network whose main purpose is 
to restrict access to internal systems. A secure gateway forces all network connec- 
tions to pass through the gateway where they can be examined and evaluated. The 
secure gateway then can restrict access to or from selected systems or block certain 
TCPAP services or provide other security features. A simple network usage policy 
that can be implemented by a secure gateway is to provide access from internal to 
external systems but little or no access from external to internal systems (except 
perhaps for e-mail) . 

For small sites, a simple router with packet-filtering capabhty might serve as an ef- 
fective gateway. Ths  type of router typically can restrict access to selected systems 
and services by examining each packet according to a sequence of filtering rules. A 
more flexible and robust approach is to combine the router with other systems capa- 
ble of logging network access and restricting access and services on a finer basis. 
Some secure gateways implement proxy services that require all ftp or telnet con- 
nections to be first authenticated at the gateway before being allowed to continue. 

Without a secure gateway, a site's security depends entirely on the collective se- 
curity of its individual systems. As the number of systems increases, it becomes 
more difficult to ensure that network security policies are enforced. Errors and sim- 
ple mistakes in one system's configuration can cause problems for other intercon- 
nected systems. 

The subject of creating and managing firewalls is beyond the scope of this book; 
however, there are many sources available at little or no cost. For example, the ex- 
cellent NIST publication, Keeping Your Site Comfortably Secure: An Introduction 
to Internet Firewalls, can be downloaded from the NCSA Infosecurity Forum on 
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CompuServe or from the NCSA Web site (http://www.ncsa.com). The somewhat 
shorter NCSA Firewall Policy Guide is also available in both places. Web sites oper- 
ated by firewall vendors also are a good source of white papers on firewalls in gen- 
eral (see the W.E.B. page or appendix F for more contact details). 

Securing modem pools. Unrestricted incoming and outgoing modem pools (includ- 
ing PBX systems) can create back doors that would let intruders get around the ac- 
cess controls of secure gateways. A modem pool, which is a centralized group of 
modems made available to network users, needs to be configured to deny access to 
unauthorized users. Systems that can be accessed from modem pools should require 
strong authentication, such as one-time passwords. Modem pools should not be con- 
figured for outgoing connections unless access can be carefully controlled. 

Securing public-access systems. Public-access systems, such as anonymous ftp 
arcluves, often are prime targets for abuse. Such systems, if misconfigured to allow 
writing, can permit intruders to destroy or alter data or software, which can prove 
hghly embarrassing to the organization. 

System security tools. The existence of a secure gateway does not negate the need 
for stronger system security. Many tools are available for system administrators to 
enhance system security and provide additional audit capability. Such tools can 
check for strong passwords, log connection information, detect changes in system 
files, and provide other features that will help administrators to detect signs of in- 
truders and break-ins. 

Keeping up-to-date. Sites need to be aware of other resources and information that 
will permit them to update site security as new vulnerabilities are discovered and as 
new tools and techniques to improve security become available. In particular, sites 
need to know who to contact when trouble arises. Several system vendors now reg- 
ularly distribute software update notifications and related security information via 
e-mail. Customers need to contact vendors and determine whether they can receive 
such information. 

Incident-handling teams. A number of vendors, other businesses, and government- 
affihated organizations have created computer-security incident-handhg teams. 
These groups typically provide assistance in determining whether an incident has oc- 
curred and how to correct any vulnerabhties that were exploited. NIST helps to co- 
ordinate the Forum of Incident Response and Security Teams (FIRST). FIRST 
provides guidance and overall coordmation of teams and incident handling mforma- 
tion. For more information about incident response teams and FIRST, see appendix F. 

Some threats in detail 

Internet security itself is beyond the scope of tlus book. For a start, it involves ex- 
tensive knowledge of Unix, whch typically is not considered to be a part of the per- 
sonal computer or local area network domain. However, the following sections, 
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which were taken from the May 1995 CSL bulletin, provide further insight into some 
Internet security problems, mainly to give you a better idea of how serious they are. 

Forged e-mail. At the top of an Internet e-mail message is a header that identifies 
the sender of the message, the host from which the message was sent, and the list of 
mail forwarding hosts through which the message traveled from the sending host to 
the receiving host. With normal Internet mail, the information identifymg the sender 
of the message is easily forged. The identification of the sending host and the path 
that the message traveled through Internet e-mail forwarding hosts is not so easily 
forged. Nevertheless, this information also can be unreliable. 

An Internet e-mail message should always be checked at least to verify that the 
sending host is the one from which mail from that sender usually originates. If not, 
the message should be considered suspect. The only sure way to avoid the problem 
of forged e-mail on the Internet is to use a digital signature such as PGP (see the sec- 
tion on PGP in chapter 15). 

Eavesdropping and modification of traffic. Whenever information is transmitted 
from one host to another on the Internet, it usually passes through several, perhaps 
many, routers. In addition, during its trip through the Internet, information might 
pass through Internet subnets other than the ones on which the sending and receiv- 
ing hosts are located. You actually can see this if you have access to the p ing or 
traceroute command. To reveal the names andor the Internet addresses of the 
routers through which a message passes between the user's host and a remote host, 
use one of these commands: 

ping -slRv remote-host 
traceroute remote-host 

These routers might be routing the information over intermediate subnets. Usu- 
ally these intermediate routers and subnets are not under the control of the sender 
of a message, the receiver of a message, or the organizations to which the sender or 
receiver belongs. 

It is relatively easy for anyone with access to these intermediate routers or sub- 
nets to eavesdrop and/or modify the passing information-in particular, e-mail. Con- 
sequently, when the transmission of information requires confidentiality andlor 
integrity, it should be protected when sent over the Internet. DES encryption can be 
used to ensure the confidentiality of information sent over the Internet. The Secure 
Hash Standard can be used to ensure the integrity of information sent over the In- 
ternet (i.e., to ensure that the information that you send arrives intact and unrnodi- 
fied at its destination). 

User impersonation. The identification and authentication method most commonly 
used on the Internet is a usernamelpassword mechanism. When users log into an In- 
ternet host that provides login or file-transfer service, they are prompted for a user 
name and a password. If this user name and password is passed over the Internet 
(for example, as in a telnet or an ftp), then it is subject to eavesdropping. Both the 
user name and password are transmitted in plaintext. Intercepted user names and 
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passwords can be used to impersonate the user on the login or file-transfer server 
host that the user was accessing. Obtaining passwords by eavesdropping on the In- 
ternet for the purpose of user impersonation is a frequent occurrence. 

While it is helpful to choose "good" passwords and change them often, within the 
Internet environment it is safer to use strong user-authentication techniques. One 
such technique involves a credit-card-size calculator. After providing your user 
name to the login host, you are presented with a number that is entered into the cal- 
culator. The calculator responds with another number, which is given to the login 
host. As a result of this exchange, the user is authenticated. Systems based on t h s  
type of authentication mechanism are available commercially. The NIST Advanced 
Smartcard Access Control System (NIST Smartcard) is an example of this type of 
authentication mechanism. The NIST Smartcard system includes the capability of 
having a Smartcard readerlwriter permanently attached to a PC or a workstation so 
that the challengelresponse exchange takes place automatically. 

Another strong authentication technique makes use of an ordered sequence of 
passwords. Each password is valid for only a single login. For each login, the host 
generates the next password in sequence. Users either make use of a small calcula- 
tor or software on their PC or workstation to obtain the next password. When an au- 
tomated means of generating the next one-time password is unavailable (for 
example, when a user is away from the office), a list on paper that contains the next 
several one-time passwords can be carried. Naturally, the user's user name and the 
name of the host are not contained on the list. One implementation of this mecha- 
nism is Secure Key (SIKey), which can be adapted to different environments. NIST 
is adapting the SIKey method to use the Secure Hash Standard (FIPS 180). 

The majority of hosts on the Internet are Unix hosts. Many of these hosts store the 
list of authorized users and the user's one-way encrypted password in a file. Unre- 
stricted access to this file allows for the possibility of user passwords being discov- 
ered, which can lead to user impersonation. Host administrators should ensure that 
encrypted passwords are not available to users of the host on which the file is lo- 
cated or to other Internet users by using "shadow" password files. 

Unauthorized host access. The term unauthorized host access refers to unautho- 
rized access to a host's resources, includmg its processing capability andlor its files. 
Unauthorized access to a host's files can result in disclosure, modification, andlor de- 
struction of data. Often, access to a host's fdes can lead to user impersonation. Unau- 
thorized use of a host's processing capability (for example, the unauthorized initiation 
of a process on the host) can lead to access to a host's fdes, impairment of the host's pro- 
cesslng ability, and unauthorized access of other hosts. W e  the number of ways that 
unauthorized host access can be accomplished is virtually endless (user impersonation 
is one example), several steps can be taken to reduce the possibility. Among these are: 

Deactivate unnecessary host services. If a server host is connected to the Internet, 
the host administrator should activate only those services designated to be pro- 
vided on that host. All others should be deactivated. In particular, if a client host is 
connected to the Internet, the host administrator should deactivate all services on 
that client host. 
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Ensure a proper server host configuration. For the services to be provided by a 
server host, the host administrator should properly understand and use the con- 
figuration options for each service in a manner consistent with the desired autho- 
rized access to the service. 

Keep the host software current. A number of FIRST teams monitor the security 
problems of software used by Internet hosts and distribute vendor updates to soft- 
ware, which remove bugs that can create security problems. Join Internet mailing 
lists that provide notification of security problems with host software. Update host 
software whenever an update is announced. 

Monitor the host configuration. Host administrators should periodically run host 
configuration checking software on their hosts to ensure that a proper host con- 
figuration is maintained. Such software is available free on many Internet archives. 

Perform frequent backups. If unauthorized access to a host does occur, host ad- 
ministrators should have recent backups of host software and data to be able to re- 
pair any damage. 

Suspect all software obtained over the Internet. Such software might contain Tro- 
jan horses or viruses. Software should be obtained only from sources that are 
known to ensure that the software that they provide is of quality and free from 
tampering. 

Restrict traffic access to a subnet. When a network is connected to the Internet, 
the network administrator should make use of a firewall to restrict traffic to the 
subnet. Access into and out of the subnet through the firewall should be limited to 
only that required to be consistent with services provided. Strong user authenti- 
cation usually should be required for services provided behind the firewall, except 
perhaps in the case of public access to information. 

Monitor host and network activity. Even the most rigorous prevention measures 
are not guaranteed to protect users, hosts, and subnets from harm. Host adminis- 
trators and network administrators must actively monitor uses of their hosts and 
networks to be able to detect suspicious behavior. 

Firewall developments 

News of the latest developments in firewall technology can be obtained from the 
members of the NCSA Firewall Product Developers' consortium (FWPD) whose Web 
sites and contact information are listed on the disk included with this book and at 
www.ncsa.com. 

A sad case 

The population of the Internet is expected to pass the 100 million mark some time 
during the next five years, and only a few of those users have less than honorable in- 
tentions. They like to do more than just visit other computers. They get a kick out of 
getting into your computer, either to steal information or just make a mess. Here is 
one example of how such users can mess things up. 
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In the spring of 1995, on a warm and sunny Monday morning, many Internet users 
in central Florida found that they could not dial into their local provider. To be pre- 
cise, they could dial the number, but they couldn't log on. Some of these users were 
businesses that rely on the Internet for e-mail and customer orders. 

A voice phone call to the provider's office revealed the cause of the problem. All of 
the user passwords had been changed. Was this a prank? A sophisticated hack? No, 
it was a deliberate action on the part of the provider, who was in the process of con- 
tacting each of the many hundreds of users to let them know their new passwords. 
Here are the main points of the announcement that customers received: 

There have been reports all over the country about break-ins to computer systems on the 
Internet for the past several weeks. On Friday, the 3rd of February, it became clear that 
these had occurred on several local systems, specifically at a local college and at least 
one local high school. The reason that these systems are important to us is that we have 
a number of users who also have accounts on those systems and who telnet back and 
forth from those systems to ours. 

There was significant damage done at the college as a result of those break-ins. Files 
were destroyed, and several Unix systems have been taken off the network because they 
were compromised Several machines were found to be running "sniffers," programs that 
spy on information going out onto the Internet. They can be used to capture logidpass- 
word information when someone telnets from an affected machne to another computer. 
Then, the person reading the log can log into the other computer, plant another "sniffer," 
and gain access to other systems, all by hjacking someone's account. 

Sniffers also were found at one high school, and in light of tlus mformation, it became 
apparent that some of our customer passwords could have been available to the people 
who planted the sniffers. Other software found at those sites would allow such an indi- 
vidual to do severe damage to the system. Based on this and on the advisories issued by 
the Computer Emergency Response Team, the staff decided to take immediate action. It 
was impossible to notify you any sooner via mail, and e-mail could not be used because 
accounts might not be secure. 

We spent Sunday installing a new operating system that has security patches to de- 
fend against the sniffer software and related programs, and we issued new passwords to 
resecure any compromised accounts. One member of staff spent about 6 hours on the 
phone on Sunday and 12 hours on Monday trylng to notify customers of the password 
change and help those that needed it Several other staff members put in a great deal of 
time doing the same. Our security expert spent much of Saturday generating the new 
passwords and the letters that went out and spent all of Sunday putting the new operat- 
ing system on our server. 

We knew that this would involve a great deal of work on our part, and we did not under- 
take it hghtly. The result was that the system was down for about 12 hours, and some of you 
didn't have access to your accounts for an adbtional day or two. We apologize for this, but 
note that the alternatives could have been much worse. No files were destroyed or damaged 
on our system, and we had minimal downtime. Allowing the situation to remain the way that 
it was so that we could give you ample notification time could have resulted in loss of data 
from your accounts, major system damage, and a much longer recovery period 

To sum up, we hope we never have to do anything like this again. You can help by pro- 
tecting your account and your password as explained in the letter that we sent. If you 
have an account on another machine that you use to telnet to our server, please make 
sure that account is secure. If you have questions about the security of that account, 
please speak to your system administrator. 
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To summarize, in information security jargon, the customers of this regional Inter- 
net provider suffered an i n d i ~ e c t  de?zial of serwice. In other words, the effect of 
hacking activity in their area was to prevent them from using their accounts for a sig- 
nificant period of time. The prompt and very sensible action by the provider ensured 
that security compromises were kept to a minimum, and the customers, once they 
knew what was happening, were very appreciative of that action. Furthermore, I ap- 
preciate having the provider's permission to share the details of this incident, thus 
enabling you to learn from their experience. This is in marked contrast to the atti- 
tude of some larger companies, such as the American GE, which found its comput- 
ers invaded from the Net several months earlier but which refused to discuss the 
details, even though much could be learned that would benefit the rest of the Inter- 
net community. 

Firewalls for PCs? 

These days firewalls are a very hot item, so to speak, with many products in the 
$15,000-plus range from companies such as IBM, Trusted Information Systems, Se- 
cure Computing, and Harris Computer Systems. Obviously these are aimed at cor- 
porate users. So what about the folks who connect to the Internet over the phone 
using local providers? Should we be concerned, and should we buy a firewall? 

The answers are definitely "yes" and "probably not," respectively. You definitely 
need to be concerned, but you probably don't need to set up firewalls unless the PC 
that you use to access the Internet is connected to a local area network or contains 
extremely valuable data. However, it is important to note that accessing the Internet 
using PPP or SLIP is not in itself a defense against hacking. While you are connected 
to the Net, you are running TCPAP network protocols. These were designed to let 
your machine see other machines and for them to see yours. 

If you have only partial Internet access (for example, using e-mail through a bul- 
letin board system), then you are hidden from the Net. Even if you use PPP or SLIP 
but only log on to the Net for short periods of time to send and receive mail, you are 
only a brief blip on the digital landscape and hardly a promising target for hackers. 
However, if you spend any serious time browsing the Web or exchanging files with 
ftp, then you need to be aware of your exposure. 

Here is what Grahame Davies at Demon, the U.K.'s largest dial-up direct Internet 
provider, has to say: "Service providers will not allow PPP connections to act as 
routed network links. In other words, only packets addressed to your computer 
would be passed to it by the service provider." Furthermore, he notes that, "without 
running servers, there would be no process to connect to." In other words, if you are 
not running any network software, such as an ftp server, your computer will appear 
on the Net but not provide anything with which another computer can interact. (An 
ftp server is the software that allows you to download files from another machine us- 
ing an ftp client program.) 

In a message thread about firewalls for PCs in the NCSA Infosecurity Forum on 
CompuServe, Doug Wyrnan answered a question about PPP exposure by confirming 
that "only packets addressed to your computer would be passed to it by most service 
providers." However, the statement that "only packets addressed to your computer 
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would be passed to it" highlights the technology at the heart of the January 1995 
CERT alert that was widely reported in the business press (Web users can visit 
CERT on http:lluww.cert.edu). 

Whenever there is cause for concern, CERT issues security alerts to the Internet 
community. On January 23, 1995, it warned about IP spoofing. That's IP as in Inter- 
net Protocol, as in TCPIIP, the network protocol that enables the Internet to func- 
tion. IP demands that all computers on the Net have a unique address. You might 
think of this as your Internet name (e.g., cobb@iu.net); however, as Internet consul- 
tant Steve Kennedy explains, "IP relies on numbers not names." 

Kennedy notes that, "when you connect to a service, say ftp, the ftp server will 
talk back to your address. The local service, say the ftp client, will locally convert any 
names specified to IP addresses. This usually is performed by the local host's file ser- 
vice or by DNS, the Domain Name Service." Some service providers allocate perma- 
nent IP addresses to all subscribers; others allocate them dynamically for each 
session. In either case, you have a specific IP address while you are using the Inter- 
net. IP spoofing involves a hacker reading your IP address from the packets of data 
that you send out from your machine (for example, in e-mail), then adding these ad- 
dresses to his own data to make it look like they belong to you. The hacker then 
feeds those packets to your computer, thus bypassing the general rule that "only 
packets addressed to your computer would be passed to it." 

Ironically, the growing use of firewalls might be responsible for the sudden in- 
crease in IP spoofing. People have known about IP spoofing for years, but it wasn't 
considered a problem because few hackers bothered to do it. At one time, most In- 
ternet sites could be entered without the need for such subterfuge. However, as 
more Internet sites, notably those operated by commercial organizations, introduced 
routers, which are specialized computers that control the flow of data packets based 
on their origin and destination addresses, it became harder to waltz right in. 

Fortunately, it is not too difficult to defend against IP spoofing. According to 
Karen Hutchison, Director of Secure Business for Harris Computer Systems, "a good 
firewall product, such as our Cyberguard, prevents IP spoofing by searching for dis- 
crepancies between IP addresses and the network from which the message origi- 
nated. Any discrepancies indicate and block unauthorized access attempts." 
However, that is not the end of the story. Earlier it was noted that, if you are not run- 
ning any network software, such as an ftp server, your computer will appear on the 
Net but not provide anything with which another computer can interact. 

To verify this, I posted a question to the firewall's discussion group hosted by 
Great Circle, a firm of Internet consultants. (You can join by sending a message to 
majordomo@greatcircle.com and placing "subscribe firewalls" in the body of the 
message. However, be warned that there can be as many as 100 messages a day, so 
you might want to just get the edited version, using "subscribe firewalls-digest"). I 
am very grateful to all of those who answered my query about PPP connections. Paul 
Robertson warned: 

Attacks normally depend on the capabilities of the target machine. Quite a few PC-based 
TCPIIP packages include ftp servers. Some of them allow unprotected ftp by default. In 
this case, an attacker 1%-ould have access to the entire hard drive (readhrite) and any 
network drives as well. 
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Even if the package that you are using does not install ftp with the server capabil- 
ity turned on, it is very easy to turn it on by mistake (see Figure 13.7). Make sure 
that you turn it off! 

Furthermore, Robertson notes that, "if I am logged on to our company's network, 
the hacker then can look around for TCPAP packets to get logins, passwords, and so 
on." Over on the NCSA forum, Doug Wyrnan pointed out that, for this type of PPP at- 
tack to succeed, "the stack would have to be configured to make use of both of the 
network links (the PPP and the network card), which would require a configuration 
of your network interface card software to support TCPIIP." If you have ever tried to 
get more than one network protocol working on a PC, you know that it is hardly ever 
a case of plug-and-play. However, there is one obvious situation that is cause for con- 
cern: a network that already is running TCPIIP as the standard protocol. Another 
concern is Windows 95, which makes it easy to add TCPAP to your network. 

For PPP users, it also is important to observe that "it is unlikely that 'personal' ma- 
chines would have any reason to provide any such externally accessible services, ex- 
cept possibly for a mail handler." Most of us who use the Internet have a mail 
program, but these vary widely in their design and capability. Some of them act as 
mail servers, receiving mail automatically whenever you are logged onto the Inter- 
net. These typically are based on SMTP, or Simple Mail Transfer Protocol. Other mail 
programs, such as those running POP, or Post Office Protocol, are designed to fetch 
mail only on demand and are referred to as mail clients. Typical of these is Eudora, 
which works well as an offline mail reader. Unfortunately, outside interference is 
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possible "if mail is being automatically delivered to your machine." It is much safer to 
use an "on-demand" mail-handler like Eudora or a similar POP-based program. 

All Internet users, even home users, need to realize that hacker attacks are a fact 
of life on The Net. Firewalls and IP spoofing are a matter of concern to us all. Con- 
sider this comment from Dr. Frederick B. Cohen: "PPP really is no different than any 
other connection to the Internet. Tell your readers that the Internet is a dangerous 
place, and by linking to it through PPP, they are placing all of the information on 
their computer at risk of disclosure and disruption." The bottom line is that you can 
enjoy the Internet without fear of loss if you make sure that: 

The server setting in ftp is turned off. 

You use a reliable on-demand mail handler like Eudora. 

You connect to the Net from a PC that is not networked or, if it is networked, a fire- 
wall is used. 

All valuable programs and data on the PC that you use are regularly backed up. 

Any sensitive data files are encrypted (password-protected encryption is an op- 
tion in most word processing, spreadsheet, and database programs). 

Other Forms of Communication 

There are several other forms of communication that can be damaging to your per- 
sonal or organizational security. These might not be digital, but they can be critical. 

The printed word 

The personal computer has not yet brought about the paperless office, and the 
printed word still is very potent. When confidential information is printed by your 
computers, it should be handled only by those who are trustworthy. Beware of net- 
worked printers that spew out sensitive reports next to the coffee machine where all 
and sundry can read them. All sensitive printed documents should be locked up or 
destroyed. A good shredder, preferably wth  a "cross-cut" feature, will do t h s  very 
effectively; however, avoid the snafu that I saw in one office: a waste bin without a 
lid, sitting in a common access area, clearly labeled "Documents for shredding." If 
you were going to look for sensitive documents in that office's trash bins, which one 
would you try first? As you wdl read in chapter 13, the practice of "dumpster diving" 
is a key weapon in the hacker's armory. Using the very powerful principle of incre- 
mental information leveraging, even seemingly innocuous documents-such as em- 
ployee holiday schedules, names of suppliers, and internal phone directories-can 
be used to pry open massive holes in an organization's security. 

Photocopiers 

Information duplication is not only accomplished by copying files to floppy disks. If 
sensitive data has to be put on paper, make sure that copies are strictly controlled. 
Special papers, designed to prevent photocopying, should be used where applicable. 
Access to copiers should be controlled (code and key systems are available on many 
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larger machines). Remember that fax machines and scanners also can work as 
copiers, so use of these devices also should be controlled. 

Facsimile machines 

During the late 1980s and early 1990s, the use of facsimile machines for transmission 
of documents expanded at a phenomenal rate. Despite the fact that e-mail and Inter- 
net services now are being used to perform slrmlar functions, faxes are likely to be with 
us into the foreseeable future. Furthermore, the integration of fax features into com- 
puter modems has meant that most computers equipped with modems also can fax. 

If you have standalone fax machines, make sure that you know what is being sent 
and to where. If you have fax machmes in computers, make sure that you trust the 
users. If you have a networked fax fachty, make sure that it is password-protected 
and has full call logging and accounting to discourage and discover abuse. One op- 
tion for highly sensitive environments is a fax recorder, such as the one sold by se- 
curity experts CCS. This device, which is designed to blend into an office as an 
innocuous piece of stereo equipment, can record on DAT tape the content of all in- 
coming and outgoing faxes, up to 1000 pages per tape. 

For secure fax transmissions, consider a product like SecureFX from Cylink, 
whch encrypts faxes from regular fax machines and PC fax modems. Once installed, 
SecureFX requires no additional steps in the fax process, it simply encrypts all fax 
traffic for you, provided that you are faxing to a modem that also has SecureFX in- 
stalled. Like other products from Cylink, SecureFX uses the company's SEEK pub- 
lic-key encryption system (SEEK stands for Secure Electronic Exchange of Keys). 

Remember, however, that the most common cause of unauthorized disclosure of 
information via fax is sending the darned thing to the wrong number. Be sure that all 
outgoing faxes carry a notice, similar to this: 

Note: The Contents of this fax are confidential and intended solely for the addressee(s) 
listed above. If you have received t h s  fax in error, an immediate call to MegaCorp, Inc. at 
701-555-1234 would be greatly appreciated, quoting the fax account number from the 
cover page. Please destroy this copy. Thank you. 

However, be aware that such a warning is next to useless if the fax is mistakenly 
sent to a person of less than impeccable moral standards. One company, which acci- 
dentally sent a fax about disappointing quarterly results to the Wall Street Journal 
instead of to a board member, discovered to its chagrin that the temptation to use 
such a windfall can be irresistible. 

Mobile phones and satellite links 

Whenever you put information into the air-be it in radio waves, microwaves, or 
sound waves-you make it possible for someone else to take it out. Against the un- 
questionable convenience of the latest forms of voice and data communication must 
be set the question mark of interception. Apart from a dedicated band of amateurs 
who spend a lot of time tuning in whatever waves they can, sometimes using very so- 
phisticated equipment, there are professionals who specialize in this area of eaves- 
dropping. Having company data intercepted and decrypted by a radio buff is 
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embarrassing. When professionals are involved, it can be decidedly damaging. You 
only have to page through the trilingual CCS Survival Catalog to know that all man- 
ner of listening devices are available to professionals, as well as an entire range of 
countermeasures if you need to beef up security in this area. 

Summary 

Technology itself is neutral. Every time that we open up a new avenue of communi- 
cation, there are both positive and negative effects. Unfortunately, our expectations 
of the positive benefits of improved communications often are so bright that they 
blind us to the downsides. Hopefully, this chapter has acquainted you with the down- 
sides of every personal computer's most powerful ability, the ability to communicate 
with other computers, without completely destroying your faith in the future. While 
much of the hype about the Information Super Highway has been extremely irre- 
sponsible in its neglect of the security considerations, some vendors have been 
working to create the tools with which to make that lughway a safer place to travel. 

Although, as the next chapter explains, there are plenty of people who delight in 
abusing this power to communicate, there are many more who are determined to de- 
fend it. By acting responsibly when we do communicate, we can all help to preserve 
and foster this powerful technology. 



By Stephen Cobb 
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Hacking and Ethical Issues 
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"Rardlng a statzon zs merely common sense and the lack of Bell rngenuzty " 
"How to Raid Your Local Telephone Repair Station," a document wrltten and distributed 
by Zeropage, 1989 

'7 hate thzs hacker crap'" 
Arnold, the systems engineer in Jurasszc Park, the 1993 Steven Spielberg movle 

This chapter focuses on the human aspects of computer security. These include not 
only that mysterious creature known as the hacker, but also such everyday phe- 
nomena as the disgruntled employee and the unsympathetic manager. I will touch on 
the legal aspects of unauthorized computer use and talk about how to defend against 
what are called "social-engineering" attacks. Defenses against hacking will be re- 
viewed. 

Make no mistake, without the human factor, computer security would simply be a 
question of uninterruptible power supplies, automated backups, and fault-tolerant 
hardware. It is worth recalling one of the first charts in the book, a composite "best 
guess" as to the relative levels of security threat (see Figure 14.1). This clearly sug- 
gests that the majority of problems are people-related. It also points to "insiders" as 
the primary source of problems. 

The People Problem 

For readers who find the technical side of computing to be baffling, frustrating, even 
intimidating, the news is not good: Humans are even more complex and difficult to 
understand than computers. Even if you enjoy the challenge of interacting with 
other people, taking charge of the human side of the computer security problem is 
not a burden to be shouldered lightly. After all, humans create the need for securitj: 
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Best Guess Breakdown of 
Computer Security Threats 
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Figure 14.1 A breakdown of the "best guess" as to security threats. 

and aside from the effects of rare and random acts of nature- such as lightning, tor- 
nadoes, or earthquakes-humans pose the biggest threat to security. This chapter 
does not attempt anything so grand as a unified theory of human behavior; it merely 
attempts to put into perspective the human issues surrounding the need to protect 
and preserve valuable data and functions entrusted to personal computers. 

The Missing Billions 

According to South Carolina-based Computer Technology Research, two-thirds 
of all the money lost in computer-related incidents by North American organiza- 
tions, which amounts to $5 billion annually, originates not from malice but from 
employee carelessness and ignorance. 

Comput ing  C a n a d a ,  January 1995 

The people perspective 

The recommendations made in this chapter probably are more subjective than any 
others in the book, so it is reasonable to expect an upfront declaration of my biases. 
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I am firmly on the side of people over technology-that is, computers should be 
treated as tools to serve humans, and not vice versa. From this, you can infer that: 

Security within an organization cannot be divorced from other aspects of the or- 
ganization, such as the goals and activities of the organization, its personnel poli- 
cies, and its overall management. 

Sound personnel policies are the most cost-effective security measure an organi- 
zation can institute. 

Without sound personnel policies, attempts to achieve security through purely 
technical means will fall short of maximum possible efficacy. 

The people involved 

Contrary to media myths and popular misconceptions, the main human threat to 
computer security is not hackers but ordinary people who work with computers. As 
should be clear from previous chapters, people who use computer systems without 
adequate training run a high risk of seriously impairing security, whether it is acci- 
dentally erasing files, inadvertently corrupting data, or carelessly revealing user IDS 
and passwords. If all of that is possible with the best of intentions, it stands to reason 
that much worse is probable if you add impure motives to the equation. 

The disgruntled. Are your personal computers equipped with enough safeguards 
and security devices to prevent an angry user from wreaking havoc with valuable 
files? Personal computers are tools, and just as the harmless hammer is a practical 
impossibility, so is the personal computer that is safe from the authorized user. The 
best defense against employees abusing legitimate access is to make sure that you 
know what frame of mind your users are in. Any manager worthy of the title should 
be sensitive to signs of dissatisfaction or unrest in an employee. The time to act is 
when these signs first appear. Negative attitudes should be brought to the em- 
ployee's attention and an attempt made to resolve the underlying problem. 

Managers responsible for large groups of employees often delegate authority and 
receive feedback through a system of supervisors. The responsibility of management 
is to make sure that the feedback is timely and honest, ensuring that particularly 
acute cases of disaffection are quickly recognized. Obviously, some underlying prob- 
lems are not easily resolved. Difficulties in the national and local economy usually 
are beyond management control. However, if management can foster a spirit of soli- 
darity across all levels of the organization, then it is possible to prevent discontent 
from turning inward on the organization. Security is best served when dissatisfaction 
and resentment are deflected away from the organization. 

The curious. Some people are naturally curious. Others are downright nosy. To such 
persons, the amount and type of information that is stored on some personal com- 
puters makes them irresistible targets of attention. Managers and supervisors should 
be alert to users straying from their normal area of work. If an activity logging sys- 
tem is in use, this can be checked for attempts to access unauthorized areas. Em- 
ployees should be left in no doubt as to which areas are accessible and which are 
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"no-go." There should be some moderation in this, meaning that management should 
avoid imposing restrictions for their own sake and explain to employees when areas 
are placed "off-limits." 

It follows that organizations using an "open" style of management will have fewer 
secrets and hence less need to erect security barriers. If management is seen to be 
keeping employees well-informed and encourages employee participation in the de- 
cision-making process, then there is a good chance that curiosity will turn into pry- 
ing less often. 

The incompetent. The statement, "I didn't erase it on purpose," does not make it any 
easier to recover lost data. The truth is that carelessness and lack of proper training 
are two of the biggest threats to the security of your data. In general, the responsibil- 
ity for carelessness rests with the individual employee; the responsibility for proper 
training rests with management. Carelessness and lack of training impact security in- 
directly, through the disruption of normal operations, and directly, through disruption 
of security-specific operations. If normal computer operations are not performed cor- 
rectly, then data might be erased or corrupted causing considerable loss of time and 
effort. Most security measures are ineffective if they are not properly utilized. Negli- 
gence in backing up or locking up can prove expensive. Consider these maxims: 

Management must ensure that employees know how to use applications properly. 

Management must ensure that employees are properly aware of their security role 
and the importance of fulfilling it. 

Employees have a duty to perform to the best of their ability and to comply with 
the security rules. 

As has been stressed on several other occasions in this book, the mushroom ap- 
proach to management seems particularly ill-suited to organizations utilizing expen- 
sive and powerful technology. For those not familiar with the mushroom theory of 
management, it states, "Keep them in the dark and just open the door every once in 
a while to **** on them" (the missing word is synonymous with renewing compost). 
It is hard to argue with the statement that technology is most efficient and produc- 
tive in the hands of those who understand it best. This implies that there is little to 
gain from restraining the natural tendency of personal computer users to better un- 
derstand their hardware and software the more they use it. 

The management challenge 

Several experts have observed that the rapid spread of personal computer technol- 
ogy presents a challenge to traditional styles of management. Suspicion, regimenta- 
tion, coercion, and restriction need to give way to trust, interaction, consensus, and 
freedom to grow. Making the most of information technology requires that you put 
faith in the people who work for you. If they do not merit that faith, you hire re- 
placements that do. You must have confidence in your ability to hire the right peo- 
ple. You cannot simply rely on paper qualifications. You must have the necessary 
confidence in your own position to allow employees to perform to the best of their 
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ability. You must command the respect required to ensure that the limits and con- 
trols that you impose are observed. 

A People Solution 

Without a doubt, the single most-effective computer security measure that an or- 
ganization can take is engendering a loyal, well-informed, competent, and con- 
tented work force. This makes security not only a personnel management issue 
but also a matter of overall organizational philosophy. To make gains in productiv- 
ity through the use of personal computers, an organization pays a price in terms of 
vulnerability. This is a simple fact of life, just like the vulnerability that comes from 
relying on any power tool. To minimize this vulnerability, you take suitable pre- 
cautions and engage in a program of user education to ensure that the tool is used 
correctly. 

Well-paid 

You cannot buy loyalty and dedication, but workers who exhibit these qualities 
should be rewarded. You cannot expect to hire skilled workers for unskilled wages, 
but you might consider hiring under-trained workers and training them. Well-paid 
does not necessarily equate with highest-paid. A pay scale that is equitable and fair 
can go a long way towards increasing loyalty and minimizing disaffection without 
having to be top dollar. 

Whether you hire unskilled workers and train them or pay the going rate to attract 
skilled workers, you have to realize that training is an ongoing process. If you do not 
help your employees to improve their skill and knowledge levels, they will go to an 
employer who will. You might invest in training for people who jump ship anyway, 
but this usually is an indication that something else about your organization is below 
par. It goes without saying that, if you train people to new levels of ability, you must 
pay them commensurate with that ability. 

Beyond the question of specific skills, it would appear that the full implications 
of personal computer technology are best grasped by people with a well-rounded 
education. Indeed, much of the personal computer industry was created a b  initio 
by people from all walks of life with little in common but their ability to under- 
stand and capitalize upon the possibilities that the emerging technology pre- 
sented. In most cases, this ability can be seen to originate from either a 
well-rounded education or from a wider than average breadth of experience. Indi- 
viduals of this type tend to be somewhat intimidating to the old school of manage- 
ment but offer the best potential for organizations able to channel and reward 
their energies and abilities. It is short-sighted to see well-qualified and capable 
people as a security risk versus the safe option of the slow-witted underachiever. 
The safest information technology workers are those that are properly managed, 
motivated, and rewarded. 
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Well-aware 

Management has a responsibility to make sure that all staff are fully aware of the 
need for computer security and the measures that must be taken to maintain it. If 
you have any doubts about the level of security awareness in your organization, con- 
sider launchmg a security-awareness campaign. This can be as important to the well- 
being of the organization as quality control, customer service, and other aspects of 
business that are regularly highlighted by management. If you need help finding ma- 
terials for your security awareness program, contact the NCSA. 

You can start with a security-awareness week, complete with seminars, slogans, 
and surveys. Follow that up with posters, newsletters, and refresher courses (see 
the poster example in chapter 2). Every effort should be made to place security in a 
positive light. It is not a matter of management mistrusting employees; indeed, it of- 
ten is managers who leave the biggest holes in security barriers. It is a case of all lev- 
els of the organization, from janitor to CEO, working together at all levels, from 
executive limo to garbage dumpster, to protect the organization for the good of its 
members. 

People: A Second Opinion 

As you might have gathered, the preceding section reflects my personal opinions 
about organizational management. To provide a more objective perspective on the 
relationship between employees and security, I have included a second opinion, 
taken from the CSL Bulletin, which is a public-domain publication that came out in 
October 1993, entitled "People: An Important Asset in Computer Security" (the CSL, 
or Computer Security Laboratory, is a part of NET, the National Institute of Stan- 
dards and Technology, which is part of the U.S. Department of Commerce). 

This particular bulletin looks at some of the issues involved in staffing positions that 
interact with computer systems, the administration of users on a system, and the ter- 
mination of user accounts. The premise of t h s  document is not too far from my own 
opinion, when it states that "People are an important factor in ensuring the security 
of computer systems and the valuable Information resources which they process." 

Staffing 

Your Tax Dollars at Work 

Under the Computer Security Act of 1987, CSL is charged with development of 
Federal Information Processing Standards and guidance needed to assure the 
cost-effective security and privacy of sensitive information in federal computer 
systems. The same act mandates periodic security-awareness training for all em- 
ployees involved in the management, use, or operation of federal computer sys- 
tems that contain sensitive information. This document is typical of those 
emanating from CSL. 

Staffing is the process of defining a position, normally involving the development of 
a position description, determining the sensitivity of the position, filling the position 



596 Chapter Fourteen 

(which involves screening applicants, conducting background checks, and selecting 
the individual), then training the new employee. 

Position definition. Managers should ident* and address security issues early in the 
process of defining a position. Once a position has been broadly defined, manage- 
ment must determine the type of computer access needed for the position. Manage- 
ment should consider two general principles when determining access: separation of 
duties and least privdege. 

Separation of duties refers to the division of roles and responsibilities so that a 
single individual cannot subvert a critical process. In accounting systems, for exam- 
ple, no single individual is given authority to issue checks. Rather, one person initi- 
ates a request for a payment and another authorizes that same payment. In effect, 
checks and balances are designed into the process based on the individual positions. 

Least privilege refers to the security objective of granting users only those ac- 
cesses required to perform their duties. Least privilege might mean that some em- 
ployees have significant access if required for their position. However, application of 
this principle can limit the damage resulting from accidents, errors, or unauthorized 
use of system resources. For example, data-entry clerks might have no need to run 
analysis reports of their database. 

A supervisor must carefully determine the duties, responsibilities, and access levels 
in accordance with the principles of separation of duties and least privilege prior to 
actually staffing a position. Knowledge of the duties and access levels that a particu- 
lar position will require is necessary for determining the sensitivity of the position. 

Determining position sensitivity. Managers should correctly identify position-sensi- 
tivity levels so that appropriate, cost-effective screening can be accomplished. The 
position-sensitivity designation directly affects resources because screening can be 
costly. Determining the appropriate sensitivity level is based upon such factors as 
the type and level of harm that the individual can cause through use of the computer 
system as well as more traditional factors, such as access to classified information 
and fiduciary responsibilities. For example, some positions have more potential than 
others for disclosure of private information, interruption of mission critical process- 
ing, and computer fraud. 

Hiring: Screening and selection. Once a position's sensitivity has been determined, 
the position is ready to be staffed. In the government, this typically includes publi- 
cation of a formal vacancy announcement followed by a review of candidates to de- 
termine which meet the requirements of the position. In the private sector, classified 
advertisements might be placed andlor personnel agencies contacted. More sensi- 
tive positions typically require pre-employment background screening while post- 
employment screening often is acceptable for less sensitive positions. 

Background screening determines whether a particular indwidual is suited to occupy 
a given position. In positions requiring a high degree of trust, the screening process will 
attempt to document the person's trustworthmess and the appropriateness of holdmg 
a particular position. In the government, the screening process is formahzed through a 
series of background checks. The importance of selecting the appropriate position sen- 
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sitivity becomes obvious, because screesung in excess of the sensitivity of the position 
wastes resources, while the reverse causes unacceptable risks. 

Within the government, the most basic screening technique involves a check for a 
criminal history, checking the FBI fingerprint records, and other federal indices. 
More extensive background checks examine other factors, such as a person's work 
and educational history, personal interview, possession or use of illegal substances, 
and interviews with current and former colleagues, neighbors, and friends. The ex- 
act type of screening that takes place depends upon the sensitivity of the position to 
be occupied and applicable agency implementing regulations. Screening is not con- 
ducted by the prospective employee's manager; rather, agency security and person- 
nel officers should be consulted for agency-specific guidance. 

Outside of the government, screening processes often are less formalized. However, 
depending upon the harm that a particular employee might be able to cause, back- 
ground screening often is considered a wise investment. With limited expendtures, 
supervisors or personnel officers can contact references, including personal and 
work, provided by the applicant. A small investment in employee screening before hir- 
ing can alert management to serious questions about a person's trustworthmess. 

In both the government and private sector, the fact that you find something nega- 
tive or detrimental in a person's background does not necessarily mean that they are 
unsuitable for a particular job. A determination must be made based on the type of 
job, the type of finding or incident, and other relevant factors. In the government, 
this process is referred to as adjudication. 

Employee training and awareness. Once a candidate has been hired, the staffing 
process continues with training in the computer security responsibilities and duties 
of the position. Training can be very cost-effective in promoting security. Some com- 
puter-security experts argue that employees must receive initial training before 
granting them any access to computer systems. Others argue that this must be a 
risk-based decision, perhaps only granting restricted access or access only to their 
PCs until the required training is completed. 

Both approaches, however, recognize that adequately trained employees are cru- 
cial to the effective functioning of computer systems and applications. In addition, 
although training of new users is critical, managers must recognize that security 
training and awareness activities should be ongoing throughout the time that an in- 
dividual is a system user. 

User administration 

The purpose of user administration is to make sure that the information in the com- 
puter system about a user is correct and that access privileges are authorized and 
up-to-date. In addition, user administration can detect some unauthorized and ille- 
gal activities. 

User-account management. User-account management encompasses the process of 
requesting, establishing, issuing, and closing user accounts. It includes tracking of 
users and their respective access privileges and the management of these functions. 
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User-account management typically begins with a request from the user's supervisor 
to the system manager for a system account. If a user is to have access to a particu- 
lar application, this request might be sent through the application manager to the 
system manager. T h s  ensures that the systems office receives formal approval from 
the application manager for the employee to be given access. The request normally 
states the level of access to be granted, perhaps by function or by speclfylng a par- 
ticular user profile. Often when more than one employee is doing the same job, a 
"profile" of permitted authorizations is created. 

Systems operations staff use the account request to create an account for the new 
user. The access levels of the account should be consistent with those requested by 
the supervisor. T h s  account normally is assigned selected access privdeges that 
sometimes are built directly into applications and other times rely upon the operat- 
ing system. "Add-on" access applications also are used. These access levels and priv- 
ileges often are tied to specific access levels within an application. 

Next, an employee is given his or her account information, including the account 
identifier (USERID) and means of authentication (password or smartcard1PIN). One 
issue that frequently arises at this stage is whether the USERID is to be tied to the 
particular position an employee holds (for example, ACC5 as the ID for an accoun- 
tant) or the individual employee (BSMITH for Brenda Smith). Tymg accounts to po- 
sitions often can simplify auditing. However, if the USERID is created in this manner, 
procedures should be established to revoke it if the employee switches jobs or is oth- 
erwise reassigned. 

At the time that employees receive their accounts, managers should provide initial 
or refresher training and awareness on computer security issues. Users should be 
asked to review a set of rules and regulations for system access. To indicate their un- 
derstanding of these rules, many organizations require employees to sign a "com- 
puter account receipt," whch also might state causes for dismissal or prosecution 
under the Computer Fraud and Abuse Act and other applicable state and local laws. 

When user accounts are no longer required, the supervisor should inform the ap- 
plication manager and information resource management office so that accounts can 
be removed in a timely manner. One useful secondary check is to work with the lo- 
cal organization's personnel officer to establish a procedure for routinely notlfylng 
the systems office of employee departures. 

Access and privilege administration is a continuing process. New users are added 
while old users are deleted. Permissions change-sometimes permanently, some- 
times temporarily. Applications are added, upgraded, and removed. Tracking this in- 
formation ensures that the principle of least privilege is maintained. In administering 
these accounts, managers must balance timeliness of service and record keeping. 
While sound record keeping practices are necessary, delays in processing change re- 
quests can lead to requests for more access than is necessary to avoid delays should 
such access ever be required. 

Managing the process of user access is one task that often is decentralized, par- 
ticularly for larger systems. Regional offices typically are granted the authority to 
create accounts and change user privileges. Proper oversight can help avoid major 
security risks. 
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Temporary assignments and inhouse transfers. User privileges must be kept up-to- 
date. Privileges typically are changed when there is a change in job role, either tem- 
porarily, such as covering for an employee on sick leave, or permanently, following an 
inhouse transfer or termination. During the absence of others, users often are re- 
quired to perform duties outside their normal scope, requiring additional access 
privileges. Such necessary access privileges should be granted sparingly, carefully 
monitored, and consistent with the need to maintain separation of duties for internal 
control purposes. Also, these privileges should be removed in a timely manner when 
no longer required. 

Permanent changes in access privileges usually are necessary when employees 
change positions within an organization. In this case, the process of granting account 
privileges occurs again. Access privileges of the prior position should be removed 
promptly. Many instances of "privilege creep" have occurred with employees contin- 
uing to maintain their access rights for all previously held positions within an orga- 
nization. T h s  practice is inconsistent with the principle of least privilege. 

Audit and management reviews. From time to time, a review of an entire system be- 
comes necessary. For personnel issues, such reviews might examine the following: 

Are levels of access for each indvidual consistent with the principle of least privilege? 

Are all accounts still active? 

Are management authorizations up-to-date? 

Are training requirements being met? 

These reviews can be conducted on at least two levels: an application-by-applica- 
tion basis or a system-wide basis. Both kinds of reviews can be conducted by, among 
others, "inhouse" personnel or outside contractors. Government agencies can call on 
audit personnel, such as the Inspector General (IG) or the General Accounting Of- 
fice (GAO). 

Application managers might want to review all access levels of all users of the ap- 
plication on a monthly basis. While it might appear that such reviews should be con- 
ducted by system personnel, they usually are not fully effective. System personnel 
can verify that users have only those accesses that their managers have specified. 
However, in light of ongoing changes, the application manager often is the only indi- 
vidual likely to know what access the user should have. 

Audits also can at least look at privilege or separation of duties issues, such as a re- 
view of permissions that might involve discussing the need for particular access lev- 
els for specific individuals or the number of users with hgh  levels of access. For 
example, how many employees should really have authorization for the check-print- 
ing function? Auditors also can look at noncomputer access by reviewing who should 
have physical access to the check printer or blank stock of checks. 

Detecting unauthorized and illegal activities. Auditing user accounts can detect 
unauthorized and illegal activities. If fraudulent activities require the regular physi- 
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cal presence of the perpetrators, the fraud might be detected during the employee's 
absence. Mandatory vacations for critical systems and applications personnel can 
help detect such activity. Managers should avoid creating an excessive dependence 
upon any single individual, because the system wdl have to function during the va- 
cation period. Periodic rescreening of personnel also can provide indications of ille- 
gal activity, such as living a lifestyle in excess of known income level. 

Terminations 

Managers should consider security issues that arise due to terminations, both 
friendly and unfriendly. Friendly termination can occur when an employee is volun- 
tarily transferred, resigns to accept a better position, or retires. Unfriendly terrnina- 
tion can include situations when the user is being fired for cause, "RIFed," or being 
involuntarily transferred. Security issues must be faced in both situations. 

Friendly termination. Because mutually acceptable terminations occur regularly, 
most agencies follow a standard set of procedures for outgoing or transferring em- 
ployees. These are part of the standard employee "out-processing" and can be used 
to ensure that system accounts are removed in a timely manner. In this case, the per- 
sonnel office might send a memo to the head of the computer processing office with 
the employee's scheduled date of departure. Other issues must be examined by the 
agency as well. The continued availability of data often depends upon obtaining cer- 
tain information from departing personnel: 

How are documents stored on the hard disk and how are they backed up? 

Are employees instructed whether or not to "clean up" their PC before leaving? 

If cryptography is used to protect data, how wdl the availabhty of cryptographic 
keys to management personnel be assured? 

Are employees asked to document how they accomplish their tasks? 

What procedures are in place to make sure t h s  is accomplished? 

Managers also must address the confidentiality of data. Do employees know what 
information they are allowed to share with their immediate organizational col- 
leagues? Does this differ from the information they can share with the public? These 
and other agency-specific issues should be addressed throughout an organization to 
assure continued access to data and to provide continued appropriate protection for 
its confidentiality and integrity during personnel transitions. The agency's training 
and awareness program should include such issues, as appropriate. 

Unfriendly termination. The greatest threat from unfriendly terminations is likely to 
come from system personnel, as they are best positioned to wreak considerable havoc 
on system operations. Without appropriate safeguards, system personnel can place 
logic bombs in code that wdl not even execute until after the employee's departure. 
Backup copies can be destroyed. There are even examples where code has been "held 
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hostage." However, other employees, such as general users, also can cause damage. 
Errors can be input purposefully. Documentation can be misfiled. Other "random" er- 
rors can be made. Correcting these situations can be resource-intensive. 

Given the potential for adverse consequences, security specialists routinely rec- 
ommend that system access be terminated as quickly as possible in such situations. 
If an employee is to be fired, system access should be removed at the same time (or 
just before) the employee is notified of dismissal. When an employee notifies an 
agency of a resignation and it can be reasonably expected that it is on unfriendly 
terms, system access should be terminated immediately. During the "notice" period, 
it might be necessary to assign the individual to a less sensitive area and function. 
This can be particularly true for system personnel. In other cases, physical removal 
might be warranted. 

Preemptive Action 

What do you do when you have to make 200 computer users redundant? A large 
oil company was faced with this problem a few years ago when corporate down- 
sizing meant 200 layoffs in the information-processing division. Management de- 
cided in secret who was being terminated and, on the weekend before the layoffs 
were announced, changed all of the access codes and passwords on its systems. 
On Monday morning, 200 employees came to work only to be told that they no 
longer had a job. They were given no opportunity to access the computer system 
after they learned of their redundancy. T h s  sounds harsh, but the company felt it 
could not risk even one of these computer-literate employees "taking it out on the 
computer system." 

What to conclude 

These are just some of the personnel-related security issues that companies and 
government agencies must address. They include the staffing and screening of em- 
ployees for positions and the management of user privileges. Particularly important 
are security issues involved in user administration, including identification and au- 
thentication management and access and privilege administration. Audit and other 
management reviews are useful in detecting unauthorized and illegal activities. Fi- 
nally, you need to consider security issues when handling access privileges during 
both friendly and unfriendly terminations. 

Hackers 

I now will turn to that particular group of humans known as hackers. In a moment, 
you will see that the exact definition of the term hacker is hotly contested. However, 
I am indebted to British journalist David Martin for t h s  excellent working definition: 
"Someone who is accessing a computer system in a way that certainly would cause 
concern to the owner of the system." 
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Hacking profiles 

Hackers have been accused of, or credited with, wreaking havoc on government 
computer networks, stealing millions from financial institutions, and creating world- 
shaping breakthroughs in computer technology. Yet, with a few notable exceptions, 
hackers tend to be relatively low-profile individuals. They typically are single, white 
males aged from 15 to 25. For example, Kevin Mitnick, a hacker who had a high pro- 
file thrust upon him, seems to have started hacking in h s  mid-teens. He was first ar- 
rested in his mid-twenties, turned over to the FBI by a fellow hacker. You can read a 
detailed account of this stage of Mitnick's career, as well as an account of the Morris 
worm incident, in Cyberpunk, a book by Katie Hafner and John Markoff. 

After serving eight months of a potential 25-year prison sentence, the first under 
the 1986 act that made it illegal to gain access to an interstate computer network for 
criminal purposes, Mitnick was released. However, he was not rehabilitated. In No- 
vember 1992, Mitnick became a fugitive from the FBI after they searched his home 
with a warrant that accused him of infiltrating telephone company computers while 
working for a private detective agency (not surprisingly, given his track record, his 
efforts to get work as a legitimate security expert were not successful). He finally 
was apprehended early in 1995 after stealing 20,000 credit card accounts and hack- 
ing personal systems belonging to physicist and Unix security expert Tsutomu Shi- 
momura, who then tracked Mitnick down (see Takedown by Shirnomura and 
Markoff, Hyperion Press, 1996). 

Now it is likely that there are tens, if not hundreds, of thousands of people around 
the world who consider themselves to be hackers. When dealing with any group of 
people that large, generalizations tend to be problematic. For example, we cannot 
say that all hackers are male or intelligent or young. What we can do is look at the re- 
sults of some of the first attempts to "profile" hackers. Profiling is a technique used 
by law-enforcement agencies to assist in identifying criminals. Many people are fa- 
miliar with this tactic, as practiced by the FBI in pursuit of serial killers, from the film 
and book, Silence of the Lambs. 

Few people would equate hacking with murder, but hacking can have deadly im- 
plications (for example, when it turns into espionage). In 1989, a group of U.S. gov- 
ernment agencies initiated Project Slammer to develop profiles of convicted 
espionage agents. The agencies involved were Air Force Office of Special Investiga- 
tions (AFOSI) , Federal Bureau of Investigation (FBI), Central Intelligence Agency 
(CIA), National Security Agency (NSA), plus security offices of the Army and Navy. 
A spin-off from this project, known as Son-of-Slammer, has been applying profiling 
techniques to hackers. This involves extensive interviews with the subject and a 
range of standardized psychological testing. Here are notes on three subjects, iden- 
tified only by their project code names. 

Cain. Destroyed files on a local bulletin board system in Florida. Hacked into com- 
puterized phone equipment (PBX) at the local county health-care office and 
changed it to accept thrd-party billing to stolen credit cards. The office received a 
b d  of $34,000 for conference calls between hackers in the U.K., Germany, and 
Canada. Obtained a bogus MCI account. Social-engineered information from an MCI 
employee that allowed him to hack into an MCI maintenance voice-mail box in 
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Kansas, which then collected phone numbers and passwords from legitimate cus- 
tomers who called in with service requests. Admitted hacking into Equifax credit re- 
porting service in Atlanta. 

In 1992, arrested at age 16. Charged, as an adult, with "grand theft, crimes against 
intellectual equipment, and organized fraud." Sentenced to one year probation, plus 
community service and a fine. As a cMd, diagnosed hyperactive, treated with Ri- 
talin. Overbearing attitude. Admits chronic lying and manipulation. Shows no re- 
morse. Self-conscious about being small. Fantasized about having the power to 
launch a space shuttle or start a world war. Described some of his hacking activity as 
being "almost better than sex." 

Casper. Arrested and charged with Cain. Described as an introvert with no inter- 
personal skills. Only one girlfriend since 6th grade. When she broke up with him, he 
harassed her on the phone until police were called in. Interpersonal skills appear to 
flourish in cyberspace. Felt constrained and isolated by his rural environment. Eas- 
ily led. 

Fagan. Sentenced to three years probation and a large fine. An I& of 116 (higher 
than Cain or Casper). Motivated by financial gain. Became an expert in PBX and In- 
ternet systems. Used freely available system testing tools to defeat password pro- 
tection. Used the Internet worm dictionary. Diagnosed with attention deficient 
disorder and multiple brain dysfunction in 4th grade, prescribed Ritalin. Used alco- 
hol, pot, and LSD. Described as "too undisciplined to acquire a deep knowledge 
about any subject." 

The Slammer project also revealed the following statistics about hacking. The av- 
erage age at which the hackers were introduced to computers: 9.5 years. Average 
age at which they were introduced to computer abuse: 15 years. Average number of 
victims: 154. Average amount of time spent per week on computer abuse: 11.7 hours. 
Estimated number of times they committed offenses but were not caught: 4420. 

Hacking in the media 

Over the last 10 or 12 years, the public perception of hacking has been influenced by 
movies, books, and media coverage. By reviewing some of the more notable portray- 
als, it is possible to get an idea of the breadth of the field of activity that this one term 
encompasses. 

War Games. The top-grossing movie of 1983, War Games (directors Arnold and 
Badham), portrays a teenage boy who discovers, through "innocent" hacking mis- 
chief, fatal flaws in the US. government's top-secret, super-secure, defense com- 
puter. The movie was inspired by an actual hack into the North American Air 
Defense Command computers, which some writers have attributed to Kevin Mitnick, 
although he has denied thm The movie gives the impression that hacking, though 
mischievous, can save us from those who put too much faith in computers or use 
them to wage war. This stereotype has had an enduring effect on the public percep- 
tion of hacking. 



604 Chapter Fourteen 

Neuromancer and Count Zero. It is ironic that so much of the hacking "culture" 
should be derived from a pair of novels written by an author who, at the time that he 
was writing, barely knew how to operate a word processor. The first, N e u r o m n c e r ,  
came out in 1984, followed two years later by Count Zero. Both are required read- 
ing for hackers and security experts alike. They are the first writings to embody 
many of the concepts that we take for granted today, such as virtual reality, net surf- 
ing, information warfare, and hacking as a lifestyle. 

The Hackers Handbook. Written by Peter Sornrner, under the pseudonym of Hugo 
Cornwall, t h s  book was first published in Britain in 1985 and immediately went 
through several editions, becoming Hugo Cornwall's New Hacker's Handbook. This 
edition appeared in 1989 with the help of Steve Gold, the person arrested, together 
with Robert Schifreen in 1985, for haclung into the British videotext service called 
Prestel and reading the Duke of Edinburgh's electronic mail. The Hacker's Handbook 
probably was the first mainstream publication that actually told readers how to go 
about exploring other computers via modem, includmg those to whch access was not 
authorized. As to the morality of hacking, the book takes a fairly rmld-mannered stand: 

The safest thing to do is simply to browse, enjoy, and learn. Don't manipulate files unless 
you are sure that a backup exists. Don't crash operating systems. Don't lock legitimate 
users out from access . . . If you discover something confidential, keep it to yourself. . . 
It should go without saying that hackers are not interested in fraud. 

All of which sounds pretty naive given the fact that, by 1987, people like Agent 
Steal were distributing information on how to tap your neighbor's phone, and Ze- 
roPage was cheerfully telling people exactly which pieces of phone company equip- 
ment to steal. 

Changing Roles 

Steve Gold currently is News Editor for Secure Computing magazine and a reg- 
ular contributor to British computer magazines as well as Newsbytes, the daily 
electronic news service available on CompuServe. While reporting on the British 
Telecom hacking scandal in 1994, he had occasion to quote a "leading security an- 
alyst and a senior researcher with the Computer Security Research Centre and 
the London School of Economics." The person was none other than Peter Som- 
mer (a.k.a Hugo Cornwall). 

A security article by Emma Mansell-Lewis in Computer Weekly (U.K.) in 1994 
contains this quote: 

The vast majority of local area network security breaches come about through user error 
or via someone using another person's password. Such passwords normally are obtained 
in one of three ways: guesswork, finding it written down in a desk drawer or diary, or sim- 
ply asking a user for it to access a file or play a game. . . . If you can prevent these through 
user education and the threat of disciplinary action, your LAN will be a much safer place. 

This excellent advice was provided by Robert Schfreen, author of a report 
called "IT Security" from Cambridge Market Intelligence. Schfreen was Steve 
Gold's co-defendant in the Prestel hacking case. 
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The Morris-Internet incident. This was the first malignant software outbreak to re- 
ceive headline attention. The media's lack of accuracy and the tendency to exagger- 
ate for effect resulted in a widespread impression that the personal computer in your 
office was at risk, when in reality, back in 1988, the Internet was little used by busi- 
nesses or individuals. Most press reports said that the program had caused millions 
of dollars worth of damage, many quoting John McAfee's figure of $96 million in 
cleanup costs. The cost now is thought to have been less than $1 million (inciden- 
tally, Mr. McAfee's success in selling antivirus software has since made him a multi- 
millionaire many times over). 

The person who wrote the worm, Robert Morris, Jr., the son of Robert Morris, Sr., 
chief scientist as the National Computer Security Center, was not glorified by the 
press. However, admiration for his impressive programming skills watered down any 
condemnation. His claim to have written the worm to call attention to security weak- 
nesses in Unix was widely reported. There is no reason to suggest that this claim was 
false, but it now has become the classic defense for hacking. Furthermore, hackers 
have since used some of the programming that went into the worm to gain unautho- 
rized access to systems. 

The Cuckoo's Egg. Astronomer Clifford Stohl's very entertaining 1989 book details 
the detection and pursuit of hackers who were attacking US. government comput- 
ers. While the book clearly indicates the serious, and sometimes mundane, problems 
that hacking can create, it failed to dispel the mystique surrounding those who in- 
habit the complex computer network that permeate universities, laboratories, and 
research organizations. That mystique was much in evidence in 1995 when the press 
latched onto the story of how physicist Tsutomu Shirnomura led federal authorities 
to convicted hacker Kevin Mitnick. Stohl's dramatic presentational skills have done 
much to raise security awareness, and you can even hear him in action on the Inter- 
net (see the Web site at http:Ntown.hall.orgluniversity/security/stolcliff.ht). 

Terminator 2. This 1991 movie, directed by James Cameron, is a rare example of a 
worthy cinematic sequel. However, while great fun to watch, it has a grasp of ethics 
that is as shaky as the underlying premise (that a cyborg, developed from a com- 
puter chip left behind by another cyborg, comes back to the present to defend the 
boy who d l  later lead a future resistance movement against the cyborgs and help 
his mother destroy the chip from which he, the cyborg, eventually was developed). 
Early in the movie, the boy in question is shown "hacking" an automatic teller ma- 
chine using an Atari Portfolio pocket PC wired to an ATM card to withdraw money 
from someone else's account. The boy becomes a hero without having to renounce, 
or even acknowledge, his criminal past. 

Sneakers. At a recent conference, I heard someone observe that, if hackers were as 
handsome as Robert Redford, they wouldn't be hackers. In the 1992 movie, Sneak- 
ers, Redford plays a reformed hacker who heads a "tiger team." This is a group of 
people h red  by an organization to test the organization's security measures. Hence 
the dramatic opening sequence in which the viewer thinks a crime has been com- 
mitted, but it actually is a successful tiger team attack. Reputable tiger teams can be 
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supplied by major accounting firms (like Ernst & Young) and bona fide security spe- 
cialists (like Inter-Pact). However, contrary to popular perception, most of the peo- 
ple who participate in tiger teams have never been hackers. 

As an attempt to raise public awareness of the issues involved in information war- 
fare and cryptography, Sneakers was on the right track, and it featured one of the 
first screen portrayals of personnel from the NSA (National Security Agency). How- 
ever, like so many Hollywood feature films, t h s  one ended up sacrificing reality and 
reason to car chases and crowd-pleasing denouements. There were some interesting 
examples of access-control hacking and social-engineering attacks, such as dump- 
ster-diving, but once again the audience was left with the impression that hackers 
are somewhere between idiot savants and lovable scoundrels, a blend of misguided 
misfit and righteous outlaw. Ethical issues were treated as sloppily as technical ones 
(e.g., most voice-recognition access-control systems cannot be defeated with a tape 
recording of the legitimate user's voice, as the movie depicts) 

Two Sides, Two Quotes 

"Given that more and more information about individuals now is being stored on 
computers, often without our knowledge or consent, is it not reassuring that 
some citizens are able to penetrate these databases to find out what is going on?" 
Computer Ethics, Tom Forrester and Perry Morrison. 

"Hackers have claimed, in the past, that their actions are constructive in that 
they point out the security weaknesses of computer systems. T h s  is utter rubbish. 
I do not need someone with a sledgehammer at my front door to prove that it could 
be improved by the fitting of a steel door with a moat and drawbridge to protect it." 

David Martin, EXE Magaxine, April 1992. 

Jurassic Park. The "good hackedbad hacker" duality is an important subtext in the 
SpielberglKretchner-directed 1993 megabuck adaptation of Michael Crichton's tale 
of scientific folly. There is the caricature of the big, fat, bad hacker. The mistakes and 
misdeeds of this older, money-driven, junk-food addicted, male hacker are undone 
by the pure, young, innocent female hacker, Lex, who actually announces, in prepu- 
bescent, dimple-cute tones: "I'm a hacker; I'm not a computer nerd. I prefer to be 
called a hacker." 

Secrets of a Super Hacker. Appearing in 1994 as the work of "The Knightmare" but 
with the copyright held by Dennis Fiery, this book is a lot closer to street level than 
Cornwall and Gold, literally. Techniques for dumpster diving and social engineering 
are discussed in detail. The text is lacking in moral direction, giving the following de- 
finition of hacking: "True hacking is victimless, so it is in my way of thinking only 
vaguely a crime. Perhaps it is immoral or wrong, but there is much worse that can be 
done." In other words, it is okay to engage in the possibly immoral and often illegal 
activity of accessing other people's computers without their permission as long as 
nobody is physically injured. Many people might consider the book's approach en- 
tirely cynical because the author flatly states that you can use the techniques that he 
describes to commit crimes as well as engage in pure, victim-free hacking. 
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The lack of definition 

The terms hacker and hacking have joined that group of words, which includes pa- 
triot and liberal, that have become battlegrounds for political and moral argument. 
Such arguments are characterized by a high level of emotion and repeated redefini- 
tion of the words in contention. As different factions lay claim to such words and the 
right to define them as they see fit, their usefulness in ordinary discourse seems to 
be diminished. This is certainly the case with hacking. 

To some people the essence of hacking is an innocent technological curiosity that is 
essentially beneficial to human progress. From this perspective, hacking was the 
driving force behind the development of personal computers and many other aspects 
of information technology. To others, hacking is a Wul and dangerous disregard for 
the rights of others, including electronic breakmg and entering, invasion of privacy, 
wasting of valuable resources, and threatening of data integrity. This is before we get to 
obviously illegal actions like the fraudulent use of stolen account numbers, brokering of 
confidential data, and damage to physical property in the furtherance of hacking. 

Clearly, the gulf between these two extremes is a wide one. The term hacker be- 
comes a slur or an honor depending upon your point of view. The myth of harmless, 
victim-free hacking is a persistent one, so what do such "true" hackers do? According 
to Secrets of a Super Hacker, they gain access to someone else's system and then: 

1. Read the documents that are available and run the programs. 

2. Download files. 

3. Notify the security administrator of the presence of a security problem. 

4. See if other computers can be contacted from this one. 

At this point, I need to ask you a question. Do you feel comfortable about someone 
doing, or trying to do, these things with your computer system? Your answer will tell 
you whether or not you approve of hacking. 

Personally, I think that encouraging anyone to do these things is irresponsible. Apart 
from the ethical issues involved, items 1, 2, and 4 have the potential to cause consid- 
erable dsruption of the system to which unauthorized access has been gained. If that 
system happens to support a vital service, such as fire or ambulance, or contains med- 
ical records, then a hfe-threatening scenario is not hard to imagine. Even if the system 
is a simple company accounting network, the system administrator who loses her job 
because a hacker defeated her security precautions might well consider herself a vic- 
tim of hacking. Sadly, a typical hacker response to t h s  scenario is "Sorry, but anyone 
who can't keep me out deserves to be canned." Oddly enough, hackers who do manage 
to get real jobs as system adms t ra to r s  tend to view thmgs rather Mferently. 

In Secrets of a Super Hacker, the author does adrmt that there is more than one 
kind of hacker. He lists five variations: the free-thinking, computer-enthusiast hacker; 
the economic espionage hacker; the politico-espionage hacker; the out-for-revenge 
hacker; and the hacker for hire. The following is my own attempt to categorize the 
various activities that one or more factions in the debate refer to as hacking. 

Passive hacking. We can define passive hacking as the exploration of systems with 
an eye to understanding how they work and what information they contain. There is 
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no desire to alter the way that the system works or use the information discovered for 
gain. This is the type of haclung that practitioners describe as "harmless." However, 
there often are negative side-effects. The intruder might leave open "doors" into the 
system that less-scrupulous hackers might use for gain. The simple act of examining 
files could result in accidental damage (remember all of those failed attempts to cre- 
ate a nonrnalevolent virus). If the hacker looks at files that belong to other people, then 
the privacy rights of those people have been violated. In addition, costly processing 
time might be consumed, and network channels could be needlessly blocked. 

Active hacking. The definition of active hacking is gaining access plus altering the 
way the targeted system works. In the Hacker's Handbook, Steve Gold describes 
hackers making changes to a password system to lock out employees of the British 
phone company, in a successful attempt to disrupt a public demonstration of a new 
videotext service. Some people enjoy t h s  sort of activity and fall back on the "we 
were showing them how weak their security was" defense. More sinister is the use of 
access and account numbers to enable a hacker to use services, including the tele- 
phone, without charge. This simply fuels additional hacking. 

Hired hacking. Historically, most hackers, whether active or passive, could be classed 
as amateurs, in the sense of hobbyist hackers as opposed to professional, for-profit 
hackers. However, there is evidence to suggest that some hackers will turn profes- 
sional, particularly as they get older. In Cuckoo's Egg, Clifford Stoll shows that, as 
with all activity on the fringe of legality, there is the potential for it to be turned "to 
the dark side." We are all familiar with the increasing need for income as we age, and 
it is natural that some hackers will be tempted to use their skllls to make quick-and- 
easy illegal gains. After all, these are people who already have spent a lot of time in 
ethically gray areas. They are used to justifying to themselves activities that society 
at large regards as dubious at best. 

Hacking for pay, or mercenary hacking, poses a serious threat to individuals and 
organizations, indeed, to society at large. Just about every public institution, from 
the military to schools and hospitals, now relies on computers. The cold war might 
be over, but the world is not yet at peace. The Gulf War showed us just how reliant 
on computers and communications the world's armies have become. Using viruses as 
offensive weapons, as described by William Gibson, is not beyond the realm of possi- 
bility (fortunately, the virus that infected hundreds of U.S. military computers just a 
few days before the ground offensive in the Gulf War was not an Iraqi cyber-attack 
but a plain old self-inflicted boot-sector virus). The London ambulance service case 
proved that computer malfunctions can have mortal people consequences (although 
there is no indication that hacking played any part in that fiasco). 

Sources in law enforcement indicate that computers are playing an increasingly irn- 
portant part in organized crime, which actually puts hackers themselves at risk. It 
would be naive to expect the value of computerized information to be lost on groups 
such as the Mafia, the Yakuza, the troikas, and the drug cartels. They can hardly be ex- 
pected to confine themselves to trahtional forms of revenue and ignore the arrival of 
the information age. Now think about the hacker who boasts that he can break into any 
computer system. To a criminal, this is a potentially valuable asset that can be acquired 
with any number of variations on "an offer he can't refuse." Consider this conversation: 
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"Hey kid, I hear you're pretty good at hacking into other people's computers." 
"You heard right." 
"So how would you like to come work for me." 
"I don't think so." 
"Let me put that another way kid, you're coming to work for me." 
"Oh yeah, and what if I don't want to?" 
"Well you wouldn't want something really nasty to happen to your mother/sister/ 

significant other, would you?" 

Such exchanges have happened, and there wdl be more of them. Anyone who 
thinks there is an easy way out of such scenarios is dangerously naive. Hacking is to 
the information age what safe cracking was to the industrial age. Acquiring t h s  skill 
makes you a very appealing target for blackmail, abduction, and worse. 

Hackers for Hire 

Criminal hacking for pay should be clearly distinguished from hiring hackers to 
work as system administrators or security consultants. T h s  practice is highly 
controversial, not least because it can be interpreted as encouraging hacking as a 
career path. However, some of the people who condemn the hiring of hackers 
(who typically are referred to as "ex-hackers" in order to indicate that their hack- 
ing days were over even before they were hired) are guilty of hypocrisy. There is 
no doubt that major corporations in America have knowingly h red  "ex-hackers" 
as system administrators and security consultants, even though many of those 
corporations officially deny ever having done so. 

So is this wrong? The answer is not a simple one. For example, if we say it is 
wrong, what is to become of the thousands of talented young people who have, at 
some point, done some hackmg? Many security professionals will admit that the 
best way to learn how to defend systems is to try breaking into them. Some com- 
panies do this, to a limited extent, with their own systems. However, it is hard to 
explore the full range of attacks without doing anything immoral or illegal (for ex- 
ample, it might be possible to break into your company's computer by "taking 
down" a service provider, but few professionals would argue that actually doing 
t h s  is morally justified). 

It might surprise you to know that hackers, at least the more intelligent ones, 
are themselves concerned about this problem. They see the education system as 
sorely lacking in technological resources and thus f a h g  to challenge those stu- 
dents who have what begins as a very healthy curiosity about computer systems. 
Some of them also know that getting a job based on their hacking experience is a 
poor substitute for a legitimate career path. They talk of a cloud of doubt and sus- 
picion that is hard to dispel, even when their employer relies upon them for se- 
curity. However, until the countries that rely upon, and profit from, information 
technology, invest enough money to provide legitimate learning paths for young 
people interested in the inner workings of that technology, until there is a suitable 
mechanism for certifyng individuals as reformed hackers, this gray area of hack- 
ing as a career path will remain. 
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Hacking and the Law 

You might think that it automatically would be against the law to commit the elec- 
tronic acts of voyeurism, breaking-and-entering, and theft that constitute a signifi- 
cant part of hacking. However, until recently, the legal status of hacking has been far 
from clear. This was largely because of the difficulty of finding traditional definitions 
of crime that could be applied to the high-tech deeds committed by hackers. 

The law changes 

In recent years, many Western countries have passed new legislation to cover the 
many aspects of hacking. In the US., many states decided not to wait for federal ac- 
tion and passed state laws against some aspects of hacking, usually making it possi- 
ble to arrest someone for damaging data, introducing malignant code, or trespassing 
in unauthorized areas. There now have been convictions for committing most of the 
acts that constitute hacking, and most countries are keen to make it clear that hack- 
ing is not an acceptable pastime. 

This book is not the appropriate place to go into depth on legal issues. Besides, the 
legal parameters are changing rapidly as lawmakers and law enforcers struggle to 
keep pace with the multitude of issues raised by the rapid expansion of the elec- 
tronic frontier. You will find an excellent and up-to-date collection of electronic pri- 
vacy and computer security-related legislation in the NCSA Information Security 
Forum on CompuServe. The NCSA also stocks a complete range of publications in 
this field, including Jay Bloombecker's Computer Crime Law Reporter, which is 
the first complete and annotated compilation of all state and federal crime laws (the 
author is the Director of the National Center for Computer Crime Data). 

A good starting point for those interested in the legal implications of unautho- 
rized computer access, including anyone who is thinking about becoming a hacker, 
is the Computer Fraud and Abuse Act of 1986 (see the W.E.B. page or the disk that 
comes with this book). While statutes are seldom easy reading, this one makes it 
pretty clear that such activities as reading financial records, accessing government 
computers, sharing stolen passwords and account numbers, and obtaining unau- 
thorized access with intent to defraud using any arrangement of computers that 
crosses state lines is a serious offense, involving jail terms of up to 20 years. This is 
a law with teeth. People have served, and are serving, jail time because of it. The 
agency specifically charged with the enforcement of this law is the United States 
Secret Service. 

In the U.K., hackers have to face the Computer Misuse Act of 1990, which provides 
for up to six months in jail and heavy fines for anyone who deliberately modifies or 
even accesses data or programs held on someone else's computer, whether or not 
there is intent to commit a crime. Several people have been successfully prosecuted 
and convicted under this act, including at least one virus writer. 

Defense funds 

When the federal government started cracking down on hackers in the late 1980s, 
some heavy-handed operations erred on the side of excessive force. Voices then 
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were raised in defense of hackers, or rather, in defense of freedom of speech and 
expression "on the electronic frontier." In 1989, the Electronic Frontier Foundation 
was created by former Lotus Development executive Mitch Kapor, co-author of the 
1-2-3 spreadsheet program, and John Perry Barlow, rancher, lyricist for the Grate- 
ful Dead, and a user, along with Kapor, of the Whole Earth 'Lectronic Link (the 
WELL), which is a long-running, free-thinking bulletin board system in the San 
Francisco Bay area. 

Backed by its two wealthy founders and sizable contributions from other industry 
notables (Apple Computer co-founder Steve Wozniak chipped in $150,000), the EFF 
started taking on cases involving hacking. The EFF still is going strong, largely moti- 
vated by the fear that laws and legal rulings made by those who do not fully under- 
stand the world of computing could create an excessively restrictive environment, 
one in which creativity and progress would be stifled. 

The EFF has been particularly active in opposition to blatantly stupid legislation, 
such as the Telecommunications Reform Act of 1996 (sadly, a group of legislators, 
obviously ignorant of telecommunications but seemingly all-knowing in matters of 
morality, inserted, into a long-awaited and worthwhile reform of the regulations gov- 
erning electronic media, such as telephones and cable television, language that at- 
tempts to prohibit the use of the Internet for any form of communication that they 
find distasteful). 

Protection against Hacking 

While the debate over who hackers are and what constitutes hacking rolls on, no- 
body is denying that there are some people who are dedicated, for fun or profit, to 
breaching all forms of computer security. The immediate concern of this book is the 
implications of this fact for the security of your computers. 

Concrete protection 

If you have read the preceding chapters of this book-notably chapters 4,6,  and 7- 
you will know that there are plenty of hardware and software products available to 
help you secure your computers and data against attack. You also can implement 
plenty of inexpensive practical measures to improve security. These cover attacks 
from inside your organization and from outside forces. Taken together these mea- 
sures can be summarized as: 

Access controls for sites, systems, and files. The aim is to ensure that only autho- 
rized users can get to valuable files. 

Policies that ensure controls are used. Let users know that there are penalties for 
failure to comply, including loss of employment or earnings if security breaches 
have a negative financial impact on the organization. 

Audit trails that record who comes in, who uses systems, and who makes use of 
files. Use audit trails as a deterrent and for detection and prosecution of trans- 
gressors. 
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Backups of all valuable data and well-tested plans to restore critical systems 
quickly in the event that an attack succeeds. 

Comprehensive security awareness that includes all aspects of your organization. 
Pay particular attention to social-engineering controls (see the section "Social-en- 
gineering attacks" later in this chapter). 

What you have here is concrete protection, tangible steps that create and maintain 
security. Beyond this are aspects of security that are intangible. Referred to as theo- 
retical protection, this involves the right attitude, an appropriate level of aware- 
ness, as well as something called preemptive thinking. 

Theoretical protection 

The idea behind theoretical protection is that you must understand the nature of the 
threats that you face to maintain effective security against them. Theoretical pro- 
tection is not provided by machines but by the people running those machines. The 
first and second rules of theoretical protection can be stated thus: 

Complete security is attainable only when all threats have disappeared. 

All threats will never disappear. 

Two of the biggest mistakes to make in security are overestimating the strength of 
the security systems that you have in place and underestimating the ingenuity of the 
attacker, which often amount to the same thing. Theoretical protection aims to pre- 
vent these mistakes and is characterized by attitude, awareness, and a suitable 
amount of forward thinking. 

Attitude and awareness 

To make the most of concrete security measures, you need to understand the prob- 
lems. You need to know the most likely sources of attack, the most likely targets, and 
the appropriate levels of response. The correct attitude with which to approach se- 
curity issues is somewhere between the extremes of complacency and paranoia. In- 
stalling an expensive perimeter security system and insisting that all computers be 
locked away at night is pointless if your most likely attacker is an insider selling 
copies of data files to your competitor. Subjecting loyal employees to intimidating 
biometric access controls is pointless if the most likely method of attack is external 
eavesdropping on your mainframe uplink. 

A useful exercise in attitude and awareness is to imagine your car has broken down 
in a rough part of town. If you act in a scared and paranoid manner, you are inviting 
trouble. On the other hand, swagger too confidently and you might provoke a chal- 
lenge. You leave ostentatious accouterments locked in the car rather than carried like 
flags proclaiming your status. You avoid eye contact as you walk to the nearest phone, 
but you walk confidently so as not to reveal fear. You are alert to your surroundings, 
calculating potential threats, and preparing suitable responses-negotiation, fight, or 
flight. You are worlung on contingency plans in case none of these options succeed, 
thinking how you might minimize the losses and the injuries. AU of t h s  is theoretical 
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security, and it must be used in conjunction with concrete security (in this scenario, 
the personal alarm, can of mace, and so on) to inform and guide its application. 

Preemptive thinking 

Much of the theory of security applies across many Mferent fields of human activity, 
from banking to national defense. In all areas, those responsible for security must con- 
stantly think through all of the possible threats, particularly those that have not yet 
materialized but which new developments in science and technology have made fea- 
sible. For example, consider the cellular car phone. Immediately recognized as a pro- 
ductivity tool by businessmen who spend a lot of time on the road, these devices have 
sold like hot cakes. They sold particularly well in Silicon Valley, a hotbed of entrepre- 
neurial activity, crisscrossed with a hghway system that regularly grinds to a halt. 

Not long after car phones started to become popular, radio enthusiasts found you 
could tune in conversations using specialized radio equipment. This fact quickly 
went from merely interesting to downright alarming as businesses realized that their 
mobile phone calls could be tapped. The point is that, in some cases, company secu- 
rity was breached because people failed to anticipate the threat of eavesdropping. 
Preemptive thinking would have put cellular phone users on guard before some of 
them said things on them that they later came to regret. 

When it comes to computer security, the implications of new technology are par- 
ticularly difficult to grasp, resulting in a particular need for preemptive thinking- 
the anticipation of new threats. However, security professionals should never feel 
that they will be defeated by technology alone. The very latest scams are just old- 
fashioned scams in fresh digital clothing. For all the power of technology, it is the 
weaknesses of human nature that create the problems. In the next section, I will con- 
sider one particularly potent mix of human characteristics against which all organi- 
zations must constantly be on guard: 

Technical knowledge + manipulative personality - ethics 

Social-Engineering Attacks 

Previous chapters have discussed a wide range of security issues, including viruses, 
password protection, remote access controls, risk analysis, and theft prevention. 
The one aspect of computer security that I have not yet covered is something called 
social engineering. This covers a range of techniques used by hackers, spies, 
frauds, con artists, and other criminals. A prime example is pretending to be a legit- 
imate user and c a h g  the network help desk for a new password (because you have 
forgotten your old one). Social engineering is defined by SRI International as "de- 
ceptive practices to obtain information from people using social, business, or techni- 
cal discourse." 

Dumpster diving 

In practice, the social engineering covers an even wider range of activities, including 
dumpster diving, which involves retrieving helpful information from an organiza- 
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tion's trash. T h s  might include draft copies of the system security manual, bank 
statements, internal phone directories, and anything that could prove helpful to a 
person attempting to obtain inside knowledge of the organization. Dumpster diving 
might sound like a rather lowly and low-tech approach to lnformation gathering, but 
it is surprisingly effective and demonstrates a key element of hacking: incremental 
lnformation leveraging. You cannot effectively defend the information on your orga- 
nization's computers unless you understand this concept and teach employees how 
to guard against it. 

- - -  

Social Engineering in Action 

Several examples of social engineering were portrayed in the movie Sneakers, 
such as dating a key employee to steal his or her site access control card and tape 
recording the various words that constitute a pass phrase for the voice-recogni- 
tion system. Both Cain and Fagan, hackers profiled by the Slammer project de- 
scribed earlier, were very good at social engineering. To quote Cain, "I'm a really 
small person in real life, but . . . when someone gets on the phone, it's different 
from when they get in front of you, because you can tell somebody off on the 
phone." In many cases, these hackers simply called up people at banks and other 
companies and obtained computer account numbers and passwords by speaking 
with an authoritative tone and using appropriate technical terms. 

Incremental information leveraging 

A good friend of mine used to work in the travel industry. She taught me to say the 
following whenever c a h g  an a i r h e  about flight arrangements: "Can you pull up a 
record for me." Ths  immediately gives the impression that you are an insider, and 
the result often is better service and less hassle. It is a good example of how a very 
small investment in insider knowledge can produce a big return. Social-engineering 
attacks work the same way. The following is based on an account in Approaching 
Zero by Bryan Clough and Paul Mungo, which is a good introduction to computer 
crime (Faber 1992). 

A teenager puts on a deep voice and calls a stereo dealer. He says, "Can I talk to 
the credit manager? The name escapes me." The person answering the phone sup- 
plies the name, Bob Jones, and puts the call through. The kid says, "Hi, Bob, this is 
Joe Boyle, tech support over here at the credit bureau. Heard you've been having 
problems accessing your account." Even if Bob hasn't had problems, the kid, who 
sounds so familiar, might well be able to get from him his account number and pass- 
word, which is all that he needs to break into the credit bureau computer and gather 
information. He can use technical terms like "offline" and might even sprinkle his 
spiel with some of the keystrokes peculiar to a credit access terminal. 

The point is that we are all human, we are often overworked and in a hurry, and 
we are seldom as suspicious as we should be. These are points that social engineer- 
ing exploits to the full. Imagine someone getting hold of your company's internal 
phone directory. Even if it is out of date, it provides a host of hooks with whch to 
reel in further information. The following are some of the rules that SRI International 
suggests to organizations who wish to combat social-engineering attacks: 
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Establish authority to exchange or offer information. For example, employees 
should know what they can reveal to whom and who is allowed to ask for what. 

Mutually establish the identity and authenticity of communicants. Provide mecha- 
nisms for proving people are who they say they are and let it be known that such 
verification is expected. 

Establish the purpose and need for exchange. Let people know it is okay to ques- 
tion "need to know." 

Exchange the information in a secure manner. Even if the request for information 
is genuine, it should be supplied in a secure way. (Your bank might require you to 
provide a code or other information to confirm your identity when you call them, 
but you would not supply this in a loud voice in a room full of strangers.) 

Record the information. It is important to know who asked for what and when. 

Areas of particular concern to computer security are technical support and the 
help desk. Persons working in these areas need to be made aware of social engi- 
neering and taught how to defend against it. The following four-point plan for com- 
bating social-engineering attacks is suggested by SRI International: 

Change organizational policy 

Extend awareness 

Review existing controls 

Add new controls where deficient 

The Ethics Thing 

From the first rock raised in anger by our cave-dwelling ancestors, technology has 
had implications for ethics, and ethics has had implications for the application of 
technology. Laws alone cannot constrain the hacker who sees no wrong in violating 
another person's privacy. Stringent security measures might not deter the insider 
who has decided to betray human trust for ilhcit gain. Awareness of these facts of Me 
has led several individuals and organizations to focus on the ethics of computing. By 
promoting a better understanding and wider acceptance of ethical standards as they 
pertain to computing, these groups serve the cause of computer security both di- 
rectly and indirectly. 

The following observations, insights, dicturns, and tenets wdl give you a place to 
start when you consider the ethics of computing. I am indebted to the Computer 
Ethics Institute and other organizations mentioned in the followmg sections for per- 
mission to reproduce this material. As long as you include proper attribution, feel 
free to print them in large point sizes and place them on the office wall. 

The basic tenets of computer ethics 

The lack of computer and information technology-specific rearing, along with some 
of the inherent properties of computers and networks (particularly the binary nature 
of computers and the isolation-voyeur nature of network computing), has led to two 



616 Chapter Fourteen 

pervasive fallacies among many in the computer generation. The following "golden 
rule" and the two fallacies that follow it were formulated by Dr. Peter S. Tippett, Di- 
rector of the Computer Ethics Institute, as the first three of six basic tenets of com- 
puter ethics: 

The Golden Rule. Always use information systems in such a manner that the rights 
and legitimate interests of others are respected. This is the Golden Rule. 

The Nintendo Fallacy. I understand that just because something is legal, it isn't nec- 
essarily moral or right. Just because something is easy, doesn't make it right. 

Note: Many in the computer culture believe that computers will not let them 
cheat or, by extension, do wrong. Both computer games and the binary nature of 
computers themselves seem to foster this belief. Many users believe that, if some- 
thing would be wrong or unethical, then there should either be a law against it or 
the computer or system should prevent them from doing it. For example, many 
users believe that, if a computer security system has a weakness, they should ex- 
ploit it or that, because writing a computer virus is not explicitly illegal and because 
the first amendment protects freedom of speech, writing and trading in computer 
viruses is good, or at least okay. However, consider this: Plucking the feathers off of 
a live bird is legal in most places, but it clearly isn't right. Similarly, copying some- 
one else's term paper and representing it as your own or pirating software are both 
quite easy, but not right. 

The Samsonite Fallacy. I understand that people are always the ones ultimately 
harmed when computers are used unethically. The fact that computers, software, or 
a communications medium exists between me and those harmed, does not in any 
way change my moral responsibility toward my fellow humans. 

Note: Like the unbreakable luggage, novice computer users are constantly told 
that they can't break or harm anything by playing with the computer. However, the 
root of this fallacy might exist more because of the mask that computers can provide 
their users. Users can easily use their computer to camouflage their identity (like a 
one-way mirror) or to monitor, read, or alter other people's information without their 
knowledge or consent. Whatever the root cause, it is common for users to ignore the 
fact that causing harm or disruption to a computer system or its information actually 
results in real harm to other people, not just to the computer or data. 

Further tenets 

In an effort to define concepts of responsible computing that could be both under- 
stood and implemented by a tenth grader, The Working Group on Computer Ethics 
and the Computer Ethics and Responsibilities Campaign defined the golden rule and 
the two fallacies in the previous section as just three "basics" that are thought to 
cover perhaps 80% of the ethical issues that end users are likely to encounter. In the 
interest of simplicity, ease of understanding, and ease of use, there was no attempt 
to try to describe or address the many other issues of end user computer ethics, 
which are covered by these three tenets: 



Secure People 617 

Respect authors: Piracy and plagiarism. I wiU respect the rights of authors, includvlg 
authors and publishers of software, as well as authors and owners of information. I un- 
derstand that, just because copylng programs and data is easy, it is not necessarily nght. 

Respect privacy: Breaking and entering. I will not break into or use other people's 
computers or read or use their information without their consent. 

Respect property and order: Malicious software. I wdl not write or knowingly ac- 
quire, distribute, or allow intentional distribution of harmful software like bombs, 
worms, and computer viruses. 

Four primary values 

The National Conference on Computing and Values proposed four primary values for 
computing. These originally were intended to serve as the ethical foundation and 
guidance for computer security. However, they seem to provide value guidance for 
all of us who create, sell, support, use, or depend upon computers. That is, they sug- 
gest to us the values that will tend to improve and stabilize the computer and infor- 
mation world and to make these technologies and systems work more productively 
and appropriately for us. Simply stated, we should strive to: 

Preserve the public trust and confidence in computers. 

Enforce fair information practices. 

Protect the legitimate interests of the constituents of the system. 

Resist fraud, waste, and abuse. 

Conduct considerations 

Don Parker at SRI defined five "tests" or considerations to use when trying to decide 
whether something would be ethical or not. They are designed to be used by anyone 
to help them understand the ethical implications of somethmg they are about to do. 

Informed consent. Try to make sure that those people affected are aware of your 
planned actions and that they don't disagree with your intentions even if you have 
rights to do these things. 

Higher ethic in the worst case. Think carefully about your possible alternative ac- 
tions and select the most beneficial necessary one that would cause the least or no 
harm under the worst circumstances. 

Change of scale. Consider that an action that you take on a small scale or by you alone 
might result in significant harm if carried out on a larger scale or by many others. 

Owners' conservation of ownership. As a person who owns or is responsible for in- 
formation, always make sure that the information is reasonably protected and that 
ownership of it and rights to it are clear to all users. 
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Users' conservation of ownership. As a person who uses information, always as- 
sume that it is owned by others and that their interests must be protected unless you 
explicitly know that it is public or you are free to use it in the way you want. 

Unacceptable Internet activities 

In January 1989, the Internet Activities Board published for general distribution a 
document called "Ethics and the Internet" (RFC 1087). It proposes that access to 
and use of the Internet is a privilege and should be treated as such by all users of this 
system. The IAB "strongly endorses the view of the Division Advisory Panel of the 
National Science Foundation Division of Network, Communications Research, and 
Infrastructure," which is paraphrased here. Any activity is characterized as unethi- 
cal and unacceptable that purposely: 

Seeks to gain unauthorized access to the resources of the Internet. 

Disrupts the intended use of the Internet. 

Wastes resources (people, capacity, computer) through such actions. 

Destroys the integrity of computer-based information. 

Compromises the privacy of users. 

Involves negligence in the conduct of Internet-wide experiments. 

The Ten Commandments of computer ethics 

In 1991, the Computer Ethics Institute held its first annual Conference on Computer 
Ethics in Washington, DC. The conference theme was "In Pursuit of a Ten Com- 
mandments of Computer Ethcs." The following commandments were produced 
there and have been the most visible guidelines for computer ethics since. 

1. Thou shalt not use a computer to harm other people. 

2. Thou shalt not interfere with other people's computer work. 

3. Thou shalt not snoop around in other people's files. 

4. Thou shalt not use a computer to steal. 

5. Thou shalt not use a computer to bear false witness. 

6. Thou shalt not use or copy software for which you have not paid. 

7. Thou shalt not use other people's computer resources without authorization. 

8. Thou shalt not appropriate other people's intellectual output. 

9. Thou shalt think about the social consequences of the programs that you write. 

10. Thou shalt use a computer in ways that show consideration and respect. 

For more about the ongoing campaigns to promote ethical computing, see the 
Ethics library of the NCSA Infosecurity Forum on CompuServe. You can also explore 
the ethics pages on the NCSA Web site. 
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Summary 

Engendering loyal, well-informed, competent, ethcal, and contented workers is the 
best computer security measure that you can take. Remember that it is people who 
lose, steal, or compromise valuable information. If you know your staff, work closely 
with them, understand them, and educate them, you wdl be in a much better posi- 
tion to prevent breaches of security and to recover from them when they occur, as 
inevitably they d l .  

The less need an organization has to keep secrets, the less need it has for security. 
The organization that is excessively defensive is likely to spark resentment and pro- 
voke attack. On the other hand, a benevolent view of people needs to be tempered 
with realism. The organization that fails to anticipate the next form of mischief or 
dishonesty is likely to suffer as a result. Remember that there will always be people 
who get a kick out of electronic trespassing, exploration, and eavesdropping, even if 
they do it for fun, not profit. 



are more reliable, user 
frustration will remain a 
serious threat t o  security. 
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Security in the Future 
How to Become and Remain Secure 

W.E.B. connection: http://www.ncsa.com/pclan/chapl5.html 

Security is a game in which the final 
goal is never quite in reach. 

LAURENCE MARTIN 

So what's next? This chapter discusses some of the key issues raised by previous 
chapters and contemplates future directions in personal computer and local area 
network security. Some conclusions will be drawn, advice will be offered, and some 
dissenting opinions will be aired. I also will look back at developments over the last 
five years to see if they offer any clues for the next five. 

If you arrived at this chapter after reading the precedmg fourteen, well done! Your 
reward is a chance to step back and think about the "big picture." If you turned straight 
to t h s  chapter, perhaps to get the bottom line on personal computer and local area net- 
work security, shame on you! Seriously, however, this chapter assumes that you are 
conversant with the concepts and technologies of computer security as they apply at 
the desktop level. There is no shortcut to comprehensive computer security. 

The Layered Approach 

The first order of business is to review the layered approach to desktop information 
security that I have been developing from chapter to chapter. This is seen as the 
most promising way of ensuring the confidentiality, integrity, and availability of com- 
puter-based information. In Figure 15.1, you can see a diagram of t h s  approach, a 
comprehensive pattern of protection covering access control, system support, and 
channel protection. 
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System support 

Figure 15.1 The layered approach to security 

Access control 

People are the main focus of access control. Computer-based information would be 
a whole lot easier to protect if nobody needed to access it. The need for access con- 
trol arises as soon as you decide someone has a legitimate need to access the infor- 
mation. You then are faced with the problem of enabhg  legitimate access without 
permitting illegitimate access. You must be able to distinguish between persons 
seeking access. You also must be able to establish rules as to what type of access is 
appropriate for which persons. Then, because this is an inherently difficult task, you 
must anticipate failures. So, a good access-control system will be able to alert you to 
any instance of failure and assist in identifymg the responsible party. Thus we can 
identify four main elements in any access control system: 

Identzfication: Determining the identity of persons seeking access. 

Discrimination: Providing appropriate access to approved persons while denying 
access to those not approved. 

Logging: Recording the actions of persons who gain access. 

Alerts: Reporting any access that appears to violate the rules that you have es- 
tablished. 
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Even though this is a rather dry and abstract description of access control, you 
can see that it is about people and that, in practical terms, it applies at the three lev- 
els that I have identified: site, system, and resource. 

Site access control. The role of site access control is to lirnit who has physical ac- 
cess to systems. In practical terms, this means you don't let just anyone walk into 
your office and sit down at your keyboard. By enforcing physical restrictions on ac- 
cess to your computers, you also help to protect them from outright theft, cannibal- 
ization (for specific components, such as RAM chips), or vandalism. Furthermore, 
site access control acts as a preliminary form of system and resource access control 
by weeding out potential interlopers. Site access control identifies prospective en- 
trants, discriminates between those who are permitted entry and those who are not, 
logs all entries and departures, and alerts management to any intruders. 

System access control. The role of system access control is to limit who can use 
the system. It simply is not practical to place all computer systems behind locked 
doors. Many of them need to function securely within an environment inhabited by 
people who might have a legitimate reason to be there but that might not have a le- 
gitimate reason for using the computer. The need for t h s  type of control extends all 
the way to computers in the home, where a system that is used for the farmly fi- 
nances, or a parent's telecommuting, is off limits to the children. 

In the workplace, you can use system access control to identify several different 
users of the same machine. System access controls assist resource access controls 
by establishing the identity of users. System access controls can be implemented in 
software andlor hardware, with the latter employing some of the same technology, 
such as smartcards, used by site access control systems. System access controls 
identlfy prospective users, discriminate between those who are permitted and those 
who are not, log all system activity according to user identity, and alert management 
to any intruders. 

Resource access control. The role of resource access control is to limit what legit- 
imate users of a system are allowed to do with it. In the first edition of this book, this 
idea was referred to as file access control, because many resource control mecha- 
nisms operate at the file level. However, the term resource better reflects the diver- 
sity of elements encompassed by this aspect of access control, from individual files 
to directories, print queues, and communications. The point is that you might want 
some people to use some parts of the system but not others. Resource access con- 
trols enable this type of discrimination, identlfymg prospective users of resources, 
discriminating between those who are permitted access to resources and those who 
are not, logging all use of resources according to user identity, and alerting manage- 
ment to any unapproved usage. 

System support 

At first glance, it would appear that system support defends against nonhuman 
threats, such as loss of power, fire, flood, and other disasters. However, it also offers 
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a defense against human threats, such as errors and omissions, accidents, and mali- 
cious programming. 

Power. System support means taking the necessary measures to ensure a clean and 
constant supply of power. These measures vary considerably according to location. 
For example, in Florida, you wdl find many home computers are plugged into surge 
suppressors, most personal computers in offices are attached to uninterruptible 
power supplies, and a fair number of offices have backup generators. This is because 
of the very high incidence of lightning strikes, storm-related power outages, and air 
conditioning induced brown-outs. In fact, even users in areas less prone to these 
problems should seriously consider making use of the protection offered by power- 
conditioning equipment and the continuity offered by backup power supplies. 

Backup. System support means making sure that everythmg is backed up and that 
an up-to-date copy of everything can be restored in a reasonable amount of time. 
This means not only making the backup, but also storing it securely. T h s  is your pro- 
tection of last resort against user errors and acts of vandalism, natural disasters, 
theft, and malicious code. Remember that a full backup includes data files, configu- 
ration files, and program files, all of which can be a major pain and expense to re- 
construct if you do not have current copies. In the wider context of large-scale 
mission-critical applications, backup can mean hot-site fachties to whch operations 
can be transferred in the event of a major incident. 

Vigilance. System support means maintaining vigilance against threats such as ma- 
licious code, which undermine the security of information through a variety of chan- 
nels. Good access controls can go a long way towards averting malicious code 
attacks, as can effective channel protection. However, special measures, such as an- 
tivirus products and safe software acquisition policies, also are required. Vigilance 
also means staying in touch with the latest developments in security so that you can 
respond to new threats as soon as possible (see the section "Staying secure" later in 
this chapter). 

Channel protection 

When a computer sends or receives messages, a channel to the outside world is 
opened by which security can be compromised. T h s  might be as simple as a user 
revealing confidential information by sending it out through a fax modem or as com- 
plex as an outsider obtaining illegal access by subverting a network connection to 
the Internet through IP sequencing. Although access control and system support 
layers can help to minimize your exposure from abuses of communication channels, 
extra attention must be paid to the channel in three areas: control, support, and 
verification. 

Channel control. If your systems need to communicate, you need to control who 
can open channels and who can use them. System and resource access controls pro- 
vide a basis for this, but communications channels require additional measures as 



Security in the Future 625 

they are a primary target for intruders and might not be protected by other access 
control mechanisms. Indeed, some channels might not originate within your imrne- 
diate area of responsibility. A large network might have links to other networks, 
some of which belong to outside organizations, which in turn have connections with 
other networks. 

Channel support. If your systems need to communicate, then the integrity and reli- 
ability of the communications channel need to be protected. This involves ongoing 
support of the physical elements: the cables, switches, and so forth. It also involves 
protection of these elements against subversion, such as eavesdropping on network 
traffic. 

Channel verification. If your systems need to communicate, you need to ver& 
channel activity. This verification goes beyond system and resource access control 
because both the content and the source of messages entering or leaving a computer 
are so easy to falslfy. The use of encryption, two-factor authentication, and other 
technology is highly recommended. 

The cycle of implementation 

The layered approach to computer security is implemented through the cycles of as- 
sessment and response outlined in chapter 3. This is an ongoing process. You assess 
the risk and exposure, develop policies, and implement them. Then you perform an 
audit to see what you have missed and discover what works and what doesn't. You fix 
that and then you re-assess the risk and exposure. T h s  process must be constant 
and dynamic because of fluctuating resource costs, changing business conditions, 
new technologies, and emerging risks. 

The Airbag and the Two-Edged Sword 

On several occasions in previous chapters, I have remarked that technology cuts 
both ways. Strong encryption has been heralded as a major weapon with which to 
protect information, but it also can be used to deny you access to your own infor- 
mation (the threat of password ransoming by disgruntled ex-employees is ac- 
knowledged as one of the risks of corporate restructuring). To help you bear this 
in mind whenever a breakthrough in security technology is announced, watch 
and wince at the first cinematic depiction of the automotive airbag as an offensive 
weapon, brilliantly executed by Linda Fiorentino, in Tom Dilbert's very adult 1994 
movie, The Last Seduction. 

Staying secure 

The security professional is caught in a good newshad news bind. Once you have es- 
tablished a secure computing environment, you cannot sit back and relax. That is the 
bad news, but it also is the good news, because it guarantees there will always be 
plenty of work to do! Here are the three main reasons for continuously testing and 
re-evaluating your security measures: 
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The constant human tendency towards complacency, whch means that the people 
who implement security need to be kept on their toes. 

The constant fluctuation of economic factors, whch means that there wdl be 
changes in the value of what you are protecting and the cost of protecting it. 

The constant emergence of threats and countermeasures, which requires an on- 
going research effort. 

Fortunately, when you get to the last item on the list, a lot of help is readily avail- 
able. For example, you can stay in touch with the latest developments through reg- 
ular visits to the NCSA forums on CompuServe or the NCSA's pages on the Web (see 
Figure 15.2). You can subscribe to publications such as Infosecurity News and Se- 
cure Computing. If you are a member of the NCSA, you will receive a monthly com- 
munication with news of the latest security developments. You also can subscribe to 
Internet news digests, which automatically mail you information on subjects such as 
CERT advisories, viruses, and firewalls. 

W e  some people will find these sources sufficient, there are more in-depth re- 
search services available. For example, the NCSA operates a service called Ismecon, 
whch maintains an enormous searchable database of security information. (See Fig- 
ure 15.3.) For an annual subscription fee, you can make e t e d  use of this online 

... for the latest. secllrity alerts 

Qn h s  page you wid find mformation and web hlks dealing with emerging threats and recent 
secumty ale~ts  

Computer Emergency Response Teams 

any countries now have Computer Emergency Response Teams that are a valuable source of 
ormation about emerging threats and "security scares" related to the Internet They ; i re also the 

place to repoit new security threats that you encounter Click here for access to most ofthe world's 

Microsoft Word Document Macro Vhls  

I k new virus wntten m the Phcrosoft Word for Windorvs u6 x macrr l q m g e  (UlordBaslc) is "m ( 

Figure 15.2 The NCSKs Web site regularly posts news of new threats. 
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Figure 15.3 The ISRecon service is a huge repository of both overground and underground security in- 
formation. 

database, whch includes a lot of "underground" mformation, culled from hacker bul- 
letin boards and other clandestine sources. For an additional fee, this service becomes 
pro-active, alertlng you to security information that is speclfic to your organization. 

The System-Centric Approach 

Now that I have reviewed the process of becoming and remaining secure, I can take 
a moment to play devil's advocate. While the layered approach to security was de- 
veloped as a model that could be applied to a wide range of systems, from single 
users to corporate networks, it has been pointed out that t h s  approach places a lot 
of responsibhty on the person using the computer. This would appear to be consis- 
tent with the notion of a personal computer, but it might not be consistent with the 
best interests of an enterprise that has come to rely on a large networked deploy- 
ment of personal computers. 

Some experts argue that security for today's large networks of personal comput- 
ers, sometimes referred to as enterprise systems, is best handled at the system 
level. They see the development of network management tools as the key to this so- 
lution and urge the development of security services as part of network manage- 
ment. In practice, this might mean that backing up data or scanning for viruses is 
handled by the system rather than the individual user or even the network adminis- 
trator. In other words, more intelligent network operating systems could handle such 
tasks, and eventually will do so, zlfwe encourage developers to take this approach. 
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Managing security 

One of the people who has been instrumental in articulating this system-centric 
point of view is Dr. Peter Tippett, President of the NCSA. His article, "Conflicting Pri- 
orities," published in the February 1994 issue of Secure Computing, suggests that 
"end users should not have to be virus experts or know about backup or have to dis- 
cern whether or not some warning message applies to them or try to remember 
seven different passwords that change on different schedules and cannot be 
reused." On the other hand, "MIS managers should care about all of these things and 
more. They should make it so end users don't have to know anything about any of the 
'techie-weenie' things or the systems management things." 

In arguing for a system management approach to security, nppett  points to the 
huge "hidden costs" of operating PCs and LANs, documented in report after report 
from reputable organizations such as the Gartner Group, the Software Publishers' 
Association, and the Business Research Group. These studies indicate that, although 
personal computers cost far less to acquire than mainframes, when measured in 
terms of units of processing power per dollar of hardware, the cost of PC hardware 
and software accounts for only about 15% of the annual costs of operating a PC- 
based system (which have been calculated at anywhere from $12,000 to $18,000 per 
PC per year). Another 15% is spent on sanctioned support, while a further 15% goes 
to MIS management costs. The rest, often more than half, are what Tippett calls "the 
hidden costs of our poorly managed systems." 

Therefore, the ambitious goal of nppett's enterprise or system management ap- 
proach is to "solve these organizational problems, decrease the costs of the PC com- 
puting environment, make it truly productive, and, at the same time, make it more 
secure while depending less upon our end users to help with these tasks." The re- 
sponsibility for this is placed firmly with the MIS management staff who "should 
arrange for the enterprise of computers to provide for centralized control of auto- 
mated processes that deal with all of the issues discussed here in a secure, safe and 
noninfringing manner." 

Of course, these views are not necessarily in conflict with the layered approach to 
security, which is more about helping you identlfy what needs to be done than telling 
you how to do it. In other words, you need to know the different levels at which vul- 
nerabilities exist and make sure that you address all of them, or rather, all of the ones 
that are relevant to your computing environment (for example, TEMPEST protec- 
tion against eavesdropping is not essential for all users, but a spike-free power sup- 
ply is). 

The effort to address PC and LAN security on an enterprise or system basis clearly 
has potential for big returns, not only for security, but also for productivity. Yet it 
raises several important questions. First, what about the security and productivity 
concerns of the d i o n s  of SOH0 users, the people who act as their own MIS staff, 
performing their own system or enterprise management? Second, are centrally man- 
aged enterprise computers the same thing as personal computers? Furthermore, 
does it matter if they are not? Why did we decide to build vast networks that handle 
critical data, using machines that play games? I wdl address these questions in the 
next few sections. 
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Problems in SOHO 

For SOHO (small officelhome office) users, the system-centric approach simply does 
not apply. These people need to understand their systems and the threats that beset 
them because they are their own support. For these users, there is no centralized 
handling of access control, backup, and malicious code protection. Small office and 
home office users need reasonably priced systems that come equipped with built-in 
backup and access control and virus prevention (industry experts have an obligation 
to make these buyers aware of these needs). Vendors need to bite the bullet and tell 
people the real cost of ownership, rather than play the low-price-leader game, sell- 
ing unsuspecting customers systems that are inadequately protected. 

The millions of SOHO users who have already purchased systems need backup, 
access control, and malicious code protection products that are effective and rea- 
sonably priced. Fortunately, these now are available. However, SOHO users also 
need reliable and productive personal computer hardware and software. In most 
cases, the hardware is good enough, but I would argue that application and operat- 
ing system software is way behind in terms of reliability and ease-of-use. Programs 
still lock up and crash, wiping out work. Commands often are contradictory or just 
plain dumb. 

Dumb User or Dumb Machine 

Consider the vast variety of Yes/No dialog boxes that we have to contend with 
when using today's graphical user interfaces. Sometimes Y e s  is the default but- 
ton; sometimes NO is. Sometimes you also can press the Escape key for Cancel, 
which is sometimes, but not always, the same as selecting NO. Also consider what 
happens when you are typing in a Windows application and accidentally press the 
~l t key. Things can grind to a halt or go haywire, because ~l t makes the menu 
active. If you want to continue typing, you have to press ~ l t  again or press ES 

cape to cancel the menu activation. However, if you happen to be typing in a di- 
alog box when this happens and then press Escape too hard, you are liable to 
lose the dialog box. Like the ability to overwrite the previous version of a docu- 
ment without warning, which probably has wasted more person hours than any 
hacker attack or power outage, these design flaws are not just a pain; they are 
counterproductive. 

The operational reliabhty of today's personal computer systems leaves a lot to be 
desired. The software-hardware interface is a major cause of crashes, conflicts, and 
lost productivity. While Apple has been well ahead of the field in this respect, offer- 
ing plug-and-play integration of peripherals for many years, the rest of the personal 
computer industry has only just begun to address t h s  problem. Having failed re- 
peatedly to get all parts of a brand new Pentium (with Plug-and-Play BIOS) to work 
together under Windows 95 (with Plug-and-Play support), I am not impressed with 
the results so far (and I cannot heap praise on Apple, which repeatedly fails to meet 
demand for its products). 
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So, it is possible to argue that the security needs of SOHO users, which are best 
addressed by a well-informed, appropriately implemented, layered approach, remain 
ill-served by today's chaotic jungle of conflicting hardware and software. Some ven- 
dors might respond that they could do a much better job if they were not bound by 
the twin expectations of low price and backward compatibility. In other words, if 
hardware and software could both be designed fresh from the ground up, without 
the need to also run vintage game programs, we would have more efficient and ro- 
bust systems, selling for a well-justified premium over previous models. 

Plain, Safe, and Predictable? 

When I was teaching spreadsheets a decade ago, I could predict the outcome of 
every instruction that I gave to my students. If they pressed the keys that they 
were supposed to press, the results would be exactly as expected. Today life is a 
lot more complicated. There sometimes are a dozen different ways to accomplish 
a very basic task (such as saving a file or exiting a program). Half of these involve 
a mouse, the operation of which, one might argue, requires a lot more hand-eye 
coordination than locating a character on a keyboard and pressing it (based on 
the assumption that anyone who is providing serious input to a computer is going 
to have to learn where the keys are, an assumption vindicated by the dismal sales 
of pen-based computers). 

It also is possible to argue that icons and buttons are no more intuitive than num- 
bered lists of choices. The latter might not look as exciting, but they are darned ef- 
fective if the point is to execute commands rather than have fun. So why have we 
fallen for graphical user interfaces? Well, they are associated with multitasking, 
which is good, and the ability to cut and paste between multiple documents and ap- 
plications, which is good, and the ability to use graphics, whch also is good. How- 
ever, these three thmgs do not mean that we have to settle for the Windows and Mac 
interfaces that we have today, which are not as intuitive, consistent, or efficient as 
their promoters contend. 

People who have not spent time in the personal computer business often are puz- 
zled by the fact that the price of an "average" system today is around $2000, just as 
it was in 1982. Even more bizarre to an outsider are some of the expectations with 
which we saddle computer technology. We expect today's models to run software 
that dates from 1982 (can you imagine someone buying a fuel-injected 1995 Chevro- 
let Corvette and then expecting to retrofit the carburetors from an 82 model). We 
expect the computers that we use for work to also run our favorite sports simulation 
or platform game. We expect the computer that we use at home to run the same soft- 
ware that we run at work, plus educational software that also is entertaining. We now 
expect them to be secure. As many SOHO users will attest, a machine that meets all 
of these expectations is hard to find. 
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Great expectations, sad facts 

In a moment, I will examine the arguments for abandoning some of these expecta- 
tions to develop new generations of purpose-built machines. However, I first should 
acknowledge the origins of these expectations. There seems to be a natural human 
desire for "one machine that does it all" in everythmg from tools to transportation 
(the car that is an off-road vehicle, that is a boat, that also flies, and so on). Yet such 
an approach often involves compromise and added cost (you might develop an off- 
road vehicle with good hghway manners, such as the Range Rover, but it is going to 
cost a lot to own and operate, and it will never corner like a sports car). 

When it comes to computers, it would appear that the all-in-one machine involves 
compromises in the areas of productivity, reliability, and security. The cost of the all- 
in-one machine also is inflated over a purpose-built machine (consider the 
megabytes of RAM and storage that are required to retain backward compatibility on 
a Windows or OS/2 machine or to provide emulation on a Mac or Unix machine). 
When you sit and think about how lean and powerful an operating system could be if 
it did not have to provide compatibility, you begin to wonder why compatibility is im- 
portant. The answer might be feet and inches! Many years ago, one of the big argu- 
ments in favor of metric measurements and decimal currencies was that they were a 
lot easier for calculators to handle. However, computers have long since rendered 
such calculators obsolete. Similarly, a leap in computer power has nullified the two 
main reasons driving the demand for compatibility in personal computers-that is, 
the ability to share data and the ability to run the same programs. 

The ability to share data no longer requires us to use the same hardware, thanks 
to emerging standards in data formats, improvements in data conversion technology, 
and the huge leap forward in crossplatform connectivity represented by the Inter- 
net. The ability to run the same programs no longer requires us to use the same 
hardware, thanks to the development of crossplatform programming techniques, 
such as object-oriented software. Programs now can be compiled for different plat- 
forms much more easily than in the past. At the same time, there have been major 
improvements in connectivity. For example, the World Wide Web now provides a 
common ground for an enormous range of hardware. 

So, organizations currently are entrusting important data to large networks built 
from machines that are unreliable and inefficient because they were developed to 
meet expectations that are now outdated. How did this happen? Well, despite the 
fact that the personal computer industry consistently oversells and underdelivers on 
the promises of new technology, individual users, notably self-taught professionals, 
have consistently experienced big productivity gains from using PCs. This is because 
a personal computer can dramatically increase the amount of information that one 
person can store, analyze, and professionally present to the rest of the world. 

Note that the important word here is "can" rather than "does." There is nothing 
automatic about the process by which the PC improves individual productivity. The 
user must be creative, ingenious, and motivated towards specific goals. Unfortu- 
nately, the positive experiences and enthusiasm of such individuals for personal 
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computer technology often has been mistakenly extrapolated. It has been assumed 
that multiplying the number of personal computers in an organization would auto- 
matically multiply the productivity gains realized by a specific, and possibly quite 
small, category of user. Unfortunately, the result is large PC-based networks that are 
barely manageable, hard to secure, and marginally productive. 

Personal no more 

Earlier I speculated that attaching a personal computer to a network, which then 
acts as the means by whch that computer is controlled, might leave you with some- 
thmg that is no longer a personal computer. If a central entity controls local backup, 
malicious-code detection and repair, plus access control, software updates, and 
hardware configuration, what aspect of the computer remains personal? The ma- 
chme now is an enterprise workstation, devoid of personality. In other words, "cen- 
trally managed personal computer" is an oxymoron. Of course, some people, 
particularly MIS managers, might be inched  to respond "So what?" 

There are many MIS departments that would like to be rid of all those individual- 
ized sounds and icons, color schemes, and wallpapers (it is very hard to provide ef- 
fective phone support if you cannot predict what the user will see or hear). Of course, 
you now can buy software that enforces uruformity from machine to machine, despite 
the graphical user interface. Ths  means that you can enforce a corporate look and 
feel. You also can impose central control over which programs are installed on each 
m a c h e .  Such measures take the personal computer a long way from a m a c h e  that 
is individual, fun to use, and "just U e  the ones you can buy in the stores." 

So the next question to ask is "Does anyone have a problem with that?" The more 
I see of real world networks, the more I am inclined to say no; there is no compelling 
reason for computers in the workplace to be truly "personal." The information man- 
agement needs of the organization, including the security imperative, must take 
precedence over the desire of individuals for their own "personal" system. There is 
perhaps an analogy in the company car, where the decision is made to order the 
same make and model for everyone, rather than giving people a choice (thus achiev- 
ing considerable savings in volume discounts, fleet maintenance, and so on). 

There is a very good case for saying that all but the smallest organizations could 
manage information more effectively, efficiently, and securely by deploying centrally 
controlled, diskless network workstations. I discussed the diskless network worksta- 
tion (DNW) in chapter 11. When I wrote about them in the first edition of this book, 
several major manufacturers offered models of t h s  type, but they have since fallen 
out of favor (I noted at the time that they probably would be resisted by users ac- 
customed to "real" personal computers). Yet today's DNW would not mean a return 
to the dull and boring days of dumb terminals. These new DNW machines would 
have hgh-resolution graphics, sound, and even a local CD-ROM drive. Applications, 
data storage, and communications would be server-based, dished up over a high- 
speed network connection. The security advantages would be immense: 

No rogue modems 

No virus-infected disks from home 
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No data leakage on floppy disks 

No pirated software 

No local data loss 

What would MIS gain? Central control of backup, redundancy, fault-tolerance, an- 
tivirus measures, firewalling, remote access control, software licensing, data encryp- 
tion, user authentication, and activity logging. What would users gain? A big leap in 
reliabhty and a corresponding drop in frustration, plus freedom from many burden- 
some responsibilities. What would users lose? Not much. They still would have ac- 
cess to the applications that they need to perform their work. They still would have 
their own areas in which to store their work. Of course, they would lose the ability to 
do a lot of freelance innovation, data transfer, and creative licensing, but who is go- 
ing to argue that this would decrease productivity? Productivity would definitely 
benefit from a more focused piece of hardware, not to mention the fact that diskless 
network workstations of this type would cost considerably less to purchase, install, 
maintain, and secure than standalone machines. 

The network connection 

Obviously, diskless network workstations are not the answer for all users, but even quite 
small networks could benefit from this approach. If you stdl have doubts, remember 
that the connectivity and data sharlng needs of remote users, such as traveling staff and 
telecommuters, can be met efficiently and securely by communications servers on the 
network. Also remember what is driving us to consider some fairly radical changes in 
the way we handle networked computmg: the horrendous task of secunng information 
as it flows from one unreliable, untrusted, idiosyncratic personal computer to another 
that mght be on the other side of the office or the other side of the world. 

To put this in perspective, I wdl give you a synopsis of a Request for Proposal 
(RFP) recently put out by one of the 10 largest banks in America (numbers and 
names have been rounded or changed slightly to protect identity): 

We operate a wide area network consisting of 10,000 personal computer users, 400 file 
servers, in 20 states and 7 countries, on 3 continents, offering any-to-any connectivity. 
There is no security or encryption implemented at the network level, but there is some 
workstation- and application-level security. We currently are responding to requests 
from clients and suppliers for remote access to information on our network and would 
like your assistance in determining the desirability and feasibility of implementing con- 
trols that would segregate sections of the network and impose some limits on the any-to- 
any connectivity. 

If I have done my job properly in the preceding chapters, you will recognize this as 
a pretty staggering picture. Although t h s  network does not actually execute the 
bank's financial transactions, it contains a lot of information about them, plus the 
bank's customers, employees, objectives, and so forth. How secure is this informa- 
tion, on a scale of 1 to lo? It doesn't even register. Furthermore, it has been that way 
for a while and will continue to be so until somethmg drastic happens. Shortly after 
the RFP came out, the bank merged with another bank of considerable size. Shortly 
after that, significant layoffs were announced. 
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If you don't believe this is a recipe for security meltdown, consider what happened 
when another top-10 bank asked an outside organization to test the security of its 
network. Within 24 hours the penetration team was in control of the network, with 
no insider assistance. 

Positive Signs 

Obviously, we have a long way to go before the information that we have entrusted 
to networks of personal computers is as secure as we would like it to be. We might 
even have to make some fundamental changes to the architecture and management 
of those networks. So why even bother to write a book about PC and LAN security? 
Well, there are about one hundred mdlion reasons. That is an estimate of the nurn- 
ber of people who currently are using personal computers to handle information that 
warrants some level of protection. In other words, discussions of future directions 
and preferred approaches to security are all well and good, but we also have to deal 
with the immediate problem of how to protect the information that currently is be- 
ing handled by PCs and LANs. Fortunately, there are some positive developments in 
both the hardware and software. 

A digital directive 

I think Digital Equipment Corporation should get some kind of award for raising the 
profile of security in the marketing of computers. In 1995, the company ran some 
very good television advertisements that emphasized security, together with un- 
abashed claims as to Digital's preeminence in t h s  regard. This is not the place to get 
into a debate about who sells the most secure PCs (or the definition of "most secure" 
because Digital, Compaq, and IBM all sell a lot of PCs and some of them are relatively 
secure, but Apricot, owned by Mitsubish, sells some PCs that are arguably more se- 
cure, but in lower quantity). However, it is appropriate to acknowledge the empha- 
sis that Digital has placed on security (it has the only direct sales catalog that I have 
come across, apart from Apricot, whch lists security as sigruficant product feature, 
although I have not done exhaustive research in this area). 

A good example of Digital's commitment to security is the Venturis 590, shown in 
Figure 15.4, loaned to me during the writing of this book (as I mentioned in previous 
chapters, Digital was the only company that responded positively to my request for 
security evaluation review units). The Venturis 590 is a relatively modest machine, 
built around a 90-MHz Pentium, plug-and-play BIOS, and a PCIASA motherboard 
that integrates all VO functions, such as accelerated graphm and enhanced IDE 
drive interface, with the exception of Ethernet. T h s  machine is priced in line with 
standard desktop machmes, yet it offers extensive security features in the form of 
BIOS-based access controls and a locking case (one key locks both the case and the 
keyboard, but once it is unlocked, the case slides right off, thus proving that ease of 
access can be compatible with security). 

Locking the case not only deters theft of internal components, such as hard disks 
packed with data and RAM slots packed with valuable chips (the Venturis can ac- 
commodate several thousand dollars worth of RAM and several thousand megabytes 
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Figure 15.4 The Digital Venturis, providmg unobtrusive security in a desktop machine. 

of stored data). Case locking also prevents tampering with the BIOS, which provides 
the extensive access control features. These start out with the basics, such as boot 
sequence (A then C, C then A, C only, A only). However, there also is extensive con- 
trol over peripherals, allowing you to disable serial and parallel ports and to write- 
protect the floppy drive. 

A separate Security section includes password boot protection at two levels (Su- 
pervisor and User), a custom boot message (such as "This machme belongs to . . ."), 
floppy drive disabling, and write protection of the hard disk boot sector (thwarting 
boot sector viruses). Only the person who knows the Supervisor password can 
change the BIOS settings. A person who logs in with the User password will not be 
able to change BIOS settings. If floppy access is set to Supervisor, the User will not be 
able to read from, or write to, the floppy drive, or even log onto it. To improve com- 
pliance with antivirus and backup policies, it is possible to enable a pair of reminders, 
which can be displayed daily, every Monday, or the first of every month. These are 
not just messages that appear on the screen; the user enters a Yes or No response to 
complete the boot process. There also is a Keyboard Quick Lock setting that allows 
users to instantly lock the keyboard with a special keystroke combination. 

The Network section of the Security settings allows you to establish a direct con- 
nection between the computer's BIOS and instructions stored in ROM on a network 
card, if one is installed. For example, as the computer's own password-protected 
boot process completes, it can require another password to be entered before the 
network can be accessed. This clearly indicates just how much potential exists to irn- 
prove security at the hardware level. 
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According to an engineer at Phoenix Technologies, which supplies some 1500 dif- 
ferent custom BIOS chipsets to PC makers, the capabilities of the motherboard BIOS 
are under-exploited. For example, the BIOS traditionally stores settings and pass- 
words in CMOS, but it also can pass them to Flash EPROM or the Serial EPROM, 
whch is being used in some EISA and Plug-and-Play machmes. This defeats one pos- 
sible attack on BIOS access control, whch is to corrupt the BIOS settings stored in 
CMOS, either through software or hardware tampering (if the checksum for CMOS 
data fails during the POST, or power on self test, the effect normally is to disable the 
password protection). It also is possible to include password protection in the key- 
board BIOS, thus preventing any keystroke input from unauthorized persons. 

A Compaq Concerto 

Whde the Digital Venturis put in sterling service as a desktop test machine and 
graphics generator for this book, much of the text was edited on a Compaq Concerto, 
a notebook computer that allowed me to keep writing in planes, hotel rooms, and 
foreign countries. Thls particular model, which allows pen input via the mono- 
chrome LCD, now has been discontinued by Compaq, but its adrmrable security fea- 
tures can be found on many other Compaq models. 

Apart from the most obvious security features, size and weight, whch allow the 
Concerto to be carried comfortably in a briefcase, the machme has a good set of BIOS- 
based access controls. The default configuration implements a four-digit code that 
has to be entered to either turn the m a c h e  on or to revive it from the timed, power- 
down state. The same code is used for the BIOS-based screen blanking and keyboard 
locking, instantly activated by a dedicated function key or pen-activated hard-wired 
button. As you can see from Figure 15.5, these controls, plus more advanced features 
such as the disabling of ports and drives, are readily accessible through a Windows in- 
terface (hke many other Compaq models, the Concerto uses the Xerox-developed 
TabWorks interface that is a big improvement over Program Manager). 

Pretty Good Privacy 

One enormous step forward in security has been provided by a program with a stormy 
past but a very bright future: PGP or Pretty Good Privacy. In Figure 15.6, you can see 
a high-level diagram of how PGP works. The program originally was published elec- 
tronically as free software in 1991 by Phd Zirnrnermann. PGP now is available for MS- 
DOS, Macintosh, Unix, VAX/VMS, and other computers. You can download it from 
many different places, includmg the NCSA Infosecurity Forum on CompuServe and 
sites M e d  to the NCSA web pages. 

Much to the annoyance of some people, PGP is rapidly becoming the worldwide de 
facto standard for e-mail encryption. When a program is this successful, it seems 
reasonable to let the manual speak for itself: 

PGP allows people to exchange files or messages with privacy, authentication, and con- 
venience. Privacy means that only those intended to receive a message can read it. Au- 
thentication means that messages that appear to be from a particular person can only 
have originated from that person. Convenience means that privacy and authentication 
are provided without the hassles of managing keys associated with conventional crypto- 
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graphic software. No secure channels are needed to exchange keys between users, 
which makes PGP much easier to use. . . . PGP combines the convenience of the Rivest- 
Sharnir-Adleman (RSA) public-key cryptosystem with the speed of conventional cryp- 
tography, message digests for digital signatures, data compression before encryption, 
good ergonomic design, and sophisticated key management. PGP performs the public- 
key functions faster than most other software implementations. PGP is public-key cryp- 
tography for the masses. 

All of this is made possible by a clever combination of public-key cryptography and 
sensible software design. Using a command-line interface, akin to PKZIP, plus a sim- 
ple character-based shell, the basic PGP program wastes no effort on a fancy graph- 
ical user interface. However, such interfaces have since been developed, such as 
Christopher Geib's WinPGP shareware, shown in Figure 15.7, and Viacrypt PGP, a 
commercial offering from Phoenix, Arizona-based Viacrypt (available in Mac, UNIX, 
and Microsoft Windows flavors). 

PGP is so important that it warrants a book of its own. Fortunately, that task has 
been admirably performed by security and encryption guru, William Stallings, in 
Protect Your Privacy: A Guide for PGP Users (Prentice-Hall, 1995). Don't worry, 
this is not a voluminous technical treatise but a small-format book of less than 300 
pages, covering the theory and practice of PGP in readable text of crystal clarity. 
Consequently, I will not spend much time talking about how PGP works. Suffice it to 
say, you can download plenty of information about PGP from NCSA's CompuServe 

Figure 15.5 The Compaq Concerto uses TabWorks and Windows for sirnphfied access to security settings. 
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Figure 15.6 Diagram of the operation of PGP, after Stallings 

Figure 15.7 Vv'inPGP makes light work of handling the fast and powerful e-mail encryption problded by 
PGP. 
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and Web sites. There also is a helpful text file about PGP that can be downloaded 
from the W.E.B page. The three main points to note about PGP are that its: 

Inexpensive e-mail privacy claim is genuine. 

History is highly controversial. 

Use is hampered by international regulations on strong encryption software. 

As you might expect, if you have read chapter 7, the second and third points go 
hand-in-hand. Certain branches of the US. government are not at all happy that PGP 
is widely available. Together with the holders of the RSA patent, they attempted to 
restrict its use to the US. and Canada. However, international versions of PGP are 
available, and it is not lllegal to use them, although it is illegal to import them. This 
creates anomalies, such as U.S. companies not being able to legally employ the U.S. 
version of PGP to encrypt international electronic mail, but their overseas offices be- 
ing able to use the international version to send PGP-encrypted traffic into the U.S. 

The companies created to exploit the US. patents on the RSA public-key algorithm, 
Public Key Partners and RSA Data Security, also were unhappy about PGP, although 
the patent protection wdl soon expire and recently has been challenged by another en- 
cryption provider, Cylink. One also might surmise that Microsoft is unhappy about PGP 
because it is on the dwindhg list of widely used software that does not generate rev- 
enue for the company. Nevertheless it appears that PGP will continue to provide rela- 
tively strong protection for a wide range of users at a very low cost. Furthermore, it has 
pioneered the market for easy-to-use encryption products, pavlng the way for prornis- 
ing commercial offerings, such as Veil and Scrambler. In Figure 15.8, you can see 
Scrambler bemg used to encrypt a iVhcrosoft Word document. 

The technology in VEIL, which stands for Variable Encryption Intelligent Labeling, 
is a little different, using floppy disks as keys instead of conventional passwords. The 
program can encode documents using triple DES and will encode or decode them 
only if the correct token disk is in the floppy drive. You can see the program at work 
in Figure 15.9. 

Mixed Prospects 

It now is time to ask what the experience of the last five years has taught us about 
information security. I apologize if the following sections err somewhat on the philo- 
sophical side, but I firmly believe that you cannot plan or implement successful se- 
curity measures without understanding the "big picture." 

The dialectics of information security 

The precedmg sections have shown that, despite the enormous challenge posed by to- 
day's networks of personal computers, positive developments in security technology 
continue to take place. However, can they keep pace? It seems that, for every step for- 
ward, such as the NetScape technology for enabhng secure financial transactions on 
the Internet, there is at least one setback, such as the flaw in that technology, dscov- 
ered by a couple of graduate students who effectively forced a revision of the software. 
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Figure 15.8 Scrambler Technologies provides strong encryption that is integrated into the Windows en- 
vironment. 

Figure 15.9 VEIL uses floppy disks as keys for its encryption process. 
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Some hght can be shed on this process from an d e l y  quarter, two philosophers, 
Hegel and Marx, who, despite the decline and fall of communism, had some fairly bllght 
ideas. Consider the American Heritage dctionary definition of dialectic: "the Hegelian 
process of change whereby an ideational entity, a thesis, is transformed into its oppo- 
site, an antithesis, and preserved and fulfilled by it, the combination of the two bemg re- 
solved in a hgher form of truth, a synthesis." You could argue that there is a dstinctly 
dialectic pattern to the development of security measures, such as encryption, followed 
by countermeasures, such as cryptanalysis, and the emergence of stronger measures. 

This does sound a lot like the definition of dialectics: "the Marxian process of 
change through the conflict of opposing forces, whereby a given contradiction is 
characterized by a primary and a secondary aspect, the secondary succumbing to 
the primary, which then is transformed into an aspect of a new contradiction." The 
constant cycle of "hacks and fixes" by which network security evolves seems to fit 
this pattern, which is part evolution, part escalation. 

On the one hand, there is something quite natural about the tendency of some 
people to test the security measures created by others. This is a valuable part of the 
legitimate science of cryptography. However, there also is something very human 
and brutish about the way that some people keep breaking down the fences that oth- 
ers erect for their own electronic privacy. So why do people insist on attacking the 
defenses that others erect? One answer can be summed up as The Ethics Thing. An- 
other involves Swords and Plowshares and the phenomenon of InfoWar. The path 
that we take to a solution involves the Evil Empire and the Big Brain Theory. These 
are the last five sections of this chapter. 

The Ethics Thing 

During the last five years, hundreds of new security products have appeared, but 
hundreds of new threats have emerged. It is clear that ultimate success in the strug- 
gle to protect information depends not upon technology, but upon the development 
of appropriate ethical standards for the information age. We have to insist on hgher 
standards of conduct on all sides. That means everyone, from users, who tend to 
flaunt software-licensing agreements, to vendors, who tend to prefer quick bucks 
over commitment to the user community, and from CEOs, who demand growth with- 
out budgets for security and training, to employees, who don't realize that their con- 
tinued employment depends upon effective security. 

It also means teaclung our kids to respect property and privacy rights in cyber- 
space, whde providing them with educational and employment opportunities that 
keep them challenged (many of tomorrow's hackers will be kids whose curiosity 
about digital technology outpaced the meager fachties of underfunded or ill-man- 
aged schools). It means governments and corporations setting aside the cynical ex- 
ploitation of the marketplace and public opinion so that bad actions are once again 
seen to have bad consequences, from the top down. 

Swords and Plowshares 

During the last five years, the world economy has been struggling with the problem of 
beating swords into plowshares. In the process, we have learned things about swords 
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that were not imrnedately apparent when we looked at them from only one side or 
the other. For example, we have found that technology itself is typically neutral. For 
example, encryption is neither positive nor negative. It is a two-edged sword that can 
be used to keep thmgs private or to deny legitimate access. 

Laying off thousands of people from the mihtary and intelligence communities 
should reduce the budget deficit, but it creates many problems, not least of which is 
a large number of people armed with valuable mformation and a feeling of betrayal. 
Such people are fueling the rapid escalation of industrial espionage, which is spread- 
ing further and further down the economic food chain, taking the place of d t a r y  
espionage, now that the economy has become the new global battlefield. 

Escalation is clearly the pattern of information security over the last five years. Part 
of this escalation has come from the growing realization that information is the 
lifeblood of countries, corporations, and even indwiduals. Information is a tempting 
target if you want to attack a state, a company, or a person. Information flows over 
wires that can be cut and via waves that can be intercepted or deflected. It is powered 
by electricity that can be turned off or amplified to the point of destruction. We now 
rely so heady  upon digital information that instances of electronic death are com- 
monplace ("I'm sorry sir, you can't be Mr. Cobb, our records show he is deceased."). 

The growing interest in Information Warfare or InfoWar would have been scary 
enough before the end of the Cold War, but now that economics has become the 
new theater of international struggle, InfoWar has implications well beyond military 
circles. What is to stop one company from disrupting another's communications by 
using weapons originally developed to disrupt enemy communications? At this 
point, for many companies, the answer is nothmg. Will such attacks become com- 
monplace? That depends to a large extent on The Ethics Thing. However, unless we 
study the subject openly and develop defenses cooperatively, the people who can't 
break our codes or defeat our access controls just might decide to take the brute 
force approach. 

To put this in the context of my original notion of information security as confiden- 
tiality, integrity, and availability, we now have the technology necessary to ensure a 
fairly high degree of confidentiality and integrity. We simply do not know enough 
about the weaponry of mformation warfare to say, with any confidence, that we can 
assure availability. As Winn Schwartau has pointed out, the next level of escalation 
might well be denial-of-service attacks, which do not steal or even corrupt data, they 
simply make it unavailable. 

Evil Empire 

Over the last five years, we have learned that some form of cooperation between 
competing parties is necessary to ensure the development of effective security tools. 
For example, the Anti-virus Product Developers consortium, sponsored by the 
NCSA, helped to foster greater integrity and professionalism in tlus sector of the in- 
formation security market. Security tools are not like other products, such as print- 
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ers or spreadsheets. People do not buy computers to run antivirus software or install 
floppy drive locks. Such products are a necessary evd, or rather, it wouldn't be nec- 
essary to buy them if it were not for the evil side of human nature. 

Most people do not begrudge the suppliers of security products a reasonable profit 
on their wares. Cooperative competition enables products to meet objective stan- 
dards at a reasonable price. However, not all companies see thmgs that way. Some- 
times, when you are marketing aggressively, you are apt to think that the world 
would be a better place if everyone simply bought everything they needed from you. 
In fact, an economic monopoly has many similarities to a political dictatorshp. Both 
permit certain types of efficiency that are hard to acheve in an open and competi- 
tive marketplace or an open and democratic society. For example, under a dctator, 
the trains can be made to run on time. If everyone uses the same software, then no- 
body has to learn more than one set of commands or worry about being compatible. 

However, monopolies and dictatorships both have a tendency to mistake the in- 
terests of the dictator or the monopolist for those of the citizens or consumers. A dic- 
tator might pursue a fruitless policy long after everyone else can see that it is barren. 
A monopolist can make the consumer wait for years for a product that is simply not 
worth the wait. Dictators also share with monopolists a tendency towards expan- 
sionism. They want to own it all. For example, in the world of information security, it 
becomes very hard to create open and independent standards for somethmg hke se- 
cure Internet transactions, electronic mail encryption, or secure objects, when one 
provider wants to be everyone's provider and reap a licensing fee from every aspect 
of computer operations. 

The Big Brain Theory 

The prospects for acheving higher levels of information security are grim if we have 
to proceed without solid ethical standards, without open security standards, and 
without healthy competition. Even if you feel that you have things under control 
with the latest form of encryption or intrusion-detection device, you might have 
overlooked the Big Brain Theory. T h s  is perhaps the most speculative of the con- 
clusions I have drawn from my reflection on the last five years. 

Basically, the Big Brain Theory states that the Internet is a virtual neural network, 
providing an unprecedented ability to aggregate and apply human intellect to any 
given subject. What is a neural network? When I needed a definition, I entered a 
search for "neural network" in Altavista, one of the best Web search engines (at 
www.altavista.digita1.com). The first link offered to me was the Neural Network In- 
formation Center (NNIC) at the Petroleum and Natural Gas Engineering Depart- 
ment of West Virginia University, whch defined a neural network as "a massively 
parallel distributed processor that has a natural propensity for storing experiential 
knowledge and making it available for use." 

This struck me as a pretty good definition of the World Wide Web itself. The NNIC 
site points out that a neural network resembles the brain in two respects. First, 
"knowledge is acquired by the network through a learning process." Second, "in- 
terneuron connection strengths known as synaptic weights are used to store the 
knowledge." Bearing in mind that this was stated on the first of 40,000 weighted hot 



links to neural networks located by Altavista, it seems reasonable to state that what 
we are building, on the Web and through Internet message traffic, is a massive brain. 

T h s  has sigruficant implications for security because methods of data protection, 
such as encryption, are now subject to far greater scrutiny than ever before. T h s  
means holes and weaknesses show up sooner, but they are also publicized and fixed 
much sooner. This gives us live, ongoing product testing. Security measures are in a 
state of flux as never before. The positive spin is that this change is evolutionary, 
leading to better and better security. However, it places more emphasis than ever on 
the need for security professionals to stay current and keep in touch. The risks of 
blinking are big and getting bigger. 

Summary 

How can you summarize a subject this diverse, in a world that changes so fast, in a 
paragraph that needs to be kept short? At the end of the day, I am optimistic that 
honest people, armed with good intentions, bright ideas, and a prodigious amount of 
useful information, eventually will prevail in the struggle to keep computer-based in- 
formation as secure as it needs to be. However, it wdl be a struggle. 

5oft;ware bugs eat into 
productivity a t  least as 
much as viruses ... they 
have even been known 

t o  dine on data. 
Stephen Cobb 



Appendix 

Threat List 

W.E.B. connection: http://www.ncsa.com/pclan/appxa.html 

The following are several lists of potential threats to the confidentiality, integrity, and 
availability of computer-based information (these are coded C, I, and A in the lists, 
together with L for the threat of legal liability or other financial loss). The first list 
roughly adheres to the structure of the book; the others provide different catego- 
rizations of threats. 

Basic Categories 

Hardware 
Theft of systems, CIA 
Theft of components, A 
Damage to systems, IA 
Technical failure of systems, IA 

Power 
Spikelsurge damage, IA 
Brownouts, IA 
Power outage, A 
Interference, IA 
Eavesdropping, C 
Electromagnetic attack, IA 

Nature 
Fire, IA 
Flood, IA 
Storms, IA 
Earthquake, IA 
Heatinglcooling failure, IA 

Access 
External hacking, CIA 
Internal hacking, CIA 
Errors and omissions, CIA 
Weak encryption, C 
Poor media control, C 
Intentional system overload, IA 

Malicious code 
Trojans, viruses, IA 
Worms, A 
Logic bombs, IA 

Piracy, bugs 
Bootleg software, IAL 
Bugs, IAL 
Prosecution, L 
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People problems 
Disgruntled employees, CIAL 
Embezzlement, IL 
Errors and omissions, CIAL 
Health hazards, L 

Networks 
Reliability problems, IAL 
Unauthorized external access, CIAL 
Unauthorized internal access, CIAL 
Snoopingltapping, CL 

Functional Categories (after Stallings) 

Interruption, A 
Interception, C 
Modification, I 
Fabrication, I 

Passive Attacks 

Interception, C 
Release of message contents, C 
Traffic analysis, C 

Active Attacks 

Communications 
Repudiation, CIL 
Modification, IAL 
Message interception, CIAL 
Message spoofing, IL 
Message alteration, IAL 
Fax forging, IL 
Toll fraud, AL 

Interruption, A 
Modification, I 
Fabrication, I 



Appendix 

A Brief Guide to Batch Files 

W.E.B. connection: http://www.ncsa.com/pclan/appxb.html 

If you are using a DOS-based personal computer, you can implement several security 
measures with batch files. Because batch files are not central to this book, the fol- 
lowing notes cannot be exhaustive. For an excellent, detailed treatment of the sub- 
ject in detail, check out Batch Files a n d  Beyond from McGraw-Hill (you might be 
familiar with the author, Dan Gookin, who also wrote DOS for Dummies). 

How Batch Files Work 

A batch file contains a series of commands that will be executed as a group or batch 
(in parts of England, they use the word "batch" to describe small round bread rolls 
because they are baked in a batch). In DOS, these files have the extension .BAT, as 
in &.BAT. One particularly important batch file is AUTOEXEC.BAT. T h s  is a file that 
DOS looks for whenever a PC is booted. If DOS finds a file called AUTOEXEC.BAT on 
the boot disk, it carries out the instructions in that file. A typical AUTOEXECBAT 
file might contain the following (with my comments added in parentheses): 

PATH = c : \ ~ O S ; C : \ 1 2 3  (setsPATHforDOStouse) 
PROMPT $P$G (sets DOS prompt to show current directory) 
DIR * . (lists all subdirectories of the root directory) 

As you can see, this series of commands could be carried out from the DOS prompt 
if the user typed each line and then pressed the Enter key. However, the batch file 
feeds the commands to DOS much faster than typing and introduces a level of con- 
venience. Because batch files also will accept special commands that perform tests 
based on user input or user-specified conditions, they offer a basic level of pro- 
grammed control for the PC. 
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Making batch files 

Batch commands are stored in text files-that is, files that contain nothing but ASCII 
text characters. ASCII characters are those that are part of the American Standard 
for Computer Information Interchange. ASCII is an agreed set of characters to be 
used by software publishers and hardware makers so that there is some common 
method of communication between different systems. In all likelihood, your personal 
computer sends information to your printer in the form of a series of ASCII codes. 
(Using ASCII codes allows one manufacturer's printers to be used with a variety of 
makes of personal computers.) There are several ways to create BAT files: 

The COPY CON command 

The EDIT program that comes with DOS 

The Notepad in Windows 

Any word processor that can store files in ASCII format 

The simplest method to use is the COPY CON command. For example, to create a 
batch file called TEST.BAT, type the following at the DOS prompt: 

COPY CON TEST.BAT 

Now press Enter. This will move the cursor down one line on the screen. This is 
the first line of the file. Type the first command that the batch file is to execute. In 
this example, begin with: 

@ECHO OFF 

Now press Enter. You now are on a new line-the second line of the file. The 
@ECHO OFF command tells DOS not to repeat each command on the screen as it is 
executed. For the second command of this batch file example, type: 

CLS 

This is the DOS command for clearing the screen. After typing CLS, press Enter. 
Now type the follow seven words: 

ECHO Here is a list of files 

Now press Enter. Type the fourth command of the file without pressing Enter: 

DIR /W 

At this point, you need to tell DOS that the file is complete. Do this by pressing F6. 
This is called the end-of-file command, or EOF, and it will look like this: 

DIR /WAZ 

Instead of using F6, you can use Ctrl plus the letter z to create this command 
(Ctrl-Z). Now press Enter, and the file will be written from the console to the disk 
and the DOS prompt will return. To see your file on the disk, enter: 
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DIR *.BAT 

The new file should be listed. To execute or run a batch file, you simply type the 
name at the DOS prompt and press Enter. In t h s  case, type TEST and press Enter. 
The result will be a listing of files in the wide mode. 

Input and improvements 

While the COPY CON method is handy for writing small batch files, you cannot use it to 
e d t  the files once they are written. Perhaps the easiest way to edit batch files is to use 
the EDIT program that comes with more recent versions of DOS. If you edit TEST.BAT 
to include the following changes, you wdl allow the user to provide input to the batch 
file. To begin, type EDIT TEST.BAT and press Enter. Now change the file to read: 

@ECHO OFF 
CLS 
ECHO Do you want to see a list of files? 
ECHO If No, then type Ctrl+C, otherwise 
PAUSE 
DIR /W 

Now use the F i l e  I Save command to store the changes, then use F i l e  / Exit to 
quit the program and return to the DOS prompt. 

When you execute this new version of the TEST file, a question is posed before the 
DIR command is executed. Pressing Ctrl-C interrupts the batch file (as does 
Ctrl-Break). If you press Ctrl-C, you get the further message: 

Terminate batch job (Y/N)? 

You press Y to stop the commands in the rest of the file from being executed. If 
you press N, the execution of the file resumes. 

Your personal computer already might have some batch files. Several software 
packages create batch files when they are installed. To find out what a batch file does 
without running it, you use the TYPE command, as in: 

TYPE AUTOEXEC.BAT 

The TYPE command displays the file contents on the screen. T h s  command also 
is useful for displaying messages from within batch files. If you create a message file 
that is pure ASCII code just like a batch file, then the contents can be typed on the 
screen with TYPE. As an example, create the following two-line file, MESSAGE.TXT, 
in the same way that you created TEST.BAT: 

You are not an authorized user! 
Further input will sound the alarm! 

Now create a batch file called WARNING.BAT that contains the following instruc- 
tions: 

@ECHO OFF 
CLS 
TYPE MESSAGE.TXT 
PAUSE 
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When you run this file, the screen will go blank except for the two-line message 
you created in MESSAGE.TXT plus the PAUSE message (strike a key when 
ready). In this example, you could have used two ECHO commands to display the 
message lines, but the TYPE method offers several advantages. You can alter the 
message file without having to alter the batch file. Also, if you use a good editing pro- 
gram, you can make very elaborate message files. 

Using Batch Files 

So, what actually happens after you run WARNING.BAT and the message appears? If 
you press any key, the DOS prompt returns. Of course, you know that, but other 
users might not. You have just created your first security batch file. If you run 
WARNING.BAT from the DOS prompt before you leave your computer unattended, 
you will have some level of protection against casual snoops. 

If someone does press a key, you wdl know it because the message wdl disappear. 
The only way to restore the message is to run WARNING.BAT again. The clever in- 
truder who knows an alarm will not sound might press a key, then press F3 to check 
the last command you gave to DOS. T h s  wdl reveal the name of the batch file, whch 
then can be run by the intruder after he or she has finished snooping. 

One weakness of t h s  batch file is that even an accidental tap of the keyboard re- 
moves the message. To overcome this, you can place a loop in the batch file, mean- 
ing that the program wdl go back to an earlier section and repeat it. You do this by 
using a GOTO statement together with a named line in the file. The named line con- 
sists of a word preceded by a colon. Edit the WARNING.BAT file so that it reads thus: 

@ECHO OFF 
: START 
CLS 
TYPE MESSAGE.TXT 
PAUSE 
GOT0 START 

Now when you run the file, the message will not go away when you press any sin- 
gle key. You can only get back to the DOS prompt by pressing Ctrl-C and terminat- 
ing the batch file. You can see that the level of knowledge required to defeat the 
batch file has increased considerably. 

To display a more impressive message, you can use a word-processing program, 
such as Wordperfect, that has a "cursor draw" feature. This is simply a method of 
creating shapes by arranging those ASCII characters that represent lines, blocks, 
and shading. Several such screens are included in the BATPLUS collection on the 
disk included with t h s  book. 

Further wrinkles 

Several messages can be &splayed one after another using a series of TYPE com- 
mands. However, you might want DOS to pause between messages. This is not a 
pause for user input, but a waiting period. You can create waiting periods in batch files 
by using a small DOS utility like WAIT.COM that comes with the Norton Utilities. This 
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program is executed from DOS followed by a number, whch is the number of seconds 
that DOS must wait until carrying out the next h e  of batch file. The number is called 
an argument, and many DOS programs use them. The following batch file using 
WAIT will display three messages (in files called Ml.TXT, MB.TXT, and M3.TXT): 

@ECHO OFF 
CLS 
: START 
TYPE M1.TXT 
WAIT 10 
CLS 
WAIT 5 
TYPE M2.TXT 
WAIT 10 
CLS 
WAIT 5 
TYPE M3.TXT 
WAIT 10 
CLS 
WAIT 5 
GOT0 START 

Each message appears for 10 seconds, followed by 5 seconds of blank screen. The 
batch file is looped so that it keeps repeating. The effect is quite professional and 
suitably worded messages should discourage casual interlopers. A shareware equiv- 
alent of WAIT is included on the disk that comes with t h s  book. 

Sounding off 

To add to the impression made by the previous batch file, you might want to add 
some sound. You can do t h s  with the BEEP.COM program that comes with Norton 
Utilities or the shareware alternative provided on the disk that comes with this book. 
Ths  program makes a sound through the PC's speaker. For example, you could add 
it to the previous batch file like this: 

TYPE M3.TXT 
WAIT 10 
BEEP 
CLS 
WAIT 5 

This would mean that a sound was made just before the screen went blank. By us- 
ing the power of batch files inherent in DOS plus some small utility programs, you 
can develop some useful routines. These can be used to discourage theft and to con- 
trol system access. If you are a DOS user and want to pursue this, see the BATPLUS 
collection on the floppy disk that comes with this book. 



Appendix 

Computer Security Policy 

W.E.B. connection: http://www.ncsa.com/pclan/appxc.html 

The paragraphs in the first section provide a good description of the role and irnpor- 
tance of policy. They are adapted from chapter 6 of the NIST Computer Security 
Handbook, which can be obtained through the links provided on this appxc.html. 
There you also will find additional policy-related documents, such as FIPS PUB 191, 
otherwise known as Federal Information Processing Standards Publication 191: 
Guidelines for the Analysis of Local Area Network Security. Portions of appendix 
A of that document, titled "LAN Security Policy," also are provided here. The entire 
document can be downloaded from http://www.ncsa.com/pclan/appxc.html. 

Introduction to Computer Security Policy 

Organizations rely on IT (Information Technology) resources today to handle vast 
amounts of information. Because the data can vary widely in type and in degree of 
sensitivity, employees need to be able to exercise flexibility in handling and protect- 
ing it. It would not be practical or cost-effective to require that all data be handled in 
the same manner or be subject to the same protection requirements. Without some 
degree of standardization, however, inconsistencies can develop that introduce risks. 

A formal IT security policy helps establish standards for IT resource protection by 
assigning program-management responsibilities and providing basic rules, guide- 
lines, and definitions for everyone in the organization. The policy thus helps prevent 
inconsistencies that can introduce risks, and it serves as a basis for the enforcement 
of more detailed rules and procedures. Ideally, the policy ulll be sufficiently clear 
and comprehensive to be accepted and followed throughout the organization, yet 
flexible enough to accommodate a wide range of data, activities, and resources. IT 
security policy helps to provide basic standards, guidelines, and rules for everyone in 
an organization. 
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Policy formulation is an important step toward standardization of security activi- 
ties for IT resources. IT security policy generally is formulated from the input of 
many members of an organization, including security officials, line managers, and 
IT resource specialists. However, the policy ultimately is approved and issued by 
the organization's senior management. In environments where employees feel inun- 
dated with policies, directives, guidelines, and procedures, an IT security policy 
should be introduced in a manner that ensures that management's unqualified sup- 
port is clear. The organization's policy is management's vehicle for emphasizing the 
commitment to IT security and making clear the expectations for employee in- 
volvement and accountability. 

LAN Security Policy 

The following sections provide a good example of a LAN security policy document. 
They are adapted from FIPS PUB 191. This policy can be used as a starting point for 
policy formulation in your organization (a text file is included on the disk supplied 
with this book). 

Purpose 

The information residing on the XYZ Corp, local area network (LAN) is rnission-criti- 
cal. The size and complexity of the LAN within XYZ has increased and now processes 
sensitive information. Because of this, specific security measures and procedures 
must be implemented to protect the information being processed on the XYZ LAN. 
The XYZ LAN facilitates sharing of information and programs by multiple users. This 
environment increases security risk and requires more stringent protection mecha- 
nisms than would be needed for a standalone microcomputer (PC) operation. 

These expanding security requirements in the XYZ computing environment are 
recognized by this policy that addresses the use of the XYZ LAN. This policy state- 
ment has two purposes: 

Emphasize for all XYZ employees the importance of security in the XYZ LAN envi- 
ronment and their role in maintaining that security. 

Assign specific responsibilities for the provision of data and information security 
and for the security of the XYZ LAN itself. 

Scope 

All automated information assets and services that are uthzed by the XYZ Corp. LAN 
are covered by this policy. It applies equally to LAN servers, peripheral equipment, 
workstations, and personal computers (PCs) within the XYZ LAN environment. XYZ 
LAN resources include data, information, software, hardware, fachties, and telecom- 
munications. The policy is applicable to all of those associated with the XYZ LAN, in- 
cluding all XYZ employees, vendors, and contractors uthzing the XYZ LAN. 
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Goals 

The goals of the XYZ information security program are to ensure the integrity, avail- 
ability, and confidentiality of data that is sufficiently complete, accurate, and timely 
to meet the needs of XYZ without sacrificing the underlying principles described in 
this policy statement. Specifically the goals are to ensure: 

rn That the XYZ LAN environment has appropriate security commensurate with sen- 
sitivity, criticality, and so on. 

That security is cost-effective, based on a cost-versus-risk ratio, within the context 
of established security standards. 

rn That appropriate support for the security of data in each functional area is pro- 
vided for. 

rn Individual accountability for data, information, and other computing resources to 
which individuals have access. 

rn Auditability of the XYZ LAN environment. 

That employees are provided sufficient guidance for the discharge of responsibili- 
ties regarding automated information security. 

rn That all critical functions of the XYZ LAN have appropriate contingency plans or 
disaster recovery plans to provide continuity of operation. 

rn That there is compliance with all applicable government, regulatory and corporate 
policies, mandates, and so on. 

Responsibilities 

The following groups are responsible for implementing and maintaining security 
goals set forth in this policy. Detailed responsibilities are presented later in the sec- 
tion, "Specific responsibilities for ensuring XYZ LAN security." 

Functional management (FM) includes those employees who have a program or 
functional responsibility (not in the area of computer security) withn XYZ. Func- 
tional management is responsible for informing staff about this policy, ensuring that 
each person has a copy, and interacting with each employee on security issues. 

The LAN Management division (LM) includes employees who are involved with 
the daily management and operations of the XYZ LAN. They are responsible for en- 
suring the continued operation of the LAN. The LAN Management division is re- 
sponsible for implementing appropriate LAN security measures to comply with the 
XYZ LAN security policy. 

The local administrators (LA) include employees who are responsible for ensur- 
ing that end users have access to needed LAN resources that reside on their respec- 
tive servers. Local administrators are responsible for ensuring that the security of 
their respective servers is in accordance with the XYZ LAN security policy. 

End users (U) include any employees who have access to the XYZ LAN. They are 
responsible for using the LAN in accordance with the LAN security policy. All users 
of data are responsible for complying with security policy established by those with 
the primary responsibility for the security of the data and for reporting to manage- 
ment any suspected breach of security. 
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Enforcement 

The failure to comply with this policy might expose XYZ information to the unaccept- 
able risk of the loss of confidentiality, integrity, or avadability while stored, processed, 
or transmitted on the XYZ LAN. Violations of standards, procedures, or guidelmes in 
support of t h s  policy will be brought to the attention of management for action and 
could result in disciplinary action up to and includmg termination of employment. 

General LAN Policies 

GP1. Every personal computer should have an "owner" or "system manager" who is 
responsible for the maintenance and security of the computer and for following all 
policies and procedures associated with the use of the computer. The primary user 
of the computer can fill this role. These users should be trained and given guidance 
so that they can adequately follow all policies and procedures. 

GP2. To prevent unauthorized access to LAN data, software, and other resources re- 
siding on a LAN server, all security mechanisms of the LAN server must be under the 
exclusive control of the local administrator and the relevant personnel of the LAN 
Management Division. 

GP3. To prevent the spread of malicious software and to help enforce program license 
agreements, users must ensure that their software is properly licensed and safe. 

GP4. All software changes and backups on the servers mill be the responsibhty of 
the LAN Management Division. 

GP5. Each user must be assigned a unique user ID and initial password (or other 
identification information and authentication data), only after the proper documen- 
tation has been completed. Users must not share their assigned user IDS. 

GP6. Users must be authenticated to the LAN before accessing LAN resources. 

GP7. User IDS must be suspended after a consecutive period of nonuse. 

GP8. Use of LAN hardware, such as traffic monitors/recorders and routers, must be 
authorized and monitored by the LAN Management Division. 

GP9. All organizations, in both private enterprise and government, should adhere to 
the standard established by the Computer Security Act of 1987 (P.L. 100-235). This 
states that "each agency shall provide for the mandatory periodic training in co,m- 
puter-security awareness and accepted computer practices of all employees who are 
involved with the management, use, or operation of each Federal computer system 
within or under the supervision of that agency." This implies two things: 

rn Employees responsible for the management, operations, and use of the XYZ LAN 
must receive training in computer security awareness and acceptable computer 
practices. 

rn Computer-security training should be implemented into existing training pro- 
grams, such as orientation programs for new employees and training courses in- 
volved with Information technology systems equipment and software packages. 

GPlo. Security reports must be generated and reviewed on a daily basis. 
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Specific Responsibilities for Ensuring XYZ LAN Security 

These responsibihties are classified according to the categories described earlier in 
the section "Responsibilities." 

Users 

Users are expected to be knowledgeable about and adhere to XYZ security policies 
and other applicable policies, mandates, and procedures. Users ultimately are re- 
sponsible for their own behavior. Their specific responsibhties are covered in the 
following paragraphs. 

UI. Users are responsible for understanding and respecting relevant laws, XYZ poli- 
cies and procedures, and other applicable security policies and associated practices 
for the XYZ LAN. 

U2. Users are responsible for employing available security mechanisms for protect- 
ing the confidentiality and integrity of their own information when required. 

U2.1. Users must follow site procedures for the security of sensitive data as well as 
for the XYZ LAN itself. They must use file-protection mechanisms to maintain ap- 
propriate file access control. 

U2.2. Users must select and maintain good passwords (see chapter 7 for more on 
passwords). They should not write passwords down or disclose them to others. They 
should not share accounts. 

U3. Users are responsible for advising others who fail to properly employ available 
security mechanisms. Users must help to protect the property of other individuals 
and notify them of resources (such as files and accounts) left unprotected. 

U4. Users are responsible for notifymg the local administrator or management if a 
security violation or failure is observed or detected. 

US. Users are responsible for not exploiting system weaknesses. 

U5.1. Users should not intentionally modify, destroy, read, or transfer information in 
an unauthorized manner. They should not intentionally deny others authorized ac- 
cess to or use of LAN resources and information. 

U5.2. Users should provide the correct identity and authentication Information when 
requested and not attempt to assume another party's identity. 

U6. Users are responsible for ensuring that backups of the data and software on 
their own workstation's fixed disk drive are performed. 

u7. Users are responsible for being familiar with how malicious software operates, 
methods by which it is introduced and spread, and the vulnerabilities that are ex- 
ploited by malicious software and unauthorized users. 

us. Users are responsible for knowing and utilizing appropriate policies and proce- 
dures for the prevention, detection, and removal of malicious software. 
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U9. Users are responsible for knowing how to monitor specific systems and software 
to detect signs of abnormal activity and for knowing what to do or whom to contact 
for more information. 

UlO. Users are responsible for utilizing the technical controls that have been made 
available to protect systems from malicious software. 

U l l .  Users are responsible for knowing and utilizing contingency procedures for 
containing and recovering from potential incidents. 

Functional managers 

Functional managers (and hgher-level management) are responsible for the devel- 
opment and implementation of effective security policies that reflect specific XYZ 
LAN objectives. They ultimately are responsible for ensuring that mformation and 
communications security is, and remains, a highly visible and critical objective of 
day-to-day operations. Specific functional manager responsibilities are covered in 
the following paragraphs. 

FM1. Functional managers are responsible for implementing effective risk manage- 
ment to provide a basis for the formulation of a meaningful policy. Risk management 
requires identlfylng the assets to be protected, assessing the vulnerabhties, analyz- 
ing risk of exploitation, and implementing cost-effective safeguards. 

FM2. Functional managers are responsible for ensuring that each user receives, at a 
minimum, a copy of the security policy prior to establishing an account for the user. 

FM3. Functional managers are responsible for implementing a security-awareness pro- 
gram for users to ensure knowledge of the site security policy and expected practices. 

FM4. Functional managers are responsible for ensuring that all personnel within the 
operating unit are made aware of t h s  policy and are responsible for incorporating it 
into computer security briefings and training programs. 

FM4. Functional managers are responsible for informing the local administrator and 
the LAN Management division of the change in status of any employee who utilizes 
the XYZ LAN. This status change includes an interdivision position change or a ter- 
mination from XYZ employment. 

FM5. Functional managers are responsible for ensuring that users understand the 
nature of malicious software, how it generally is spread, and the technical controls to 
use for protection. 

Local Area Network (LAN) Management division 

The LAN Management division (or designated personnel) is expected to enforce (to 
the extent possible) local security policies as they relate to technical controls in 
hardware and software, to archwe critical programs and data, and to control access 
and protect LAN physical facihties. Specific LAN management responsibdities are 
covered in the following paragraphs. 
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NM1. LAN management is responsible for rigorously applying available security 
mechanisms for enforcement of local security policies. 

NM2. LAN management is responsible for advising management on the workability 
of the existing policies and any technical considerations that might lead to improved 
practices. 

NM3. LAN management is responsible for securing the LAN environment w i t h  the 
site and interfaces to outside networks. 

NM4. LAN management is responsible for responding to emergency events in a 
timely and effective manner. 

NM4.1. LAN management must notlfy local admirustrators if a penetration is in 
progress and must assist other local admirustrators in respondmg to security violations. 

NM4.2. LAN management must cooperate with local administrators in locating viola- 
tors and must assist in enforcement efforts. 

NM5. LAN management is responsible for employing generally approved and avail- 
able auditing tools to aid in the detection of security violations. 

NM6. LAN management is responsible for conducting timely audits of LAN server 
logs. 

NM7. LAN management is responsible for remaining informed on outside policies 
and recommended practices and, when appropriate, informing local users and ad- 
vising management of changes or new developments. 

NM8. LAN management is responsible for judiciously exercising the extraordinary 
powers and privileges that are inherent in their duties. Privacy of users should al- 
ways be a major consideration. 

NM9. LAN management is responsible for developing appropriate procedures and is- 
suing instructions for the prevention, detection, and removal of malicious software 
consistent with the guidelines contained herein. 

NMlo. LAN management is responsible for backing up all data and software on the 
LAN servers on a timely basis. 

NM11. LAN management is responsible for identlfylng and recommending software 
packages for the detection and removal of malicious software. 

NM12. LAN management is responsible for developing procedures that allow users 
to report computer viruses and other incidents and then is responsible for notifyng 
potentially affected parties of the possible threat. 

NM13. LAN management is responsible for promptly notifying the appropriate secu- 
rity or incident-response personnel of all computer security incidents including ma- 
licious software. 

NM14. LAN management is responsible for providing assistance in determining the 
source of malicious software and the extent of contamination. 
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NM15. LAN management is responsible for providing assistance for the removal of 
malicious software. 

NM16. LAN management is responsible for conducting periodic reviews to ensure 
that proper security procedures are followed, including those designed to protect 
against malicious software. 

Local administrators 

Local administrators (or designated personnel) are expected to utilize, on their as- 
signed server, the available LAN security services and mechanisms to support and 
enforce applicable security policies and procedures. Specific local administrator re- 
sponsibllities are covered in the following paragraphs. 

LAI. Local administrators are responsible for managing all users' access privileges to 
data, programs, and functions. 

LA2. Local administrators are responsible for monitoring all security-related events 
and for following up on any actual or suspected violations where appropriate. When 
appropriate, local administrators are responsible for notlfylng and coordinating with 
the LAN Management division the monitoring or investigation of security-relevant 
events. 

LA3. Local adrmnistrators are responsible for maintaining and protecting LAN server 
software and relevant files using available security mechanisms and procedures. 

LA4. Local administrators are responsible for scanning the LAN server with antivirus 
software at regular intervals to ensure that no virus becomes resident on the LAN 
server. 

LA5. Local administrators are responsible for assigning a unique user ID and initial 
password (or other identification information or authentication data) to each user 
only after proper documentation has been completed. 

LA6. Local administrators are responsible for promptly notifymg the appropriate se- 
curity or incident-response personnel of all computer security incidents, including 
malicious software. 

LA6.1. Local administrators must not@ the LAN Management division if a penetra- 
tion is in progress and must assist other local administrators in responding to secu- 
rity violations. 

LA6.2. Local admmistrators must cooperate with other local admmistrators and the 
LAN Management division in finding violators and must assist in enforcement efforts. 

LA7. Local administrators are responsible for providing assistance in determining 
the source of malicious software and the extent of contamination. 



- - -  

Appendix 

Notes on Electromagnetic Radiation 

W.E.B. connection: http://www.ncsa.com/pclan/appxd.html 

In chapter 5, you saw that electromagnetic radiation relates to computer security in 
three ways: 

It causes systems to malfunction due to interference between improperly shielded 
components (affecting integrity and availability). 

It can be used to eavesdrop on systems, as in Van Eck phreaking (affecting confi- 
dentiality). 

It can be harnessed to cause systems to malfunction, as in HERF guns (affecting 
availabhty in denial of service attacks). 

However, electromagnetic radiation also can pose a risk to human health. The effect 
on human health of exposure to electromagnetic energy is one of the most controver- 
sial subjects in science today, not least because we rely on electricity to such a great 
extent in all aspects of our lives. From the pioneering work of Nancy Wertheirner in 
the 1970s, extensively reported in The New Yorker's excellent series of articles dur- 
ing the summer of 1989, to ongoing research projects in most western countries, a 
wealth of information has been produced. 

While most scientists consider the current evidence to be inconclusive in establish- 
ing a hk between nonionizing electromagnetic radiation and melcal  condtions such 
as migraine, depression, and childhood leukemia, there is enough evidence for rep- 
utable publications, such as Consumer Reports, to advocate a practice of prudent 
avoidance. This simply means becoming aware of the sources of EMR and avoiding un- 
necessary exposure. For example, a simple $40 Gauss meter can tell you that there are 
powerful electromagnetic fields close to radios, at the back of your refngerator when it 
is runrung, and at the front of your microwave oven, even when it is not running. 
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You probably don't want to sleep close to these devices (few people are likely to 
sleep next to the microwave; however, in some houses and apartments, there are 
bedrooms on the other side of the wall from the refrigerator, and normal walls do lit- 
tle to diminish electromagnetic fields). It also might be a good idea to avoid sleeping 
with electric blankets turned on, and prudent avoidance suggests that you move 
your bedside alarm clock a few extra feet from your pillow. 

My intention is not to scare-monger, but I feel the subject is too important to over- 
look. If you want to explore further, check out Electromagnetic Man by Cyril Smith 
and Simon Best (Dent, 1989). The World Wide Web is the natural place to look for 
more information on this subject. The Web page referenced by this appendix will get 
you started. For Gauss meters, in the U.S., you might call Safe Concepts Corporation 
(1-800-989-SAFE). In the U.K. and Europe, try Perspective Scientific Limited, (44) 
171-486-6837 (voice) or (44) 171-487-3023 (fax). 



Appendix 

Export Restrictions on Encryption 

W.E.B. connection: http://www.ncsa.com/pclan/appxe.html 

"To encrypt, or not to encrypt-that is  the question 
Whether 'tis nobler in the mind to suffer 
The slings and arrows of lost privacy, 
Or to take amns against the export controls, 
And by  opposing regain it?" 

ROBERT LUCKY, hL4Y 1995 

There is only one word for the current state of U.S. export controls on "strong" cryp- 
tography: bizarre. Consider this statement from the manual for Scrambler, an easy- 
to-use personal encryption product: 

Scrambler will encrypt words, phrases, sentences, or entire documents for secure e-mail 
delivery anywhere in the world. The standard or domestic version of Scrambler uses ex- 
port-controlled encryption technology and may not be legally exported outside the 
United States and Canada; you must check the international option in Scrambler's Select 
a Keyword dialog box. The version of Scrambler available for foreign markets includes 
only the international encryption technology. Contact Scrambler at (800) 834-4005 for 
orders and information about the international version. 

What this fails to mention, quite understandably, is that the "international encryp- 
tion technology" is weaker than the "export-controlled encryption technology." You 
can imagine what this does for Scrambler sales. 

When speaking to the developer of another encryption product, VEIL, I was told 
that the company watches thousands of dollars worth of orders disappear to foreign 
competition every week because it is unable to sell the full version of its product out- 
side of the US. 

Another example of how these restrictions skew the development of software can 
be seen in the government-lmted 40-bit encryption key that Netscape uses in all 
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downloadable and international versions of its Navigator Web browser, which has 
been "cracked" by several people using relatively modest hardware. 

The point that the US,  government seems to be missing is that anyone, inside or 
outside of America, can get access to all of the code and tools needed to write strong 
cryptographic programs. To restrict US. companies from exporting them is to com- 
mit a bizarre form of commercial suicide in return for absolutely no gain in national 
security whatsoever. 

Consider the US. State Department Office of Defense Trade Controls has ruled 
that the excellent book, Applied Cryptography by Bruce Schneier (John Wiley & 
Sons, 1994), is freely exportable from the United States. This book contains the com- 
plete source code for several strong cryptographic algorithms. However, a floppy 
disk-a verbatim copy of the source code printed in the book-has been formally 
designated as a "defense article under category XIII(b)(l) of the United States Mu- 
nitions List." In other words, you can buy the disk in the US. but mailing it to Europe 
would be illegal. By inference, taking a laptop to Europe, onto which you had copied 
the contents of the munitions disk, also would be illegal. In spite of this, some Euro- 
peans managed somehow to create files identical to those on the disk and post them 
on a Web page. 

A gentleman by the name of Phil Karn has tried, since early 1994, to get permis- 
sion to export the disk. He filed with the U.S. State Department a pair of Commodity 
Jurisdiction Requests (CJRs) designed to challenge the rules restricting the export 
of cryptograpluc software, even software in the public domain. He chose Applied 
Cryptography because it was widely available and contained extensive source code 
listings of strong ciphers, such as IDEA and DES. The State Department ruled that, 
even though the book itself is "in the public domain" and hence outside their juris- 
diction, a floppy disk that contains the exact same source code as printed in the book 
is a "munition" requiring a license to export. 

Karn, who has long battled other bogus restrictions on programming, such as 
software patents, suggests that "the U.S. government has long believed that only 
Americans (and maybe a few Canadians) can write C code, but they now have ap- 
parently decided that foreigners can't type either!" For more on this subject and the 
latest developments, check out the links in the W.E.B. page for this appendix. 



Appendix 

Further Resources 

W.E.B. connection: http://www.ncsa.com/pclan/appxf.html 

Throughout this book, there are references to o d n e  resources for further informa- 
tion about various subjects. These include the W.E.B., or Web Enabled Book, con- 
nection at the top of each chapter and the various NCSA forums on CompuServe. If 
you do not yet have a modem or access to these services, you might find these refer- 
ences somewhat frustrating. However, these days it is reasonable to assert that you 
cannot pursue an interest in computer security beyond the basics without using 
comms (computer-to-computer communications). Apart from the fact that comms is 
a major category of information security threat, which is hard to understand unless 
you use comms, there is simply no way that a paper publication, either a weekly 
newsletter or a 10-volume encyclopedia, could match both the timeliness and the 
volume of security information that is available from online sources. 

What online sources cannot provide is the convenience of printed materials, whch 
you can turn to at a moment's notice and which can be read in the comfort of an arm- 
chair. Consequently, I do not advocate an exclusive reliance on online sources, but 
rather a blend. Hopefully, books such as tlus one provide the background with which 
to understand what you read onhne. Publications such as Virus Bulletin regularly 
update your knowledge and understanding and provide in-depth analysis of current 
developments. Online sources such as the NCSA forums on CompuServe allow you 
to read about breaking news and discuss it with fellow professionals. The W.E.B. 
pages associated with this book can point you towards resources that did not even 
exist when this book went to press. 

References and Further Reading 

As I noted in the Introduction, this book is not an academic treatise. Significant 
sources generally are given within the text, but I felt that the needs of the general 
reader were best served by not cluttering chapters with extensive bibliographic ref- 



Further Resources 665 

erences. An annotated bibliography can be found on the W.E.B. page for this appen- 
dix and in the file BIBLIOG.TXT on the accompanying disk. 

Most of the books that I refer to can be purchased directly from NCSA. The cur- 
rent catalog can be viewed andlor downloaded at www.ncsa.com or downloaded 
from CompuServe (GO NCSAFORUM and library search for catalog). Alternatively, 
you can get a free catalog in the mail by calling 714-258-1816. The information in the 
following sections list, in alphabetical order, are associations and publications that 
deal with information security issues. 

Security-Related Organizations 

ACM (Association for Computing Machinery) 
P.O. Box 12114 
Church Street Station 
New York, NY 10257 
212-869-7440 
Has several security-related special interest groups (SIGs). 

American Society for Industrial Security 
1655 North Fort Meyer Drive 
Arlington, VA 22209 
703-522-5800 
Good source for physical surveillance and electronic security information 

Computer Ethics Institute 
11 Dupont Circle NW 
Washington, DC 20036 
202-939-3707 
Nonprofit organization devoted to examining the moral issues of computer use and 
abuse. 

Computer Professionals for Social Responsibility 
666 Pennsylvania Ave. 
Washington, DC 2000 
202-544-9240 
A nonprofit organization, CPSR has pioneered the Freedom of Information Act as a 
means of learning more about otherwise undisclosed government activities. 

Computer Security Institute 
600 Harrison St. 
San Francisco, CA 94107 
415-905-2310 
This organization produces a large annual information security conference and pub- 
lishes a quarterly journal. 

Electronic Frontier Foundation 
666 Pennsylvania Ave. 
Washington, DC 20003 
202-544-9237 
Founded by Mitch Kapor, the EFF depends and promotes freedom in cyberspace. 
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IEEE (Institute of Electrical and Electronics Engineers) 
445 Hoes Lane 
Piscataway, NJ 08855 
800-678-IEEE or 908-981-0060 
Has several security-related special interest groups (SIGs). 

ISSA 
401 N. Michigan Ave. 
Chicago, IL 6061 1 
312-644-6610 
A national organization made up of regional security groups in major cities. It holds 
monthly meetings and conferences. 

MIS Training Institute 
498 Concord St. 
Farrnington, MA 01701 
508-879-7999 
Offers information-management and security-training seminars. 

National Computer Security Association 
10 S. Courthouse Ave. 
Carlisle, PA 17013 
717-258-1816 
The NCSA covers the entire range of information security problems and offers train- 
ing, education, conferences, and other resources for its members, including a 
monthly journal. 

NSTL (National Software Testing Laboratory) 
Plymouth Corporate Center 
625 Ridge Pike 
Conshohocken, PA 19428 
610-941-9600 

Open Source Solutions 
11005 Langton Arms Court 
Oakton, VA 22 124 
703-242-1700 
Otherwise known as OSS, t h s  is Robert Steele's nonprofit educational association 
established to pursue cooperation between industry and government intelligence in 
the development of a National Knowledge Strategy. 

Open Systems Foundation, North America 
11 Cambridge St. 
Cambridge, MA 02142 
617-621-8700 

Open Systems Foundation, Europe 
Excelsiorlaan, 32 
1930 Zaventem 
Belgium 
01 1-32-27-239854 
The OSF brings together major manufacturers in an effort to solve enterprise-wide 
security problems. 
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Privacy International 
666 Pennsylvania Ave. 
Washington, DC 20003 
202-544-9240 
A London-based nonprofit organization that concentrates on electronic privacy and 
data protection (this is their U S .  office). 

SkiU Dynamics 
One IBM Plaza 
Chicago, IL 60611 
800-IBM TEACH 
800-426-8322 
A subsidiary of IBM that provides security training as well as courses on practical im- 
plementation. 

Software Publishers Association 
1730 M Street NW 
Washington, DC 20036 
202-452-1600 

These are the "software police," who monitor software copyright violations. 

Security Publications 

Computer Law and Security Report 

Mayfield House Elsevier Publications 
256 Banbuty Road 655 Avenue of the Americas 
Oxford New York, NY 
United Kingdom 212-989-5800 
OX2 7DH 
01 1-44-865-512242 
British coverage of the legal implications of computers and security, oriented to busi- 
ness users. 

Computers and Security 

Mayfield House 562 Croydon Road 
256 Banbury Road Elrnont, NY 11003 
Oxford 
United Kingdom 
OX2 7DH 
01 1-44-865-512242 
Academic journal for advanced security practitioners. 

Computer Security Digest 
150 N .  Main 
Plymouth, MI 48170 
313-459-8787 
Offers news briefs and topical coverage of infosecurity subjects. 
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Cryptologia 
17 Alfred Road West 
Merrick, NY 11566 
516-378-0263 
Cryptography and more cryptography. Academic and techrucal. 

InfoSecurity News 
498 Concord St. 
Frarningham, MA 01701 
508-879-7999 
Bimonthly magazine with good general coverage of information security topics. Fea- 
tures very useful annual buyer's guide. 

EMC Technology 
State Road 625 
PO Box "D" 
Gainesville, VA 22065 
703-347-0030 
The latest developments from technical experts in electromagnetic matters, from 
Tempest, to shelding, to HERF. 

Full Disclosure 
25819 W. Grass Lake Road 
Antioch, IL 60002 
708-395-6200 
This occasional newsletter is an off-beat but interesting source of privacy and secu- 
rity information. 

International Privacy Bulletin 
666 Pennsylvania Ave. 
Washington, DC 20003 
202-544-9240 
Quarterly publication by Privacy International. 

Intelligence Solutions Newsletter 
7035 Highway 6 
Suite 120 
Houston, TX 77083 
800-877-9138 
Security issues covered by Jim Carter. 

International Journal of Intelligence 
PO Box 411 
New York, NY 10021 
2 12-737-7923 
Information security addressed from an intelligence perspective. 

Low Profile Newsletter 
PO Box 84910 
Phoenix, AZ 85701 
800-528-0559 
Privacy-related issues and news. 
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PIN Magazine 
PO Box 11018 
Washington, DC 20008 
301-652-9050 
Personal Identification News focuses on means of identlfyvlg people; from pass- 
words, to smart cards, to biometries. They hold an annual conference. 

Privacy Journal 
PO Box 28577 
Providence, RI 02908 
401-274-7861 
Practical information on personal privacy preservation and protection. 

Ross Engineering Newsletter 
44880 Falcon Place 
Sterling, VA 22170 
703-318-8600 
Newsletter offering practical coverage of counter-surveillance, wire tapping, and bug 
detection. 

Secure Computing 
William Knox House Sensible Security Solutions 
Brittanic Way Golf Club Road, RR1 
Llandarcy, Swansea Braeside, Ontario 
UK SAlO 6EL Canada, KOA IGO 
441792324000 6136236966 
Excellent monthly articles and news digest. News bulletins from Secure Computing 
can be read in the NCSA Infosecurity forum on CompuServe, but a subscription is 
well worth the price. 

Security Magazine 
1350 E .  Touhy 
Des Plaines, IL 60018 
708-635-8800 
Concentrates on physical security and video surveillance but also covers some as- 
pects of information security. 

Security Management 
1655 North Fort Meyer Drive 
Arlington, VA 22209 
703-522-5800 
A slick monthly with a lot of how-to security applications from the physical to the 
electronic. 

Security Technology News 
1201 Seven Locks Road 
Potomac, MD 20854 
301-340-7788 
Biweekly newsletter covering a wide range of security issues. 



670 Appendix F 

Telecom and Network Security Review 
Telecommunications Advisors 
722 SW 2nd. Ave. 
Portland, OR 97204 
800-435-7878 
Excellent source on telecommunications fraud and abuse, covers legal and technical 
aspects, plus product solutions for PBXs, cellular, and most other communications. 

Virus Bulletin 
2 1, The Quadrant 
Abingdon Science Park 
Abingdon, Oxfordshire 
United Kingdom 
OX14 3YS 
01 1-44-235-555139 
The definitive international journal about viruses, published monthly. 

Wired 
520 Third Street 
Fourth Floor 
San Francisco, CA 94109 
415-222-6200 
The place to turn for open-minded discussion of developments in cyberspace. Some 
coverage of cyber-culture and hacking. 

Government Sources 

The U.S. government is a good source of free information on computer security is- 
sues, mainly through the National Institute of Standards and Technology: 

NET 
Building 225, Room A-216 
Gaithersburg, MD 20899-0001 
Phone: 301-975-3359 
Fax: 301-948-0279 

NIST also maintains a computer security bulletin board system (BBS) and Inter- 
net-accessible site for computer security information open to the public at all times. 
These resources provide information on computer security publications, CSL Bul- 
letins, alert notices, information about viruses and antivirus tools, a security events 
calendar, and sources for more mformation. To access the BBS, you need a computer 
with communications capability and a modem. For modems at 2400 bits per second 
(BPS) or less, dial 301-948-5717. For higher speeds, dial 301-948-5140. Modem set- 
tings for all speeds are 8 data bits, no parity, 1 stop bit (if these don't work, check the 
W.E.B. page for t h s  appendix for the latest phone numbers). 

Internet users with telnet or FTP capability can telnet to the BBS at cs- 
bbs.nist.gov (129.6.54.30). To download files, users need to use FTP as follows: 

1. FTP to csrc.nist.gov (129.6.54.11). 

2. Log into account anonymous. 
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3. Use your Internet address as the password. 

4. Locate files in directory pub. 

An index of all files is available for download. For users with Internet-accessible e- 
mail capability, send e-mail to docserver@csrc.nist.gov with the following message: 

send filename 

where f i  1 ename is the name of the file that you want to retrieve. The message: 

send index 

ulll return an index of available files. If you have Web access, then the documents 
can be reached via the following World Wide Web URL: http://csrc.ncsl.nist.gov/. 

The CobbINCSA Security Resource Disk 

To ensure the best and most current selection, the choice of files to be included on 
the floppy disk that accompanies this book was not finalized until right before the 
book went to press. For this reason, there is a file called CNREADME.TXT on the 
disk that lists the contents and provides instructions on the use of the disk. This is a 
plain ASCII text file. You can read it with Edit (DOS), Notepad or Write (Windows), 
WordPad (Windows 95), and even TeachText and SimpleText (Macintosh). You also 
should be able to print the file from the DOS prompt with the following command: 

COPY CNREADME.TXT PRN 

If you have any problems with the disk, e-mail me at scobb@ncsa.com. However, 
please bear in mind that I cannot provide support for the software applications that 
are on the disk. Also note that shareware applications should be registered if you de- 
cide to use them. This disk contains the shareware version of PKZIP. Registered ver- 
sions, with full documentation, can be ordered from: 

PKWARE, Inc. 
9025 N. Deenvood Drive 
Brown Deer, WI 53223 
USA 
Phone: 414-354-8699 
Fax: 414-354-8559 
WWW: http://www.pkware.com 
e-mail: sales@pkware.com 

Suggestions for software and other files to be included in future editions of the 
&sk are welcome. In the meantime, check the W.E.B. pages for additional informa- 
tion on new programs available for downloading. 
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Online Glossary 

W.E.B. connection: http://www.ncsa.com/pclan/appxg.html 

Although most, if not all, of the specialized terms used in t h s  book were explained 
the first time that they were used, the text of an excellent public-domain glossary 
has been provided on the disk supplied with this book. The document also can be 
downloaded from the this appendix's W.E.B. page. 

The official title of t h s  document is the National Information Systems Security 
(INFOSEC) Glossary. It was created under the National Security Telecommunica- 
tions and Information Systems Security Instruction (NSTISSI) No. 4009. It provides 
standard definitions for many of the specialized terms relating to the disciplines of 
communications security (COMSEC) and automated lnformation systems security 
(AISS), which sometimes is referred to as computer security (COMPUSEC). The 
definitions contained in t h s  glossary are prescriptive for all elements of the US. gov- 
ernment and for its contractors with respect to national security systems. 
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How Public-Key Encryption Works 

W.E.B. connection: http://www.ncsa.com/pclan/appxh.html 

This appendix attempts to describe the most widely used public-key system today, 
RSA (named after its inventors: Rivest, Sharnir, and Adleman), in language that is ac- 
cessible to those who are not mathematically or cryptographcally inclined. This is 
hard to do without being mathematically or cryptographcally inaccurate. If you find 
a better explanation, let me know, and I wdl incorporate it into this appendix's W.E.B. 
page. 

This encryption system combines several mathematical concepts: modulus, expo- 
nent, factor, and prime number. For those whose math is a little rusty, the modulus 
of a number is the remainder when divided by a second number. Thus 3 is the mod- 
ulus of 11 when 11 is divided by 8. Similarly 2 is the modulus of 42 when 42 is divided 
by 8 or 5. This can be expressed by saying 2 is 42 modulo 8. An exponent is the 
power that you raise another number to, so 4 exponent 3 is 64 (as in 4 x 4 x 4). The 
factor of a number is any number that, when multiplied with another number, pro- 
duces the original number, so that 3, 4, and 6 are factors of 12. Strictly speaking, 1 
and 12 also are factors of 12. Aprzme number is a number that has no factors other 
than 1 and itself. In other words, it is a number that can be dvided only by itself and 
1 (e .g. ,2,3,5,  7 , a n d l l ) .  

Modulo Math 

A very interesting phenomenon occurs when you increase a series of numbers expo- 
nentially and then find the modulus of each. For example, in Table H.l, you can see 
the numbers 1 through 10 raised to powers 1 through 10 and expressed modulo 10. 
Thus 3 times 3 times 3 is 27, and 27 modulo 10 is 7, whch is the number listed in col- 
umn 3, row 3. You can see that the results in columns 3 and 7 are the same. This pat- 
tern of repetition can be used to advantage. Consider this scenario: Two secret 
agents, called Black and White, need to exchange information. Black must tell White 
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TABLE H.I Modulus Calculations. 

how many of the enemy army's nine tank divisions are battle-ready. There is no se- 
cure channel of communication. Black must communicate a number from 1 to 10 
without reveahg that number to anyone who intercepts the message. 

First Black cubes the actual number-that is, raises it to the power of 3. Then 
Black divides the results by 10 and finds the modulus. Black then tells the resulting 
number to White. Suppose that the correct number of divisions is 8. The cube of 8 is 
512 (8 x 8 x 8 = 512), and 512 modulo 10 is 2 (10 into 512 goes 51 times, with 2 left 
over). So the message from Black to m t e  is 2. Nobody who overhears this exchange 
can be sure that t h s  is the actual number or a coded number. 

So how does m t e  obtain the correct number? All White has to do is raise the 
message number to the power of 7 and find the result, modulo 10. Thus 2 to the 
power of 7 is 128, and 128 modulo 10 is 8. T h s  works for every number from 0 
through 9. Although, for 4 , 5 , 6 ,  and 9, the secret number is the same as the original 
number, this simple technique has several of the elements of the best-of-all-possible 
coding systems. The person encoding the message does not need to know the key 
used to decode it, and all of the possible decryptions of the ciphertext are indistin- 
guishable from randomly selected messages. In this scenario, the public key consists 
of the numbers 3 and 10. The secret key is 7. 

Big-Time Math 

The RSA algorithm obviously is a quantum leap beyond this simplistic example. At 
least at this level, you can see what is happening. The f o l l o w  example follows 
more closely the actual working of the RSA algorithm. White chooses a two-digit 
number at random, say 17. Then he chooses two prime numbers, say 5 and 7. He 
multiplies these together, producing 35. He then sends 17 and 35 to Black as the 
public key. Black has a message to send. The message is 33. He raises the message to 
the power of the first key number, 17. He then divides this by the second key num- 
ber, to find 33 to the power of 17, modulo 35. The result is the ciphertext (in t h s  
case, 3). 
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In the meantime, White has created the secret key. He begins by subtracting 1 
from each of the two prime numbers he thought of, then he finds the lowest common 
multiple of the two numbers (5 - 1 = 4 and 7 - 1 = 6, and the lowest common multi- 
ple of 4 and 6 is 12). The secret key is the random number selected as the first pri- 
vate key number (17), modulo the lowest common multiple of the two primes (in 
this case 5, because 17 modulo 12 is 5). When White receives the encoded message 
(3), he raises it the power of the secret key and finds the result modulo 35, the prod- 
uct of the two primes (thus 3 to the power of 5 modulo 35 is 33). 



Appendix 

Introduction to LANs 

W.E.B. connection: http://www.ncsa.com/pclan/appxi.html 

T h s  appendix discusses the background and basic terminology of LANs (commonly 
used terms are indicated in italics). Used generically, the term network refers to 
any group of connected computer systems. The term local a rea  network (LAN) is 
used to describe two or more personal computers in the same area connected to 
share resources. 

In its simplest form, a LAN is just a piece of cable and a set of commands-a com- 
bination of hardware and software. The cable wires the computers together. The 
commands control the communications between the computers. Commands that 
control communications often are referred to as protocols. Software commands that 
are supposed to work across a network must conform to the appropriate network 
protocols. The resources that are shared by means of a LAN can be hardware or soft- 
ware. Shared hardware typically includes mass storage devices, such as hard disks, 
and output devices, such as printers and plotters. Shared software consists of data 
files andfor programs. 

BN: Before Networks 

To understand the merits of LANs relative to other approaches to computing, you 
need to look at the history of the small computer. If you define a computer as a data 
processing device that has facihties for data input, storage, and output, then the first 
"personal" computers were those developed in the mid-1970s by such companies as 
MITS, which marketed the Altair, and later Apple, which put out the Apple 1 in 1976. 
These computers were personal in that the four essential elements (input, storage, 
processing, and output) were self-contained in one unit, capable of being grouped 
together on one person's desktop. This was quite a break from previous systems that 
were centrally located and provided storage and processing to a number of different 
users. 
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The large central computers were referred to as mainframes because they con- 
sisted of numerous components assembled in a large framework-one that might oc- 
cupy a whole room specially designed to accommodate it. The mainframe computer, 
with its centralized storage and multiple users who shared its processing power, was 
a natural evolution from the early days of computing. 

The first computers came into being only through the combined efforts of teams 
of scientists and engineers. To make these machmes economically feasible, their 
power was shared. Computing time was parceled out around the clock. Because not 
everyone who needed computer power could afford the great expense of building 
one, connections were made from the central computer to remote terminals to al- 
low access. 

While the advent of computer power was welcomed by many companies and gov- 
ernment institutions, the original centralized, multiple-user systems had several dis- 
advantages. They imposed a need for coordination between the different users. 
Sometimes t h s  meant scheduling work for certain times of the day. Often it meant 
uniform procedures were centrally imposed. Making changes to improve programs 
required consensus, followed by lengthy programming efforts to achieve changes 
that often were outdated before they could be implemented. Individuals eager to ap- 
ply computer power to their specific tasks found this restrictive. 

The PC Arrives 

When the personal computer appeared, it promised to free computer users from 
central authority and restrictions. Individuals could set their own work timetable 
and no longer had to wait for a free terminal. Users who were wdling to learn how to 
run the personal computer could organize their data in a way that made sense to 
them and make immediate changes to system design and procedures rather than 
submit changes to lengthy approval-and-implementation processes. However, the 
early models of personal computers were limited in their storage capacity, and this 
seriously hampered their ability to cope with tasks such as database management. 

In the early 1980s, the advent of hard disks that worked with small computers of- 
fered increased storage and opened up new applications. However, at that time, 
these disks were perceived as expensive. For example, in 1983, you had to pay about 
one-and-a-half times as much for a hard disk drive as you did for the computer itself. 
At this price point, the idea of sharing a disk between computers made sense. 

The Network Idea 

In addition to the savings that it offered, the idea of sharing a hard disk appealed to 
some systems managers because this is the way earlier computers had worked- 
sharing large storage devices between many users. Thus early attempts to connect 
personal computers into a network had both economic and philosophical justifica- 
tion. Although there clearly was going to be a cost involved in connecting computers, 
it was thought that this would be offset by the sharing of hard drive costs. One of the 
first personal computer networks was Ornninet from Corvus. It was introduced in 
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1981 and primarily designed to provide multiple-user access to a central hard disk 
drive. Along with the central hard drive, you could have central tape backup facili- 
ties, thus providing protection against data loss for all users. 

The cost of networking could be further offset by the savings from additional 
printers. In the early 1980s, a good letter-quality printer could cost more than a com- 
puter system. Because nobody prints all of the time, people sought ways to make 
greater use of printers shared between workers. Several personal computers with 
floppy disks networked together and sharing a common printer and a hard disk were 
seen as an economic alternative to everybody having their own hard disk and printer. 

There were other reasons for wanting to network users together. Almost as soon as 
individuals found uses for the personal computer, they had need to share the data be- 
tween several people. Consider a simple database of clients. The person who designed 
the database might want someone else to type in the existing client list. mical ly this 
meant giving up the computer so that the typist could enter the information. The al- 
ternative was to have the data entry done on another computer and transferred back 
to the original by means of copying to and from floppy disks. Thus was born the mfa- 
mous "sneaker net" that saw people swapping disks from machine to machine. When 
the clients have been entered into the database, several people might want to sort the 
list and print out their own copies: more sneaker net as copies of the database prolif- 
erated to different computers. The benefits of wiring everybody together quickly be- 
came apparent. 

A further reason for wiring personal computers together was the need to transfer 
data between disslrnilar machmes. Early personal computers for business came from 
several different companies, each with their own system of managing files. Early 
users of personal computers saw the potential of a network of computers to over- 
come the problem of data stored onto disk by one company's computer not being 
readable by another company's system. There also were hopes that networks would 
facilitate access to data stored on large computers. If users of small computers could 
share a single link to a large computer, it would increase the cost effectiveness of 
such a link. 

More Reasons to Connect 

The circumstances that gave rise to the desire to network personal computers have 
changed somewhat since the early 1980s. The price of letter-quality printers and 
hard disks has declined significantly. This means that it is more feasible for everyone 
to have a hard disk and some form of printer. However, the economics of sharing de- 
vices have not gone away. Some printers, such as high-resolution and color models, 
remain relatively expensive, and there stfl is a strong economic argument for shar- 
ing these and other devices, such as typesetters, CD-ROM jukeboxes, and Internet 
connections. 

Although the relative cost of some equipment has changed, today's networks still 
are based on the idea of sharing. They allow users of connected computers to share 
the elements of storage space, data, and peripherals. 

Another way in which the sharing of data is becoming more important arises from 
the snowball effect of computerization: The more people who have computers, the 
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more data there is on computers that needs to be shared. More and more users want 
to connect to mainframes-the large centralized systems that many companies and 
government institutions still use to accumulate data. There also is a need to connect 
networks with other networks. 

The LAN Arrives 

When the first networks were designed, the traditional paradigm of the central com- 
puter still was very influential. Early systems envisioned one particularly powerful 
personal computer supporting a number of less powerful machines. The powerful 
computer would have the expensive hard disk and would be the centralized storage 
for the network and be dubbed the file server, as shown in Figure 1.1. 

In the first personal computer networks, this file server spent all of its time serv- 
ing and was called a dedicated network server or dedicated file server. Ornninet 
and Novell's first NetWare followed this pattern. Later networks-such as Apple's 
Appleshare, Sheep' LANtastic and Microsoft Windows NT-also can be configured 
so that one machine acts as a file server. However, they also can be arranged so that 
all machines participate in the sharing of resources. This arrangement is known as 
peer-to-peer networking. Other examples of peer-to-peer networks include Per- 
sonal NetWare and Windows for Workgroups. 

Network client Network client Network file server Diskless client 
or workstation or workstation or workstation 

No local hard drive Hard drive can be Large drives with Boots from ROM Printer is shared 
as PC can boot from used to boot PC as tape backup unit instead of hard or as a network 

floppy disk. well as local storage. are remote to the floppy drive. device. 
network clients. 

Dumb terminals Intelligent workstations Intelligent 
share processing workstations 

Some of the 
processing 

on the server 

mainframe model Peer-to-peer model Distributed processing model 

Figure 1.1 Network arrangements 
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A personal computer that is attached to a network to use the storage and com- 
puting power of a server is called a client. As you can see from Figure 1.1, a typical 
client computer might consist of a keyboard, monitor, and system unit with a single 
floppy disk drive and network interface. 

A client computer often is referred to as a workstation. A workstation might have 
luruted storage of its own but usually will have at least a floppy disk from which it can 
read files. The workstation's floppy disk also is used when the system is turned on. A 
boot disk with the operating system and the programs connecting the client to the 
network-the sign-on procedure-is placed in the drive. For some networks, you can 
buy client computers without disk drives. These are referred to as diskless worksta- 
tions, and they have their sign-on procedures stored in ROM or nonvolatile RAM. A 
dxkless client computer or workstation thus has no data storage facilities of its own. 

You might wonder what distinguishes a client computer or workstation from a 
computer terminal. The usual distinction involves the processing power of the 
client. Although a diskless client does not have storage facilities, it does have com- 
puting power, which a terminal does not. When performing a task, the client can use 
both programs and data that are stored on a file server, but the processing of data is 
done on the client by the client's CPU. You can see t h s  distinction in Figure 1.1. 

Communication between users and computers usually follows one of three mod- 
els. The early model is the dumb terminal connected to a powerful central com- 
puter. The client/server network model has intelligent terminals-machines that 
have their own computer power-borrowing storage and other resources from the 
server, which is a computer that usually is more powerful that the clients it serves. 
The third model is peer-to-peer communications, in which each computer has 
client and server capability. This sometimes is referred to as a distributed network 
architecture. These three arrangements are diagrammed in Figure 1.1. 

Two more terms useful in describing network operations are local and remote. 
From the perspective of a workstation on the network, resources such as hard drives 
and printers that are attached to the file server or other workstations are described 
as remote. Resources that form part of the workstation are local in terms of that 
workstation. Tlus is diagrammed in Figure 1.1. 

Topologies 

Several possible arrangements of machines in a LAN are referred to as topologies. 
One type is essentially a circle and usually is referred to as a ring topology. Another 
arrangement is a star topology configuration. This is diagrammed in Figure 1.1, along 
with the trunk or bus topology. The physical size of a local area can be extended sig- 
nificantly through the use of bridges and gateways. A bridge is a combination of hard- 
ware and software that enables you to connect one LAN to another and communicate 
across the connection as though it was a complete entity. The LANs being connected 
can be of the same kind, or they can be two different types of LANs. A gateway pro- 
vides a network with a high-speed communication link to a large computer or a larger 
and external computer network. By means of the gateway, which usually is a combi- 
nation of hardware and software, users on the network can access data and software 
on the large computer just as though they were directly linked to it as a terminal. 
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Network Protocols 

As stated earlier, commands that control communications often are referred to as 
protocols. Software commands that are supposed to work across a network must 
conform to the appropriate network protocols. Various companies have developed 
protocols. These tend to have names that sound like specific products when they ac- 
tually refer to a general technology rather than a single piece of hardware or soft- 
ware (i.e., they are systems used to enable communication between computers, not 
software programs that manage such communication). 

ARCnet 

Ethernet 

Datapoint's ARCnet originally was developed in the 1970s as a network for mini- 
computers-computers that are between mainframes and personal computers in 
terms of power and the number of users supported. Many vendor companies have li- 
censed the ARCnet technology, and many brand names of ARCnet are available for 
personal computers. 

One of the most popular network systems is Ethernet, which originated in a joint 
project of Digital Equipment Corporation (DEC), Intel Corporation, and Xerox Cor- 
poration. Most major computer companies offer Ethernet-based networks (although 
IBM has long been a hold-out in this field). Ethernet was not developed originally as 
a personal-computer network; however, in 1983, the 3COM company introduced its 
Etherseries network for personal computers. In simplest form, Ethernet is a stan- 
dard method of connecting computers. Network software, such as Novell and Win- 
dows for Workgroups, will run on networks that follow the Ethernet standard. 
Connecting PCs to Ethernet cabling requires an Ethernet adapter or interface card 
and Ethernet driver software. Unix-based computers often come with a bdt - in  
Ethernet interface. 

Token ring 

In 1983, IBM announced a wiring system for networks called the token-ring stan- 
dard. However, the IBM PC network that was released in 1984 used technology from 
a company called Sytek and did not follow token-ring standards. IBM &d agree with 
Microsoft to incorporate network support in version 3.1 of the IBM PC operating sys- 
tem (called PC-DOS if you buy the IBM brand and MS-DOS if you buy the generic of- 
fering from mcrosoft). All subsequent versions of DOS have maintained this network 
support. IBM's first actual token-ring network products were released in 1985, and 
networks based on t h s  standard now are quite widespread. Both the IBM PC network 
and the token ring support a set of protocols called NETBIOS. 

Apple's network 

Almost from the first model, the Macintosh line of computers from Apple have come 
with a hardware interface to LocalTalk, a low-cost cabhg  system. Apple uses Lo- 
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calTalk to connect Laserwriters to Macintoshes, and the software that drives com- 
munications over LocalTalk cabling is built into the Macintosh system software. The 
LocalTalk driver is referred to as AppleTalk or, more formally, the AppleTalk Network 
System (ANS). AppleTalk's seven-layer architecture is similar to the Open Systems 
Interconnect (OSI) model established by the International Standards Organization 
(180). AppleTalk supports peer-to-peer communications between networked de- 
vices. Appleshare is a network product that uses LocalTalk cabhg  and AppleTalk 
protocols. 

By building network support into the Macintosh, Apple gave a big boost to the 
whole idea of networking in the office, preparing for the day when all manner of com- 
puter resources would be tied together for greater productivity. Indeed, although 
the LocalTalk connection is built into Macintoshes, the AppleTalk protocol can run 
on other media. Techrucally defined, LocalTalk is shielded twisted-pair wiring. Ap- 
pleTalk also wdl run on unshelded twisted pair, such as Farallon Computing's 
PhoneNet, on Fiber-optic LAN from DuPont Connector Systems, and on Ethernet 
coaxial cabling. 

NOS: Network Operating Software 

Once you have cabled your computers together, you need a software program to 
manage the communication between machines. This is referred to as network oper- 
ating software (NOS). Typical examples are NetWare from Novell and Microsoft 
Windows for Workgroups. When the NOS is loaded in a computer, it catches all of the 
commands that are addressed to the operating system (e.g., DOS on the PC or 
MacIOS on the Macintosh). The NOS examines the command and passes it on to lo- 
cal equipment or to remote systems.. 

Suppose you are using a PC running a NOS and you issue a command to open a file 
that is on a Macintosh on the same network. The NOS takes the DOS command to 
open a file and translates it to a Macintosh operating system command that means 
the same t h g .  As a user, you see nothing of t h s  activity except the result: the re- 
mote file loaded into memory on your machine. 
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Securing Safe Software 

W.E.B. connection: http://www.ncsa.com/pclan/appxj.html 

Software is what turns an overpriced doorstop into a desktop publishing system, a 
budget analyzer, or a corporate databank. When you are putting together a personal 
computer system, it is not unreasonable to budget at least as much for software as 
for hardware. However, many users are reluctant to spend their money in these pro- 
portions for several reasons: 

Low perceived value-Hardware looks and feels like it is worth more than software. 

Lack of real value-Many purchasers of full-price software have been disappointed 
by the level of support that they have received. 

Nobody pays the price-Seeing friends or competitors saving money by violating 
license agreements with apparent impunity is a big encouragement to follow suit. 

Legitimate Code 

The result is a strong temptation to use bootleg software, otherwise known as pi- 
rated or unlicensed programs. However, using bootleg software can lead to all 
manner of problems, most notably virus mfection, embarrassing fines, and prosecu- 
tion. All of these are clearly a threat to peace of mind, personal security, even the vi- 
abihty of your company. In this appendix, I discuss the best way to obtain software 
that is free from malicious code. 

If you obtain your software from a reputable source and observe the terms of the 
software license agreement, you stand to gain a lot, includmg: 

Software that is almost certainly virus free 

Warranty rights 

Support rights 
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Proper documentation 

Freedom from blackmail 

A righteous feeling 

Most users should be able to recognize illegally copied software. This ranges from 
casually copied disks with hand-written labels, passed on by a friend or associate, to 
crude copies of original packaging. The latter are rare in Europe and the U.S. but are 
quite common in what were Eastern Bloc countries as well as the Far East. The for- 
mer have been encountered by most of us at one time or another, accompanied by 
statements like: 

"Here's that game program I was telling you about." 

"Go on, take it. It's only a copy." 

"Just copy this utility onto your hard disk. You'll love it." 

Essentially there are only three types of software that can be legitimately shared 
without immediate payment: public domain, freeware, and shareware (note that, al- 
though the last of these can be copied freely, payment is required for continued use). 
The bottom line is that it costs money and effort to create software. Trylng to save 
money by using illegal copies is a risky business (if you do use a bootleg disk that 
turns out to carry a virus, you will find very few people sympathetic to your plight). 

Bootleg software is a problem for companies even if they have strict rules about only 
purchasing legitimate software. The increasing use of computers to work at home, in 
the everungs, and on weekends means that bans on usmg bootleg software have to be 
observed at all times. If you take the laptop home and load up a bootleg game dlsk that 
your kid brought home from school, you could mfect a computer that then returns to 
the workplace, where it proceeds to infect others. T h s  is not to say that all bootleg 
software is riddled with viruses or that friends and associates will knowmgly mfect 
each other's computers; however, viruses are hard to detect without a proper antivirus 
regimen, and an infection can be passed quite unwittingly. The best rule of thumb is to 
insert no disk into your computer unless you know exactly what is on it, where it has 
come from, and who you can complain to if it turns out to be mfected. 

A Software Scenario 

Many personal computer users tend to overlook the fact that there is a lot to a soft- 
ware package besides a manual and some disks. A good package might include tele- 
phone support, news of future releases, and a favorable upgrade policy. From a 
security perspective, the bottom line is that there are better ways to save money 
than using stolenhorrowed goods, ways which pose less potential threat to your se- 
curity and that of your data. A simple scenario can illustrate this. 

Suppose you manage 20 personal computer users. You want them all to run Wirnp- 
Writer, which lists for $495. Street price is $350. Buying one copy for each user will 
cost $7000. You buy bootleg versions for $30 each. You save $6400. Suppose you get 
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a virus infection from the bootleg disks. Half of your systems are affected before it is 
stopped. The data on 10 hard disks must be recovered, and you have to call several 
clients and tell them that the data &sk you sent them was infected. Is this worth 
$6400? The question is even easier to answer when you discover that, if you had ap- 
proached the makers of Wimpwriter, you would have been able to negotiate a site li- 
cense for around $3000, including several days of onsite training, free upgrades to 
the next version, and special h o t h e  support. 

Software Sourcing 

Security comes at a price. No matter what route you take to obtain safe software, it 
is likely to have a hgher initial cost than unsafe software. The following are some of 
the proven methods of obtaining software together with comments on their risks rel- 
ative to malicious code. 

Do-it-yourself 

The one way to be absolutely sure of the contents of a computer program is to write 
it yourself. In the early days of personal computing, many users did just that. How- 
ever, this is an impractical source for most users. Writing programs involves skills 
and knowledge that many users do not have the time to acquire. Even professional 
programmers rarely work "from the ground up" when writing commercial software. 
Most commercial programs are application software-that is, they work with an ex- 
isting operating system and allow the operating system to handle most of the basic 
inputloutput functions. 

Beyond that, many programmers make use of routines, algorithms, and libraries 
that were developed by someone else. This saves a lot of time and effort. Building 
parts of the program from standard blocks of pretested code is undoubtedly effi- 
cient. However, it does mean that the programmer has to assume the code to be free 
of malicious elements. Indeed, the programmer who uses someone else's program- 
ming language has to assume that the language itself is safe. 

Hire a programmer 

Instead of writing your own programs, you can pay someone to write one for you, 
either as an employee or as a contract worker. As soon as the task is assigned to some- 
one other than yourself, an element of trust enters the picture. Ths can be approached 
from a personal angle and a professional one. A solid contract with the programmer is 
essential, as is a good working relationshp. If the programmer is an employee, you 
should own the full rights to the software developed on your time. Full-time program- 
mers are an expensive proposition for small organizations. A short-term contract pro- 
grammer might be a better proposition. However, there might be an extra charge if 
you want the rights to the source code developed by the programmer. A good com- 
promise is to have a copy of the source code deposited with a third party, such as a 
lawyer, as insurance against such eventualities as the bankruptcy or death of the pro- 
grammer. Ths  also provides a measure of protection against malicious programming. 
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Software houses 

Rather than hire a programmer directly, you can contract with a group of program- 
mers, known as a software house, for a piece of software. Your protection here is the 
reputation of the software house, its quality-control procedures, and a solid contract 
specifymg redress against any malicious elements in the resulting program. Even so, 
it still makes sense to bargain for a copy of the source code or to have it deposited 
with a third party. 

Off-the-shelf 

For many users, both corporate and individual, off-the-shelf software would appear 
to be the most cost-effective source of software and one that is reasonably safe. For 
general-purpose programs, such as word processing, t h s  impression is probably cor- 
rect; however, when it comes to more complex tasks, such as accounting, there are 
definite tradeoffs in using canned software. 

Beyond a point, ready-made programs do not allow you to make the necessary 
changes to adapt the program to your own precise needs. Some database-manage- 
ment programs, such as Borland Paradox or Microsoft Access, are virtually a pro- 
gramming language in their own right, allowing the development of sophisticated 
programs. This again raises the questions of who is to do the programming and how 
reliable the results wdl be. 

Other off-the-shelf programs, such as spreadsheets and word processors, have 
macro features that make possible customized operations, but these require a lot of 
work to be reliable. Spreadsheets or automated word-processing documents de- 
signed by nontechnical staff might lack the security features normally built into pro- 
fessionally written applications (e.g., the Word macro virus described in chapter 9). 
As with any build-it-yourself program, customized spreadsheets raise questions of 
support and maintenance. 

Further Software Precautions 

You also should consider some additional factors when acquiring software. Even if 
you are opting for off-the-shelf software, you can take certain steps to make the ac- 
quisition less dangerous. 

Have faith 

Buying off-the-shelf software means putting your faith in the integrity, longevity, and 
vigilance of the vendor. These factors make a strong argument in favor of products 
from established companies with a good track record of customer support. 

Use caution 

Not purchasing the very latest in software has advantages. Usually, software pub- 
lishers are under intense pressure to meet preannounced s h p  dates for new prod- 
ucts or new versions of old products. This pressure can lead companies to ship a 
product that is not quite ready. Recipients of this "first run" act as guinea pigs, just 
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like the first people to buy a new car model. The manufacturer typically takes care 
of this with bug fixes, patches, additional drivers, and other such techniques. The 
early buyers have to deal with these retroactively, while those who buy a month or 
so after initial release usually find they have been incorporated into the product, 
which now is "stable." 

Source code 

You are very unlikely to get a copy of the source code of a commercial software pack- 
age. Normally, you have to take it on faith that nothing evil is lurking in the code. One 
way to find out how well a piece of software is performing is to check out the online 
support. For example, if you visit the CompuServe forum that supports a particular 
program, you can read messages from people seelung assistance and thus assess 
how serious the problems are. (For vendors, this works both ways. Anyone who 
managed to get into the Microsoft Windows 95 forum in the first few weeks could see 
that installation was fraught with problems. However, I purchased a Compaq Con- 
certo on the strength of positive messages from users in the Compaq forum.) 

Signed, sealed, delivered 

Whenever you acquire new software, you should make sure that all of the disks are 
in a sealed envelope/bag/sleeve. The disks also should arrive write-protected. You 
might find that some master disks are not write-protected, usually because of an in- 
stallation procedure that requires writing to the original disk. This should be avoided 
if at all possible. Obviously, disks that are shipped in a write-enabled state are more 
susceptible to virus infection. 

(Amazingly, I wrote t h s  back in 1990. Yet, in 1995, Microsoft still was learning this 
the hard way: users upgrading to Windows 95 from floppy disks had serious virus 
problems arising from disks that were not write-protected.) 

Registration 

Whenever you purchase legitimate copies of software, you should register them with 
the vendor. This establishes the connection between user and vendor. All responsi- 
ble vendors encourage product registration, and some even offer incentives to en- 
courage users to register. The vendor then can provide news of product upgrades, 
enhancements, and add-ons. More important still, problems with the product, such 
as bugs or malicious code, can be communicated directly to users as soon as they are 
discovered. 

Centralized distribution 

Users who manage other users might want to consider centralizing the distribution 
of software. If all software that goes onto the organization's computers is centrally 
screened for viruses, there is far less likelihood of infection. If instituted, such a sys- 
tem should apply to both original installations and upgrades. 
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A further safety measure is to make copies of original programs as soon as the me- 
dia arrive, then place the copies in the keeping of a third party. You might even have 
the third party witness the copying. Apart from providing a useful backup, t h s  pro- 
cedure ensures that, if the program is ever suspected of starting a virus infection, 
you have proof of the source of the infection. 

Beware unsolicited disks 

The sad fact is that any unsolicited disk could be carrying a malicious program. As a 
general rule, a disk that you ask for is safer than one that is unsolicited. Any chsk that 
you do not pay for and any disk that is not distributed in a sealed package with a proper 
warranty statement should be checked for malicious code. This m a n s  Trojan horses 
as well as viruses, and virus scanners cannot f ind unknown Trojan horses. 

Downloading 

Only download from reputable sources, and check regularly for news of any prob- 
lems with software that has been made available. If possible, test software using the 
procedures described in the next section, and make sure that you have a virus de- 
tector installed. 

The safety test 

Suppose you have just received a disk or downloaded a file that is supposed to con- 
tain the most useful operating system utility that you can imagine. What procedures 
should you use to check that the disk is genuine and poses no threat to your pro- 
grams and data? By using one or more of the following techniques, you should be 
able to weed out most malicious disks. 

Before installing, copying, or booting from a newly arrived disk, examine it with an 
antivirus program. If it passes this test, you might want to install and run the pro- 
gram. If you have just one personal computer at your disposal and if it has a hard 
disk, you first should make sure that your hard disk is backed up. Then make a 
backup copy of the new disklprogram. At this point, you can proceed. 

In offices with several computers, a lot can be said for designating one as a guinea 
pig-a test machine where new software can be run without fear of further infection. 
This machme should be run in isolation from all others-that is, it should not be con- 
nected to a network. 



Appendix 

Appraising Microsoft AV 

The following article was written by Y. Radai at the Hebrew University of Jerusalem, 
Israel, shortly after MS-DOS 6 was released. It is reproduced here by kind permission 
of the author, who can be reached at radai@vms.huji.ac.il. While Microsoft might 
since have taken care of some of the problems and shortcomings reported in this ar- 
ticle, Microsoft's approach to the product can be seen as indicative of the company's 
propensity to underestimate both the importance and complexity of security issues. 

The Antiviral Software of MS-DOS 6 

Microsoft recently released its long-awaited Version 6 of MS-DOS. For the first time, 
DOS comes with antiviral software. The very fact that such software is supplied with 
DOS makes it likely that it wd1 become one of the most widely used AV packages in 
the world and the de facto standard, regardless of its quality. Precisely for this rea- 
son, it will be specifically targeted by virus writers. If there are any weaknesses what- 
soever in the software, they will be ruthlessly exploited by these people. Partly for 
t h s  reason and partly because many reviewers of AV products seem to be quite un- 
aware of weaknesses due to security holes, much greater emphasis will be placed on 
such loopholes in this evaluation than is customary in most AV product evaluations. 

Microsoft's Anti-Virus software for MS-DOS (this review will not cover Anti-Virus 
for Windows, even though it is included in the software and manual for MS-DOS) 
consists of two programs: MSAV and VSafe. Anyone familiar with Central Point's AV 
programs, CPAV and VSafe, will immediately see the resemblance, and this resem- 
blance is by no means coincidental. (This is not the second, but the third incarnation 
of what is essentially the same software. The original was Turbo Anti-Virus of Carmel 
Software Engineering, Israel.) 

Actually, Microsoft's AV software lacks several important features of Central 
Point's, such as the BootSafe program, and MSAV is not quite CPAV. Basically, how- 
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ever, we are dealing with the same software. Except where otherwise noted, almost 
everything written below about Microsoft's software applies equally well to Central 
Point's. Together the two programs perform the most common AV functions: 

Scanning for known viruses 

Removing of known viruses 

Integrity checking 

Generic monitoring of program execution for suspicious activity. 

VSafe is a resident program, while MSAV is not; thus the last function can be per- 
formed only by VSafe. On the other hand, only MSAV performs the second function. 
The other two functions are performed by both programs. The main difference is 
that MSAV performs them on many files at a time but only when specifically re- 
quested, whereas after VSafe is loaded, it performs them automatically on each pro- 
gram that is about to be executed. 

MSAV 

As stated earlier, MSAV is a nonresident program that scans for known viruses and 
disinfects infected files if desired. Optionally, it also creates and verifies checksurns 
(both options being on by default). MSAV can be activated either interactively (via a 
menu) or in batch mode (via command-line parameters). If it is activated without 
parameters, the interactive interface is used, although this can be suppressed, if de- 
sired, by means of the parameter / P. Moreover, in interactive mode, MSAV can scan 
only entire drives (this is in contrast to CPAV, with its graphic directory tree). How- 
ever, one can lirmt the scan to a desired directory or file by specifymg it as a param- 
eter of MSAV: 

MSAV [ d r i v e :  I [ p a t h ]  f i l e n a m e  [ o p t i o n s ]  

Note that, although this is not mentioned explicitly, wildcard notation within the 
filename is not recognized. (This fact is connected with a serious bug, which will be 
described below.) 

When used interactively, MSAV displays a simple and pleasant-looking menu that 
contains five choices: Detec t ,  Detec t  & Clean, Select  new d r i v e ,  Options,  and 
Ex i t .  There are nine options that can be enabled or disabled, of whch the most irn- 
portant are: C r e a t e  New Checksums, V e r i f y  I n t e g r i t y ,  An t i- S tea l th ,  and 
Check ~ l l  F i l e s .  If users change any of the options (or if they even enter the main 
menu), they will be asked, when they try to exit MSAV, whether they want to save the 
new configuration. If so, a 248-byte file named MSAVJNI wdl be created or modified 
accordingly. (In addition to the nine interactive options, t h s  file also includes Fas t  
Detec t ion ,  Auto Save, and De tec t ion  Only. The last of these prevents the user 
from selecting the Detec t  & Clean option from the Options menu, but the other two 
seem to have no effect.) Some of the options (for example, Crea t e  New Checksums 
and v e r i f y  I n t e g r i t y )  refer to VSafe as well as to MSAV. 
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Performance. How good is MSAV'S scanner? Naturally, scanning percentages have 
begun to appear only recently for MSAV, but it would seem natural to suppose that it 
would score at least as well as CPAV Ver. 1.4. Curiously, MSAV (as shipped, without 
updates) scores lower than CPAV! The May 1993 issue of the Virus Bulletin reports 
that, whereas CPAV 1.4 detected 98.1% out of a certain relatively small suite, MSAV 
detects only 95.3% of the same suite. Using a much larger suite (2015 viruses), the 
VSUM "certification" of April 28,1993 shows that CPAV 1.4 detected 59.4% and MSAV 
only 53.1% (gth and loth places in a field of 10, in whch the leader detected 93.2%). 

Unfortunately, scanner comparisons such as this must be taken with a grain of salt, 
because if one developer has access to the test suite used in a given comparison, that 
product vclll have an unfair advantage over the competition. Also, some such compar- 
isons do not use the latest version of the scan patterns in the case of all of the scan- 
ners, creating another source of unfairness. Therefore, you should never rely on a 
single comparison alone. In another comparison (Virus Bulletin of January 1993), 
CPAV 1.4 detected 97.7% of its "In The Wild" suite (12th to 13th place out of 18 scan- 
ners) and 90.0% of its "Enlarged" suite (14th out of 18). (These test suites comprised 
128 and 783 viruses, respectively.) It is clear that MSAV would have scored even lower. 

Similarly, preliminary results of the Virus Test Center in Hamburg show that MSAV 
detects only 61% of a suite of 2300 viruses, compared to three other scanners, which 
scored 99%, 98% and 90% (these figures are only approximate), and that detection 
is sometimes inconsistent (e.g., MSAV detects some, but not all, mfections by V2P6 
and Anthrax). Not only are these results rather disappointing, but it also should be 
noted that, unlike several other scanners, MSAV does not detect viruses in exe- 
cutable files that were subsequently compressed (for example, by LZEXE or PKLite). 

Speed. Before starting its file scan, MSAV scans memory (except if asked to scan only 
a single file). I found that this took 27 seconds on a 386SX computer. (Another scan- 
ner that I use requires only 7 seconds for t h s ,  yet seems to be no less reliable.) In my 
opinion, this is unacceptably slow. After the memory scan finished, I found that it took 
an additional 18.8 minutes to scan 40MB of files (with Create New Checksums and 
Verify Integrity both disabled). This also seems a bit slow. I'm quite sure that the 
great majority of users who choose to insert the h e  MSAV / P in their AUTOEXEC.BAT 
file (as suggested on page 69 of the Upgrade manual) will soon remove it. 

Defaults. In general, it's quite important which setting of each option has been se- 
lected by the developers of any product as the default, because that is the setting 
that most (unsophisticated) users will continue to use. The Create New Checksums 
and Verify Integrity options are on by default, which was a reasonable decision. 
However, the reasoning behind the defaults Anti-Stealth=Of f and Check All 
Fi les=On is quite beyond my comprehension. According to the documentation, the 
~nti-Stealth option causes MSAV to use low-level techniques to detect changes 
to files when integrity verification is performed. 

Because the presence of an unknown stealth virus in memory when integrity 
checking is performed could distort the results, it seems essential to enable this op- 
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tion when booting is performed from the hard disk, as it usually is. Yet by default, this 
option is off. According to the online help, this choice of default is to avoid "a small 
performance penalty." However, when I tested it (with the Verify Integrity op- 
tion enabled), I found that turning ~nti-steal th on actually reduced the file 
scanning time by 20% to 33%! Perhaps there exists some configuration for which 
there is some performance penalty; however, if so, I have been unable to find it. 
Therefore, assuming that enabling this option actually produces the effect that it 
claims, it is difficult for me to understand why it should ever be disabled, let alone be 
disabled by default. 

Turning the Check All Files off means that only files with specific extensions 
(EXE, COM, and six others; the list is not customizable by the user) will be checked. 
On a directory or drive with many nonexecutable files, this will save a great deal of 
time. Therefore, it is a mystery to me why the default for this option is On. It is true 
that there are a few viruses, such as Frodo, that infect certain types of nonexecutable 
files; however, it wouldn't be hard to program the scanner to check such types of files 
in the special case of those few viruses, thus adding very little time to the scan. 

To summarize, the default for the ~nti-Stealth option is o f f ,  at great risk, to 
(supposedly) save a little time, while the default for the Check ~ l l  Files option is 
On, thus increasing the time by a large factor, even though this adds practically no 
security. 

Unfortunately, if the users want to alter any of the options, he or she cannot do it 
from the command line. What, then, is the user to do if he or she wants to temporar- 
ily alter one of the options when anything less than an entire drive is to be scanned 
(i.e., a directory or file, which, as mentioned earlier, can be requested only as a com- 
mand-line parameter)? One way is to activate MSAV interactively, change options, 
save them, exit MSAV, then call MSAV with a path or file specification, and finally re- 
enter MSAV interactively and reset the options. Fortunately, there is a slightly less 
tedious way of doing this: The previously mentioned file MSAV.IN1 is a normal ASCII 
file. Therefore, the user can edit it before and after executing MSAV. Although this is 
somewhat simpler, providing these options on the command line still would be more 
convenient. 

When used in interactive mode, MSAV provides function keys for partially context- 
sensitive help in hypertext form (Fl) and a list of viruses that MSAV recognizes (F9). 
The current version of MSAV requires about 418K of memory to run at all and about 
27K more if you want to use the Help option or see the list of recognized viruses. The 
MSAV.EXE file currently is about 168K in size (after compression by LZEXE). 

Updates. No scanner is worth very much if its list of scan patterns is not frequently 
updated to detect newly written viruses and new variants of old viruses. Thus Mi- 
crosoft had to arrange for some means of obtaining updates for MSAV and VSafe. Ac- 
cording to the manual, a user can obtain "signatures" of new viruses for MSAV by 
downloading them from a certain BBS, which turns out, unsurprisingly, to be Central 
Point's. However, this only allows detection of new viruses, not their removal. To be 
able to remove them, it is necessary to update the software. The manual contains two 
coupons for obtaining Virus Protection Updates (one to be shipped at once, the other 
in 3-4 months) at a cost of $9.95 each for US. residents and much more for others. 
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Just how much subsequent updates will cost or how often new versions will be 
made available is not stated. My guess is that the great majority of Microsoft's users 
d find it too inconvenient and/or too expensive to obtain updates regularly. (To ap- 
preciate what failure to update implies, it has been estimated that close to 10 compa- 
nies released shrink-wrapped software infected with the Michelangelo virus simply 
because they hadn't bothered to update their AV software.) 

As with any other known-virus scanner, even if updates are obtained regularly, 
there will necessarily be an interval of several months between the time that a new 
virus (or a sufficiently modified variant of an old one) appears and the time that 
users can obtain the update necessary to detect and remove it. That is one reason 
why generic detection is so important in an AV package. The most common generic 
techruques are integrity checking, resident monitoring, and heuristic scanning. Mi- 
crosoft supplies software for the first two measures, and it is to these that I now turn. 

VSafe 

VSafe is a resident program that checks for several types of suspicious activities: 

1. Warns of attempts to low-level format the hard disk. 

2. Warns of attempts to stay resident @y standard DOS methods). 

3. Warns of attempts to write to the hard disk. 

4. Checks executable files for known viruses when such a file is opened (by DOS) 
and prevents execution if a virus is found. 

5. Checks diskettes for known boot-sector viruses whenever a diskette is accessed 
and warns the user. 

6. Warns of attempts to write to the hard-disk boot sector or MBR. 

7. Warns of attempts to write to a diskette's boot sector. 

8. Warns of attempts to modify executable files. 

By default, 1 and 4 through 6 are on; the other options are off. Regardless of the 
settings of these eight options, the program also scans each program that is about to 
be executed for known viruses (although this is performed in a faster and less so- 
phisticated manner than in MSAV; in particular, it does not use any anti-stealth tech- 
niques), scans the boot sector of the diskette in drive A: when Ctrl-Alt-Del is 
pressed, checks the hard-disk boot sector and the Master Boot Record when VSafe 
is loaded, and (optionally) performs integrity checking. 

Operations. When VSafe finds reason to sound an alarm, it usually gives the user a 
choice between Continue,  s t o p ,  or ~ o o t .  Ordinarily, VSafe vvlll be invoked from 
the AUTOEXECBAT file. It is custornizable (i.e., the command can contain parame- 
ters to indicate changes from the eight defaults andlor to indicate additional choices 
such as disabhg checksum creation). For example, if the user wanted to add op- 
tions 2 and 8 to the defaults, to turn option 6 off, and to disable checksum creation, 
he or she would use: 

VSAFE / 2 +  / 8 +  /6/D 
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After VSafe goes resident, its menu can be called up at any time by pressing Alt-V. 
(The hot key can be changed to any other Ctrl or Alt combination.) Any of the eight 
options can be toggled on or off at that time, making this one of the most convenient 
and flexible monitoring programs available. However, I find it most unfortunate that 
this toggling is not available for checksum creation and integrity checking also. 

If the user wants to unload the program at any time, he or she either presses Alt-U 
when the menu is up or types VSAFE /U at the command line. It should be noted 
that, if MSAV is activated while VSafe is resident, MSAV turns off the eight VSafe op- 
tions (to prevent double scanning). When MSAV finishes, it restores the original op- 
tions. (Actually, it does not always restore them; see the section "Bugs.") 

Testing. To test the generic features of VSafe without "interference" from its 
known-virus scanner, it ordinarily would be necessary to restrict oneself to new 
viruses for which scan strings have not yet been included. I took a different ap- 
proach. Many of the test viruses that I used were known, but I simulated unknown 
viruses by first zeroing out all of the scan strings inside of VSAFE.COM. Option 2 
turned out to be quite successful; it was able to detect all attempts to go resident by 
the viruses at my disposal (even though the mechanism used to detect this seems to 
be interrupt interception rather than actual memory residence). 

Option 8, on the other hand, performed rather poorly; there were several situa- 
tions in which it failed to note that an executable had been modified. In particular, 
when I deliberately allowed the Frodo virus (which MSAV calls the "100 Years" virus) 
to go resident, VSafe did not detect subsequent infections of files. Due to time con- 
straints, I was unable to test the other options thoroughly, but it is safe to assume 
that all options of VSafe (in fact, those of all other generic monitoring programs as 
well) can be bypassed by sufficiently clever viruses. 

As in the case of MSAV, I question the choice of default options. Why are options 
2, 7, and 8 off by default? True, false alarms will be sounded by option 2 if the user 
activates a legitimate resident program after VSafe has been loaded, by option 7 if he 
or she tries to format a diskette, and by option 8 under some other conditions (for 
example, whenever I tried to download an executable file to my PC by means of FTP, 
VSafe told me that "File xxxxxxx.xxx is about to be changed," even though there 
was no such file by that name before the download). However, in my experience, 
such false alarms were rare. Moreover, if a program that is about to be executed is in- 
fected by a virus that is unknown to VSafe, there is no possibility of preventing it 
from going resident, of infecting another file, or of Infecting a diskette's boot sector 
without option 2, 8 (or 3), and 7, respectively. 

In my opinion, the best way to handle such a confhct is to reduce the frequency of 
the false alarms by making further checks wherever possible and to set the defaults 
for such options to On. However, the program developers chose o f f  as the default 
settings of these options, apparently considering the risk of viral infection to be less 
than the annoyance of false alarms. 

If expanded memory is available, VSafe wdl load itself there (7K of conventional 
memory plus 64K of EMS memory). If expanded memory is not available but ex- 
tended memory is, VSafe loads into extended memory (23K of conventional plus 
23K of XMS); otherwise, it loads itself entirely in conventional memory (44K). There 
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are parameters to prevent loading in EMS or XMS memory if the user so desires. 
Usually the additional time required for VSafe to perform its checks is not noticed by 
the user. I did notice a delay, however, whenever I pressed Ctrl-Alt-Del, in which 
case VSafe requires a few seconds to check the boot sector of the diskette in drive 
A:, but this probably is unavoidable. 

Integrity Checking 

Integrity checking means detection of moMications in files and boot records. In prin- 
ciple, implementation of such a technique should catch subsequent infections due to 
almost any type of virus, known or unknown. In MSAV and VSafe, integrity checking 
is optional but is enabled by default. It can be controlled by the Create New Check- 
sums and the Verify Integrity options of MSAV and the /D option of VSafe. For 
any given file, the information recorded and checked by either of these programs 
consists of the date, time, attributes, and size of the file, plus a 16-bit checksum for 
this information. This information is stored in a database named CHKLIST.MS, 27 
bytes per file (12 bytes for the name, 2 for the file checksum, and 13 for the other in- 
formation, including a special checksum on the rest of the entry), in the directory in 
whch the file resides. (In the following description, I often will speak only of MSAV 
even though something similar usually applies to VSafe also.) 

If the Verify Integrity option is on and the checksum information already ex- 
ists in the database, the program computes a checksum of each file in its present 
form and compares the new information against the recorded information. If a mis- 
match is found by MSAV, an alarm is sounded and the user is given a choice between 
Update, Delete, Continue, and Stop, provided that MSAV is used interactively. If 
the Verify Integrity option is on, the program performs known-virus scanning 
only if the checksums do not match or if no checksum is stored for the file in ques- 
tion (except that, if the date of the CHKLIST.MS file is older than the date of the 
MSAV.EXE file, the checksums in CHKLIST.MS are ignored and are recreated if 
Create New Checksums is on). 

As a result, not only does integrity checking protect against unknown viruses, but 
checking usually requires much Less time when Verify Integrity is on than when 
it is turned off. It would seem, then, that there is never any reason to disable integrity 
checking. However, MSAV's implementation is such that this conclusion is not en- 
tirely true. One reason is the relatively large amount of disk space that the databases 
take up due to the unfortunate design decision to have a separate one for each di- 
rectory. For example, if a user has 150 directories on his disk, the databases will take 
up a minimum of 300K. Another reason is that, in practice, MSAVNSafe's checksum- 
rning is not completely secure (see "Security holes"), so the software might erro- 
neously decide that there is no mismatch and therefore skip the known-virus scan. 

Because of the first reason, MSAV has a command Delete Checksums that is 
available when the menu is up by means of a function key (F7). This deletes all of the 
checksum databases on the current drive to save disk space, at the expense of losing 
the integrity checking. Another MSAV option is called Create Checksurns on 
~loppy. The description goes as follows: "When t h s  option is selected along with 
create New Checksums, a CHKLIST.MS file is created for each directory on a 
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floppy disk as it is scanned. T h s  option is useful for creating checksums . . . of files 
on floppy disks before write-protecting the dsk." Wkule it is clear that the databases 
are to be created on a diskette, it is not entirely clear whether the files that are to be 
checksummed are those on the hard disk or those on that diskette. 

Some reviewers of CPAV have assumed, apparently without bothering to test it, 
that the former is the intended interpretation (this could greatly enhance security). 
However, in actuality, it is the latter that is the true intent. Note that, when a modi- 
fication is detected by MSAV or VSafe, the user is left to decide for hmself or herself 
whether or not the modification is due to a virus. There are other integrity checkers 
that apply heuristics to help the user to decide this. 

Peculiarities in the Documentation 

Concerning the Delete Checksurns command of MSAV, the online help contains an 
extremely curious passage: "For maximum confidence, delete the checklist files pe- 
riodically." The "periodically" part makes sense only if the user keeps the Create 
New Checksums option on (something that the online help advises him or her not to 
do). In that case, the databases will be built anew, except that, meanwhde some of 
the files might become infected so that the next time the checksums will be based on 
infected files instead of uninfected ones. How can deleting the databases possibly 
contribute to confidence? MSAV's online glossary defines a checksum as "a value de- 
rived from the executable file's size, attributes, date, and time." T h s  is not the way 
the term normally is used. 

Ordinarily, a checksum is derived from the content of the file. In actuality, MSAV's 
checksums are functions of the content also (albeit of only a small part of it; see "Se- 
curity holes"). The Upgrade manual (page 64) defines computer viruses as "pro- 
grams designed to replicate and spread." On page 65, viruses are divided into three 
types: boot-sector viruses, file infectors, and "Trojan horse viruses." The last type is 
defined as a type of virus that "is disguised as a legitimate program. . . . Trojan horse 
viruses are much more likely to destroy files or damage disks than other viruses." 
Aside from the unusual description of Trojan horses as a subset of the viruses, there 
are several very confusing (if not dangerous) consequences of such a definition and 
classification: 

It follows from this definition of a Trojan horse and that of a virus that all Trojan 
horses replicate. This is incorrect by any accepted definition of a Trojan horse; on 
the contrary, many people reserve this term precisely for malicious programs that 
do not replicate. 

The reader is left with the erroneous impression that Trojan horses do not reside 
in either files or boot sectors. (Where do they reside?) 

File and boot-sector viruses, as opposed to Trojan horses, do little or no damage. 
(As other people use these terms, both of these types of viruses can do a great 
deal of damage.) 
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Bugs 

MSAV displays the message "Invalid option" in certain cases where it is not at all ap- 
propriate. One example occurs if the user specifies the name of a nonexistent file on 
the command line. 

A much more serious bug is the following. I mentioned earlier that, if MSAV is ac- 
tivated while VSafe is resident, MSAV turns off the eight VSafe options and later re- 
stores them. Rather, it is supposed to restore them. I also mentioned that, while 
MSAV allows limiting the scan to a specified file, it does not support vvlldcard nota- 
tion. However, because this shortcoming is not mentioned specifically in the docu- 
mentation, it is natural for the user to assume that MSAV does support such notation. 

Yet if he or she activates MSAV with an asterisk within the file specification on the 
command line and the nonasterisked part matches at least one existing file, MSAV wdl 
display the message "Access denied" and return to the DOS prompt without per- 
forming any action. Meanwhile, however, MSAV has turned off the eight VSafe op- 
tions. The bug consists in the fact that, in this case, MSAV fails to turn the VSafe 
options back on again, so that although VSafe is stdl resident, the user is left with- 
out the protection of these options! Finally, it seems that there are bugs in the de- 
tection of MtE-encrypted viruses. The V i m s  Bulletin reports that MSAV consistently 
locks up after detecting 255 samples of such viruses. Also, Vesselin Bontchev of the 
VTC has found a file, which is created during generation of MtE replicants, that 
causes MSAV to hang when the file is scanned. 

Security Holes 

By a "security hole," I mean a way of circumventing the protection that a program is 
supposed to provide against attacks. I am aware of the following security holes in the 
generic features of VSafe and MSAV. 

Security hole 1. It's trivial for a virus to disable VSafe. All it has to do is load certain 
values into the AX and DX registers and call a certain interrupt (any one of three in- 
terrupts will do), and voilB, VSafe either has all its options disabled or is completely 
unloaded from memory (depending on the value loaded into AX), without the user 
being aware that his protection has disappeared! This trick (in its option-disabling 
form) is used by the Tremor virus. By their very nature, resident programs are more 
vulnerable than nonresident ones; however, to make the protection unloadable using 
a mere 8 bytes of code is making the job absurdly simple for the virus writers. It 
probably is only a matter of time until this and several other tricks that will be men- 
tioned later get incorporated into the various virus construction kits available in the 
virus "underground." 

Security hole 2. While VSafe's generic monitoring detects most viral modifications to 
already existing executable files, it does not detect creation of a new executable file 
(important for detecting companion viruses), modifications made to a file with a 
nonexecutable extension, or renaming of files. Thus a virus could alter the exten- 
sion of an executable file, infect it, then rename it back. It also could create an in- 
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fected file under a different name, delete the original file, and rename the infected 
file to the original name. The Suriv viruses use this technique. 

Security hole 3. Because the earliest that Microsoft's VSafe can be loaded is at the be- 
ginning of execution of AUTOEXEC.BAT (in Central Point's software, VSafe can be 
loaded as a device driver), it cannot be effective when the code in the Master Boot 
Record, the DOS boot sector, COMMAND.COM, the other system files, or device dri- 
vers is executed, hence it cannot prevent viruses in these regions from loading them- 
selves into memory. (Almost all of this is true of other generic monitoring programs 
as well.) This would not be so bad if MSAV could checksum the DOS boot sector and 
the Master Boot Record, but it does not. In Central Point's software, there is a pro- 
gram called "BootSafe" that compares these two regions against previously created 
copies. However, for some peculiar reason, this program is not included in MS-DOS 
6. As a result, there i s  n o  protection in Microsoft's software against  u n k n o w n  
boot-record infectors. 

Security hole 4. Although VSafe seems capable of detecting most attempts of viruses 
to stay resident, there are ways in which a virus could gain as much control as a res- 
ident program without hooking interrupts in any sense of the term. Monitoring pro- 
grams such as VSafe do not prevent these. 

Security hole 5. Because the MSAV.IN1 file is unencrypted and not normally checked for 
integrity, a virus could mod@ it so as to disable options such as Verify Integrity 
and ~nti-stealth. (Because the fiiename is fixed, it would not be hard to find the 
file, regardless of what directory it's located in.) 

Security hole 6. Companion viruses (for example, Aids-11, TcYm-351, and Mithrandir) 
do not modify existing files but create new ones that get executed before the target 
program. The integrity checking of MSAV and VSafe does not detect infection by this 
type of virus. (As mentioned previously, the generic monitoring feature does not de- 
tect it either.) 

Security hole 7. A simple way for a virus to defeat the integrity checking is to alter the 
checksum database, deleting the entry (name and information) for a file just before 
infecting it. An even simpler way is to delete the entire checksum database. The user 
will notice nothing unusual because, if a database is deleted (and the Create New 
Checksums option is on), MSAV simply will start creating the database anew as if 
one never existed, this time using the infected files as a basis for future comparison 
instead of the original ones! Viruses that exploit this weakness are the Peach, 
Groove, and Encroacher viruses. (The Peach and Encroacher viruses are directed 
specifically against CPAV, while the Groove virus targets checksum databases of cer- 
tain other programs as well; however, in the case of some of these programs, the user 
will notice that something unusual has happened.) It is only necessary to add the 
name of MSAV's checksum database to make them effective against MSAV also. 

Security hole 8. A good checksum algorithm for AV use will be based on different (un- 
known) keys (or passwords) for different users. MSAVNSafe's algorithm does not do 
this. Thus even if it were impossible to delete the checksum database or any of its 
entries, it still would be possible for a virus writer to incorporate the checksumming 
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code from MSAV.EXE or VSAFE.COM into his virus so that, after infecting a file, it 
could compute the checksum of the infected file and modify the checksum and file 
length in the database according to the new values. 

Security hole 9. To increase speed, MSAV and VSafe do not checksum the entire file, 
but only its first 63 bytes. Thus a virus that alters only other parts of the file and pre- 
serves the first 63 bytes, the file size, datehime, and attributes will not be detected 
by the integrity checking of MSAV or VSafe. Almost all viruses preserve the date, 
time, and attributes. There are viruses (for example, ZeroHunt) that preserve the 
file length (this is possible also by other tricks not used in any current virus), and 
there are viruses (for example, LeapFrog) that avoid modifymg the beginning of 
files. Thus while I do not know of any current virus that preserves all of these thmgs 
together (without depending on stealth techruques), there is no doubt that such a 
virus can (and therefore probably will) be written. 

Security hole 10. Even if it were made impossible to modify the checksum database, 
the fact that the checksumming algorithm does not employ a user-dependent key 
still is a weakness if the algorithm is a relatively trivial one, for in that case it might 
be easy to "forge" checksums. That is, after the virus modifies a file F into a file F ' ,  it 
might be able to adjust some data area within F' so that the result has the same 
checksum as the original file F. (Even if the virus writer cannot find a simple method 
of doing this, the fact that the checksums of MSAVNSafe are only 16 bits long might 
make it feasible to use trial and error to find a suitable adjustment to F'.) 

I do not want to give the impression that Microsoft's (and Central Point's) is the 
only AV software having such security holes. Nevertheless, the fact is that these 
holes could have been blocked had the software developers given sufficient thought 
to the matter. (That t h s  is possible is shown by the fact that there is at least one 
product whose integrity checker is almost completely free of the relevant security 
holes mentioned here.) 

Note in particular that keeping a separate database for each directory not only 
uses up a lot of disk space but also makes it very difficult to block some of these 
holes. For example, were there only a single database for the entire drive, it would 
be very simple to store the checksurns for the hard disk on a diskette, which then 
could be write-protected. (Similarly, MSAV could give the user the choice of where 
to locate the database on the drive, making it more difficult for the virus to find the 
database, especially if the name of the database also were selectable by the user.) 

Note also that I am not revealing any deep secrets by mentioning these security 
holes. Most are well known to many virus writers, as is evidenced by the examples of 
existing viruses cited earlier that exploit them. Sometimes one gets the impression 
that the only people who don't know of these holes are the AV product developers 
and reviewers of AV software! In the case of the former group, perhaps many of them 
indeed are aware of some of these holes. Apparently either they think that such 
holes are too "theoretical," obscure, or product-specific for anyone to exploit them 
or management priorities are such that the developers must devote their energies to 
the graphc interface and other features that make a good impression on the public 
and the reviewers rather than to genuine security. In other words, here as in so many 
other fields, the driving force often is sales at the expense of quality. 
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Conclusions and Conjectures 

Conclusions are divided into three sections, followed by discussion of some of the 
implications. 

Known-virus scanning 

Ths  part of the software scores lower than most other scanners, in both percentage de- 
tected and speed. Moreover, it cannot detect viruses within compressed executables. 

Generic monitoring 

VSafe supplies this in a manner that is more flexible than most other programs of this 
type. However, there is considerable room for improvement in some of the monitoring 
capabilities: Some viral tricks are completely undetectable, and the monitoring can be 
completely disabled. (See particularly the earlier sections on security holes 1 and 2.) 

Integrity checking 

Integrity checking is nonexistent on boot sectors and the Master Boot Record. On 
files, it is easily bypassed in many ways (see the earlier sections on security holes 6 
through 10). The decision to maintain a separate database for each directory is a 
poor one, not only because of the waste of disk space, but also because it greatly hin- 
ders the blocking of some of the security holes. 

Implications 

One of the things that differentiates a good AV program from a mediocre one is in 
whether the developers concern themselves with guessing what types of tricks a 
virus writer might adopt to bypass the various types of protection and whether the 
developers mod& their software accordingly. Some developers have done this to a 
greater or lesser extent. Most of them, including the developers of MSAVNSafe, have 
evidently not made a sufficient effort in this direction. 

Because of these security holes and the fact that Microsoft's software probably will 
become the de facto standard, I predict that, during 1993, virus writers will turn 
more and more to viruses that target specific weaknesses of the generic part of the 
software. Will the software be modified to correct these problems? Minor bugs, prob- 
ably yes. However, blocking some of the security holes would require such a radical 
redesign of the whole system that this is highly unhkely. Moreover, if past experience 
is any guide, even the problems with less drastic solutions will take years to be cor- 
rected, if at all. 

For years, users complained that they could not use any other scanner after CPAV, 
because it did not bother to encrypt its scan strings, thus causing other scanners to 
detect its strings in memory buffers or in the CPAV.EXE and VSAFE.COM files them- 
selves, producing false alarms. My tests indicate that this problem finally has been 
corrected, but it has taken much too long. Despite suggestions to Microsoft that it in- 
clude validation andlor protection as part of the operating system, it seems to have 
chosen the easy path. In my opinion, it was a poor choice on Microsoft's part to adopt 
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Central Point's AV software and probably a mistake on their part to include add-on 
AV software at all. 

True, many people who have never before installed AV software will now do so, 
and this seems to be a benefit. However, they will be under the false impression that 
they are well-protected. Microsoft might shrug its collective shoulders; after all, 
since when has MS-DOS been noted for high quality? However, just as the software 
will be a tempting target for virus writers, so Microsoft might become a tempting tar- 
get for lawsuits. If McAfee Associates could be sued by Imageline for a false alarm, 
what is to be expected when the responsible party is Microsoft? 
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